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INFORMATION ANALYSIS SYSTEM FOR USER TEXT MESSAGE

Iomani pe3yabTaTH OFHOTO 3 TIXOMIB peawmizamii imeHTH(iKaii Ta ayTeHTH(IKAIi CyO €KTIB
ABTOMATH30BAHOI CHUCTEMH HYepe3 aHali3 TeKCTOBOi iH(opMarmii, Mo BBOIUTH KOPHUCTYBAY I Yac JIMCTYBAaHHS,
KOMCHTYBAaHHsI, Ta HAIMCAHHI cTaTeil. J{yis BUpileHHs 1€l mpoOieMu 3ampoIiOHOBaHA PeasTi3allisi CUCTEMH aHAITI3Y
TEeKCTOBOI 1H(popMalii Ta MPUHHATTS pilreHb. CructemMa Moke OyTH BHKOpUCTAHA Ha TNPAKTHUIIl, HANPHKIA s
BUSIBJICHHSI IHTEPHET «OOTIB» B COLIIATILHUX Mepexkax, popMax Ta mopranax HOBHH.

Kirrouosi ciioBa: ineHTudikariisi KopuctyBaya, aHajli3 TEeKCTOBOI iH(popMallii, aBToMaTH30BaHa CUCTEMA.

This article is devoted to research of methods and tools for identifying subjects of an automated
system, through the analysis of textual information, that the user enters in the correspondence, commentary,
and writing articles. This problem remains unresolved, because there is no single method for identifying a
person who is using the computer at the moment. The system can be used in practice, for example to identify
Internet “bots” in social networks, forums or news portals.

Keywords: user identification, information environment, decision-making system, analysis of textual
information, automated system.

Beryn

OnHa 3 OCHOBHHX IpO0JIeM, 10 MOCTAE Iepe]l po3pOOHUKAaMU MPOrPaMHUX JIOJATKIB -
i1eHTudIKaris KopuctyBada. PeecTpaliisi KoprucryBada noserurye 30ip CTaTUCTHKH 1 3a0e3neuye
[UTICHICTh TAaHUX KOPUCTYBaya, IO JIa€ MOXIIMBICTh BIACHUKAM JOJATKIB BUTiAHO AJsI cede 1
JUIl KOPUCTyBaya BHKOPUCTOBYBaTH 110 iHGopMaiito. IneHtudikaiio Ta ayreHTH(IKAIIo
MOXKHa BB@)XaTH OCHOBOI HPOIPaMHO-TEXHIYHHX 3acO0IB O€3MEKH, OCKUIBKH IHIII CEepBICH
po3paxoBaHi Ha 00CITYyroByBaHHs iIMEHOBaHMX CyO'ekTiB [1]. [nenTudikariis ta ayrenTudikaris -
1€ «TIepIIIa JiHist 000pOHM 1H(POPMALIIIHOTO MPOCTOPY OpraHizarii.

Inentudikariss g03BoNsIE Cy0'ekTy (KOpHUCTYyBaueBi, MpoIeCy, MO i€ BiJl IMEHi
KOpUCTYBaya, 4YM IHIIOTO alapaTHO-IPOTpaMHOMY KOMIIOHEHTY) Ha3BaTu cebe
(moBigOMUTH CBO€E iM's). 3a JOMOMOTOK ayTeHTU(IKaIlli Apyra CTOpOHA MEPEKOHYETHCS,
mo cyO'exT AificHO TOM, 3a KOoro BiH ce0e BHJa€. SIK CMHOHIM ClIOBa «ayTE€HTH(iKaIis»
1HOJII BUKOPUCTOBYIOTH CJIIOBOCIIONTYYCHHS «TIEPEBIpKa CIIPaBKHOCTI» [2].

[Toriepenust ampoOarist BXKe JOCATHYTHX pe3yJbTaTiB IOKa3aja, IO OJHUM 3
HaliBaroMimmm ¢GakTopoM iAeHTUdikamii (IKIo OpaTy 3a NPUKIAA CalTH 3 MOXKIIMBICTIO
pi3HOMaHITHUX MyOJiKaliid, KOMEHTYBaHHS, TOILIO) € aHaJi3 Ta KJacTepu3allisi TeKCTOBOI
iHdopmalii KOpuCTyBauiB Uil Nojaibiuoi ii kiacugikamii 3a NMEBHUMH O3HaKaMH 1
BU3HAYEHHS «IIOPTPETY» KOPHUCTyBaya.

Metoau inentudikauii kopucrysauis y WEB-npocropi

B miif crarTi Ha OCHOBI JOCTiIKE€Hb METO/IB ieHTU(iKamii KopucTyBauiB y WEB-
IIPOCTOPI, MiTHIMAETHCS MPpoOIeMa NepeBipKa HAIEKHOCTI AEKIIbKOX aKKayHTIB OJHOMY 1
TOMY CaMOMY KOPUCTYBady Ta IIiJIb iX CTBOPEHHS, Uepe3 aHaii3 TeKCTOBOi iH(opMmarlii, 1110
BBOJIUTH KOPUCTYBAY IIiJ1 4ac JINCTYBaHHS, KOMCHTYBaHHS, Ta HAIIICAHHS CTATEH.
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CraBuThcs 3aj1a4a po3poOKHM aHai3aTopa TEKCTOBOI iH(popMallii KopucTyBada Jis
noAanbioi Kiacudikaiii Ta BHIBICHHS JEKIIbKOX aKKayHTIB OJHOTO 1 TOTO CaMoOro
KOPHCTYBA4a, III0 MOXKYTh HECTH TIEBHY 3arpo3y.

[Tpobnema inenTudikaii Ta ayreHTH(]IKaIIl KOPUCTYBaYiB 3AIMINAETHCS BIIKPUTOIO,
a/pKe TIOKU Ie HE ICHY€ €IMHOT0 METONY IS BHUSIBJICHHS CYy0’ €KTa, M0 KOPHUCTYETHCS
aBToMaTu3oBaHow cucremoro (AC) y morouHuid MomeHT yacy [3]. 3Bijcu BHILIMBAE
aKTyaJbHICTh B IOCIIPKEHHI JaHOI TEMHU Ta PO3pOOIIl HOBUX METO/IB iAeHTU(IKAII.

[To3uTUBHUM pe3yJabTaTOM ayTeHTH(QIKAIli € aBTOpH3allisl KOPHCTyBaya, TOOTO
HaJaHHS HoMy mpaB noctynmy nao pecypciB. [ms goctymy o pisaux AC MOXYTh
3aCTOCOBYBATHUCS Pi3HI METOIW ayTeHTH IKAIIII.

3ajexHo BiJ MipH JIOBIPYHMX CTOCYHKIB, CTPYKTYpPH, OCOOJIMBOCTEH Mepexi 1 Biana-
JeHOCTi 00'ekTa mepeBipka naHux Haganux g0 AC Moke OyTH OJIHOCTOPOHHBOIO abo B3a-
eMHOI0. Po3pi3HsAt0oTh onHO(AKTOPHY 1 cTpory (aBodakropHy) ayreHTHuikamii. B ogHo-
(bakTOpHUX cHCcTeMaX, HAUTIOMIMPEHIIINMU € MapoJIbHI CUCTeMHU ayTeHTuikarii [4].

OCHOBHOIO METOIO BUKOPHCTAHHS METO/IB JUIA 3a/1a4 KjacTepu3aii Ta kimacudikarii
TEKCTOBUX JOKYMEHTIB, CTBOPEHHS Ha IX OCHOBI 3ac00iB KiiacTepu3allii Ta kiacugikarii
TEKCTOBUX JaHWX KOPUCTyBauya i3 3acCTOCYBaHHSM arapaTry Teopil MaTpuilb, 30Kpema
NceBA000EpHEHHS 1 TpoeKLitoBaHHs, GyHKIIH JIsmyHoBa, Ta 3acTOCYBaHHS iX 10 METO/IB
inenTudikanii kopucrtyBada y WEB-mpocTopi € 3aBmaHHs KiIacH(iKyBaTH aKKayHTH
KOPHCTYBaya JI0 KJIaCiB MEBHOI CIPSIMOBAHOCTI 3 BUCOKOIO TOUHICTIO.

Po3po0ka 6aratogakTopHoOI cHCTeMH aHAJi3y TeKCTOBOI iH(popmaii

Jlns BHUKOHAHHA TIOCTAaBIEHO 3aJayl NPOMOHYETbCS O BXE PO3poOIeHOT
OaratodakTOopHOI cHCcTeMH aHaNi3y iH(pOpMalii Ta NPUHHATTS pimeHs [S] po3podutu Ta
JOJIaTH aHali3aToOp TEKCTIB KOpHUCTyBaua, IO OyJe KJIacTepu3yBaTH TEKCTH Ta MO HUM
KiIacu(ikyBaTH KOPHCTYBAYiB /10 3a34aJIeTib 3aIlaHMX KJIaciB 3arpo3u.

4. Mopynb
Binbopy He
iHthopmMaTUBHUX
03HaK

5. Mogynb
P BigobpaxeHHs Knacu
AaHuX

BxigHi 1. Mogynb v 2.Mogynb
LOKYMEHTH MiAroTOBKW AaHUX Knacrepuaauii

3. Mogynb
knacudikawii

Puc. 1. Cxema poOOTH TEKCTOBOIO aHaji3aTopa

BxigHumMu naHuUMH JUISE TPOTPAMHOTO KOMILJIEKCY € TEKCTH KOpHUCTyBaua, IIo
30epiratotbest y Mysql 6a3i nannx WEB-caiity 3 Bukopucrannsm kogyBanass UNICODE.

3amavero momepeqHboi 00poOKkM — € moOydaoBa BEKTOpY oO3HaK. OCHOBHHMH
3aco0amMu TYT € BHJAJIEHHS CTOII-CITiB, TPUBEICHHS O OCHOBHOI CIIOBO(OPMH.
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B pesynbrari OymyeThcsi BEKTOpP-O3HAK, 3ac00aMu ConfWeight [6], noxymenTy 110
CKJIaJa€Thcsl 31 BCIX CHIB IO BXOJATh B JOKYMEHT IIICJIS 3acTOCYBaHHsS 3aco0iB
MOTNIEPETHBOI 0OPOOKH.

Buninumo ocHOBHI eramu peamizaiii kinacrepusaropa (meron K-rimeprurommuHHOT
KJIacTepu3aiii):

1. Tlomepennst o6poOka iHpOpMAILii;

2. BunineHHsS XapaKTepUCTUK: BHOIp BIACTHBOCTEH, 1110 XapaKTEPU3YIOTh 00’ €KTH.
Po3pi3HAIOTH KUTBKICHI XapaKTEPUCTHKH 1 KicHI. OCHOBHOIO XapaKTEPUCTHUKOIO TEKCTOBOI
iH(opmMarlii € cI0BO 1 KUIBKICTh HOTO €K3EMILISIPIB Yy KOHKPETHOMY JJOKYMEHTI;

3. Busnauenns wmerpuku. MeTpuka BHOMPAETbCS 3AJIEKHO BiJl MPOCTOPY, €
po3TramioBaHi 00’€KTH, 1 HESIBHMX XapaKTEPUCTUK KjacTepiB. SIKIIO BCl KOOPAMHATH
00’exTa Oe3nepepBHi i PEYOBHHHI, a KIIaCTEpU MOBUHHI ABISATH COOO0 MIOCH MOAIOHE 70
rinepcdep, To BUKOPUCTOBYETHCS MeTpuKka EBkiina:

d
dy (%)) = 2 (6 = X,,0°)" = [ = @
k=1

4. Po30uTTs 00’€KTIB Ha TPYIN: BIACHE caMa KIIaCTepU3aIlis;

5. llpencraBnenns pe3ynsTaTiB. TekcToBy iHpopMaIllito, po3OUTy Ha MiAMHOXHHH
3pYYHIIIE TPEJCTABIATH Y BHUIJISII MAroOK (KIAcTepiB) — KAaTEropid i KJIaCTEPU30BAHHUX
TEKCTOBUX JJOKYMEHTIB yCepearH] HUX.

Ha Bxin momyns xnacudikamii Ha erari HaBYaHHS TOJAETHCS MATPHIS JOKYMEHTIB
IO MpeacTaBise co0oro HaB4anbHy BUOIpKY. [licis HaB4aHHA Ha BXiJ aJrOPUTMIB
kiacuikamii mo1aeThest TeCTOBa BUOIpKA y BUTIISAI BEKTOPiB-03HAK JOKYMEHTIB.

i BupilieHHs 3aBIaHb Kiacudikaiii CHTHATIB 3alpOIIOHOBAHO HOBUH  ITIXIiJT
3aCHOBaHMI Ha TOOymOBi criemianbHux (yHKIiKA JIsmyHOBa 3a HaBYaNBbHOK BHOIPKOIO 1
BUKOPHCTaHHI TPUPOJHOI METPHKH, 32 SIKOIO 3/IHCHIOETHCS BHUMIPIOBAHHS BIACTaHI 10O
HAMOMMKUIOro Cycifa Tpu po3mizHaBaHHI curHamB. DyHkii JIsmyHOBa mpencTaBisSiOThCs Y
BUIISAI KBaJIpaTUYHUX (OPM Y MPOCTOPI O3HAK, Y SKUX BUKOPUCTOBYETHCS MATPHIIA, IO
BIIOOpaka€ pPO3MOAUT TOYOK HAaBYAJbHOI BHOIPKM 3a BIOPAIKOBAHUMH  (DaKTOPHUMHU
HarpsMaMu.

PosrnstnemMo B mpocTopi 03HAK YIS JTOCHIKYBAaHUX CHUTHATIB UM JIETKOTO KJ1acy IMOin

cykymHicts Todok X( j) € R™, j =1,n. Hamami npu po3riisizi 3a1a4 6yJeMO BUKOPHCTOBYBATH
BIATIOBIJIHI IPOEKIIIHHI onepalriii, 110 BU3HAYAIOTHCSI HACTYITHUMH MaTPULIIMU:

x(j)eR™ j=1n @)

R(XT)=X* —=X* 3)

)z=(x(l)—RMLMx(n)—R),f(:%iX(j), 4
j=1

X" —nceBnoobepHena MaTpuis 10 Marpuii X, | — oguaugna Matpuis B poctopi R™.
Toxi kBagpaTuyHi popMu MarOTh HACTYITHUN BUTIIS

(x = %)"R(XT)(x— X) (5)
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1 BIOMOBiAHI 1M eNINCOITHI KOHTEHHEpU — UWIHAPH MOXYTh OYTH TMIpelCTaBJICHI
HACTYITHUM YHHOM

(x—=R)TR(XT)(x - ) = c? (6)

110 MAIOTh AEAKI 1iKaBi i BaKJIMBI IS 3aCTOCYBaHHS BJIACTUBOCTI.
Ha mizcraBi CHHTYJISpHOTO NpPEACTABICHHS MAaTpPHUIl MOXXHA BUIUIMTH HACTYITHE
TBEPUKEHHS, SIKIIO

X =D UV 4,1 = rankX XX "u, = A%u,, X T Xv, =V, Ui =680 =1 A 22 A7,
i=1

TOA1 MAKOTh MICIIE CITIBBIAHOIIEHHS

(x=ATREXNX =) = X422 = 3 (Ui =L )
>l =1} = (x(1) %) R YC) - 2, | =Ln& = X% ®)

[Tpunyctumo 1o r = m, ToOTO 1€ 03HAYaE, IO B CYKYIMHOCTI BeKTOpiB X(]), j=1,n

ICHYE m JHIMHO He3aJeKHUX MK COOOI0 BEKTOPIB.
Tomi At HACTYITHUX €JITICOi/iB

(x=H'RX)(x=%) =c;, j=1n )

Ha SKUX po3MinieHi Touku X(j), j =1,n, po3risHeMO emincoin, mo nepedyBae B cepeauHi
CcIMENCTBA E€JIIICOIIIB

(x-2) R(X)(x-%)=c.c= ¢, =1 (10)
nsg”’ n
X3 -Sezr
U, —«— maxc,
A A x —X%
xm _21?: C

Puc. 2. 'eomerpuuHa iHTEpIIpeTalis exincoiga

Le#t enincoin (2) MOXHA OMMCATH €KBIBAJICHTHUMH PIBHSIHHSIMH:

%(X—R)TR()ZT)(X—Y():L (11)
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a60 V (X, %,N,R) =LV (X, %,n,R) = % (x = )R(X")(x = %),R = R(X ") € R™".
m

Tyt 3nadennss M sk nmapamerpa HE 3aJEKUTH BiJ| HPEIACTABHUKIB CYKYITHOCTI H
toMy 3MiHu Qynkuiid Jlamymosa V (X, X,n,R), mmwk4e mocmimkyerbes mo 3minmid X i
BIJIOBITHUM apamerpam X, R, n.

Slkimio gam MU poO3TIITHEMO JBI MHOXKHHHU TOYOK 31 cBoiMH GyHKIIsIMU JIsmyHOBa [7]
Vi (x, X@),n@),R)) # V,(x,X(2),n(2),R,), TO OHEPKUMO TE€OMETPUYHY ULIIOCTpPAIiI0
IpHUBEIEHY Ha puc. 5.2, sika BiJoOpakae po3MILIEHHS TOYOK 1010 IIOBEPXOHb

Vl(Xv)A((l)in(l)iRl) :1a (12)
V, (% (2),n(2),R,) = 1. (13)
2 A Vz(...)=1

" X v(...)=1

%

Puc. 3. Po3MilieHHs TOYOK 11010 TTOBEPXOHb

Lle o3nauae, mo BiacTani Big Touky X, MO0 AKOI MOTPIOHO NPUMHATH PillIEHHs SKiH i3
JIBOX MHOXHH BOHA HAJICKWUTh, JO PO3NITHYTHX LEHTpiB X(1), X(2) OUIbII JOLLIHHO
BUMIPIOBATH HE 3a JIONOMOTrO0 EBKIIJIOBOI HOpMH, a Ha MiJACTaBl MOOYAOBaHUX (YHKIIIN
JIamynoBa.

[Tpu V, (x,X(2),n(@),R,) <V, (x,%X(2),n(2),R,) TOYKa X BiTHOCHTKCS A0 MEPIIOi MHOKHHHU,
1 BIINOB1THO TP MPOTUJICKHOMY 3HAKy HEPIBHOCTI BITHOCHTBCS IO IPYT0i MHOKUHHU.

VY Ttakuii croci® Ha eTami CHMHTE3Yy CUCTeMHM Kiacugikauii curHaiiB ans | kiaciB
HaBYalbHA MOCIIJOBHICTh TOYOK KOXHOTO K-ro Kiacy BH3Hayae (YHKIIO
V, (k) = (x,X(k),n(k),R,) ¥ mpoiiec po3mi3HaBaHHs Jali 3IHCHIOETHCS 3THO 31 CXEMOIO,
IpeJICTaBICHOI Ha puc. 4:

()

v (x()) [N
yk(]\) S-i1 knacc

v (x())) | ———— rggly,-(j):ys () ——o

v (7)) e

()

x(J)

Puc. 4. Tlponec po3mizHaBaHHS
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3agauero TecTyBaHHs OyJiO MEPEeBIPUTH UM HAJISKUTH BXiJHA TEKCTOBa iH(opMalis
JIO OJTHOTO, YM JIEKUIBKOX KJIACiB 3arpO3H, 110 OyJIM MOTEepeaHbO 3a1aHi.

3 KOXHOI TeMaTuku Oyno BiAiOpaHO TNEBHY KIJIBKICTh JOKYMEHTIB B SKOCTI
HaBYyasbHOT BUOIpKU. KopucTyBaui BUKOPHCTOBYBAJIWCH SIK TECTOB1 JIi BU3HAUYCHHS
SIKOCTI KJlacuikaiii.

3aranpHuii HaOip cTaHOBUB 543 nokymeHTIB. [loMuika mpu BU3HAYCHHI KOHKPETHO
KOKHOTO KOMEHTapsi HE BH3HAYalacs, depe3 CKIAJHICTh IBOTO MiJPAaxXyHKY B PydHY.
BaxxnuBimmMm TyT € mipaxyHOK IMOXUOKHY MpH Kiacudikallii KOpucTyBaya.

3aranpHa KUTBKICTH KOpHCTYyBadiB ckiagana 30 akkayHTIB. 3arajbHa KiTbKiCTh
YVHIKQJIbHUX BXOJ/KCHb KOJKHOT'O akKayHTa ckjiana 51 npodisib. 3 mux mpodinaiB BipHO O0yi10
knacudikosano 50. HeBipHo — 11. SIkmio OpaTu 3arajibHy MOKJIMBY KUTBKICTb 3B’ S3KiB MK
npodisaM Ta pyopukamu — noxuoxa ckiana 17.73%.

BucHoBku

Jlns BUKOHAHHA TMOCTaBIEHOI 3aAadi Oyno po3poOIeHO aBTOMATHUHUN aHaTi3aTop
TEKCTOBOI iH(OpMaIlii KOpHCTYyBaviB Ha OCHOBI OaraTodakTopHOi cucTtemMu ineHTHdIKAIT
kopuctyBaua y WEB-nipocTopi.

[TpoBeneHi TECTyBaHHS CHCTEMH TIOKQ3aJd HEIMOTaHWA pPEe3yJIbTaT TePEBIPKU
KOPHCTYBaiB HA BIJIMOBIAHICTH 3a3/]aJIeT1/Ib 3alPOTIOHOBAHUM KaTETOPisiM.

Po3pobreny cucremy MOKHA HMIMPOKO BHUKOPHUCTOBYBATH Ha MPAKTHUIlI, HAPUKIIAT
JUISL BUSIBJICHHSI IHTEPHET «OOTIB» B COIiaJIbHUX MEpekax, popMax Ta moprajgax HOBHH.
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RESUME
A.G. Margolin
Information analysis system for user text messages

This article is based on methods and tools for identifying subjects of an automated
system, through the analysis of textual information that the user enters in the
correspondence, commentary, and writing articles, research.

The problem of the user information text analyzer development for further
classification and identification of few accounts that belong to the same user, that may be a
threat, is posed.

This problem remains unresolved, because there is no single method for identifying a
person who is using the computer at the moment. This implies the relevance of the current
topic research and development of new methods of identification.

For solving this problem, the development of a user text analyser and adding it to the
multifactor decision-making system, which was developed before, is proposed. The text
analyzer will cluster texts and classify users into predefined classes of danger.

To build a system of methods used for clustering and classification tasks of text documents

Methods for text documents clustering and classification problems are used for
building the system. On this basis, tools for user text data clustering and classification were
used, with the use of the matrix theory, particularly the Lyapunov functions projection and
pseudoinversion. It has been applied to the methods of user identification in the WEB.

As a result, an automatic user messages text analyser has been developed, based on
the multifactor system for identifying user in the WEB, testing was performed.

The task of testing was to check whether the input text information refers to one or
more classes of threats that have been predefined.

A number of documents from each subject were selected as a training set. User
accounts used as a test to determine the quality classification.

The total set of documents was 543. The error in determining each comment
specifically has not been determined due to the difficulty of counting. More important is
the error in the user classification calculation.

The total number of users was 30 accounts. The total number of unique occurrences of
each account was 51 profile. These profiles were classified correctly - 50. Incorrect - 11. The
total possible number of connections between the profiles and sections error was 17.73%.

Testing of the system showed a good result of verifying users for compliance with
predefined categories.

The system can be used in practice, for example to identify Internet "bots" in social
networks, forums or news portals.
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