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THE INTELLIGENT APPROACHES TO ORGANIZING
SECURE INFORMATION EXCHANGE IN DYNAMIC SWARMS
OF UNMANNED PLATFORMS

Abstract. The article focuses on addressing the issue of data protection in the context of dynamic network
topology and limited resources. In modern systems of autonomous unmanned platforms, the key task is to ensure
reliable, secure, and energy-efficient information exchange between agents in conditions of constant changes in the
swarm structure. The approaches proposed in the article include the use of lightweight cryptographic algorithms
SIMON and SPECK, which provide minimal data transmission delays, low power consumption, and high resistance to
attacks at the interception and modification level. The Q-learning algorithm, which allows agents to quickly adapt to
changes in network topology, is discussed. Simulations conducted using the NS-3 platform demonstrated the advantage
of intelligent approaches based on self-learning and cooperative decision-making methods in ensuring high system
performance with minimal energy consumption and rapid adaptation to environmental changes. Security assessments
confirmed the system's resilience to routing and data interception attacks, making these methods promising for further
use in autonomous unmanned platforms.

Keywords: intelligent algorithms, unmanned platforms, secure data exchange, lightweight encryption protocols,
self-learning, dynamic swarms, cooperation algorithms.

Introduction applications  of unmanned  platforms,

An integral part of ensuring reliable particularly in defense, scientific research,
information exchange between unmanned and industry [3]. The implementation of
platforms is the organization of interaction intelligent solutions that integrate advanced
within a swarm, where each agent can adapt artificial ~intelligence methods, machine
to changing conditions and system structures learning algorithms, and adaptive
in real time [1]. Such adaptability requires the communication models can significantly
use of intelligent algorithms and the enhance the overall security and reliability of
development of new approaches to such systems.
information security, allowing for effective
solutions to resistance against attacks and Statement of the problem
ensuring high performance during task The task of ensuring reliable and secure
execution. Modern communication methods communication in dynamic swarms of
must not only guarantee the reliability of data unmanned platforms is to provide continuous
exchange but also be resilient to failures and and secure information exchange among
cyber threats. Special attention is drawn to the individual autonomous agents within the
issue of data protection in dynamic swarms, swarm in conditions of dynamic structural
whose structure is constantly changing [2]. To changes. Possible solutions must take into
support the execution of cooperative tasks by account the resource limitations of the target
such  structures, new approaches to platforms while ensuring information security
processing, transmitting, and securing and preventing overloads of onboard systems
information need to be developed, enabling in terms of computational and energy
adaptation to changes in the group structure. capabilities. This requires the development of

Secure data exchange in autonomous new approaches to encryption, authentication,
systems is a critical aspect for many and routing that correspond to the specifics of
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the dynamic environment while being
resource-efficient. Agents must be able to
adapt to real-time changes, minimizing data
exchange delays and ensuring resilience
against potential attacks.

To address this task, it is necessary to
integrate intelligent algorithms, particularly
self-learning methods, that allow autonomous
agents to make independent decisions
regarding route selection and encryption
mechanisms depending on current conditions.
Additionally, effective methods for dynamic
key distribution should be developed to
maintain a high level of security even during
changes in the swarm's structure.

Analysis of recent research and
publications

Within the study of secure information
exchange in unmanned platforms, there is a
significant body of scientific work dedicated
to organizing interactions between
autonomous agents and ensuring data security
in dynamic networks. Research in this field
covers various aspects, ranging from routing
algorithms to encryption protocols for
protecting data under resource constraints.

Particularly noteworthy are studies that
explore the use of artificial intelligence to
optimize data exchange in autonomous
systems [4]. Specifically, the application of
machine learning methods for adaptive
routing and real-time decision-making is
proposed [5]. These approaches significantly
enhance the efficiency of unmanned platforms
in changing conditions, ensuring network
resilience to external threats. Research on the
implementation of self-learning algorithms in
the context of secure message exchange in
dynamic swarms shows promising results,
although questions about their effectiveness in
complex scenarios remain open [6].

Research [7] focus on the development
of lightweight cryptographic protocols for
data protection in unmanned platforms. In this
area, a number of studies have been
conducted on the implementation of
cryptographic  algorithms ~ with  minimal
energy consumption, which is critical for
resource-constrained platforms. At the same
time, the challenges related to balancing a
high level of security and minimizing data
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transmission delays require further research.
In [8] was emphasizes that existing solutions
do not always provide an optimal balance
between security and performance, especially
under conditions of rapidly changing network
topology.

Despite significant progress in the
research of dynamic unmanned systems, some
important issues remain unresolved. One such
issue is ensuring communication resilience
against a wide range of attacks, including
routing-level attacks and packet manipulation.
Additionally, the development of more
efficient protection methods in the context of
constant changes in system topology and
reducing response time to changing
conditions is of interest. Furthermore, there is
still a need for further research on the impact
of the latest security protocols on the overall
system performance.

The aim of the research

The aim of the research is to develop
intelligent approaches to organizing secure
information exchange in dynamic swarms of
unmanned platforms that ensure reliable and
efficient data exchange under conditions of
changing system topology and limited
resources. Special attention is given to the
implementation of artificial intelligence
methods for automating decision-making,
enhancing resilience to security threats, and
ensuring stable platform operation in real-
time.

An overview of the main material

The organization of effective and secure
information exchange in swarms of unmanned
platforms is a crucial component for the
successful operation of these systems. The
interaction  between autonomous agents
within the swarm must be coordinated and
reliable, as each agent performs its tasks
based on the information received from other
participants.

Modern communication models used
for information exchange in swarms of
unmanned platforms are based on the
principles of decentralization and autonomy.
Each agent in the system operates
independently, making decisions based on
information received from other platforms.
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The decentralized structure provides a high
level of flexibility and adaptability, speeding
up the swarm's response to changes in the
environment or new tasks.

Swarm behavior of unmanned systems
relies on the application of specialized
coordination algorithms that enable the
platforms to interact as a unified system. The
primary methods for organizing such
interaction include the use of collective
intelligence and self-learning algorithms.
Through these approaches, each agent not
only fulfills its tasks but also contributes to
achieving the overall goal of the swarm.

Figure 1 illustrates the swarm
coordination algorithm, demonstrating the
task distribution process among the platforms,
as well as the coordination of actions for the
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communication between autonomous agents
becomes increasingly complex in the context
of dynamic changes in network topology, the
failure of individual platforms, and their
limited resources. Specifically, the risks of
data loss or delays in transmission may be
caused by:

— spatial  movements  of
platforms and loss of connectivity;

— the inability of other platforms to
quickly compensate for the loss of some and
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seamless operation of the entire system. Self-
learning algorithms help agents adapt their
actions according to changing conditions,
enhancing the effectiveness and accuracy of
task execution in real-time. Coordination
ensures the smooth functioning of the entire
swarm, allowing each platform to perform its
part of the task while minimizing the risk of
duplicated actions or conflicts in resource
distribution. This approach maintains a
balance between the autonomy of each agent
and the need for collective interaction,
significantly ~ enhancing the overall
performance and reliability of the system.
Security challenges in information
exchange are among the most critical issues
faced by developers of swarm unmanned
systems. Ensuring secure and reliable
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Fig. 2. Flowchart of the swarm coordination algorithm

continue effective interaction;
— the impossibility of applying complex
cryptographic methods to protect information

in the absence of sufficient onboard
computing power;
— interception  of information in

unprotected data transmission channels and its
modification;

— routing-level attacks and related
disruptions in data streams, denial of service
for individual platforms, and the emergence
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of wvulnerabilities in the system to further
attacks.

These challenges complicate the
maintenance of a continuous flow of
information and require the implementation of
comprehensive solutions capable of not only
protecting data from potential threats but also
ensuring the flexibility and adaptability of the
system to dynamic changes in the network of
unmanned  platforms.  Alongside  the
development and integration of lightweight
cryptographic  algorithms and  effective
authentication mechanisms into unmanned
systems, Al can play a key role in addressing
routing, coordination, and data security issues
due to its ability to analyze large volumes of
data and find the most optimal solutions in
real time.

Various algorithms are used in dynamic
systems to optimize routes. These include

algorithms based on classical shortest path
search methods, bio-inspired algorithms, and
machine learning-based algorithms. Each has
its advantages and disadvantages, depending
on the conditions and requirements of the
specific system (Table 1). These algorithms
are used for various types of tasks in
unmanned platforms and help find a balance
between performance, speed, and reliability
[9]. For example, A* works effectively when
finding the shortest path in a complex
environment, while Q-learning allows the
system to adapt to changes and autonomously
find optimal routes based on past experiences
[10, 11]. The use of artificial intelligence
algorithms in routing not only improves data
exchange efficiency but also ensures system
flexibility in the face of constant
environmental changes.

Table 1. Key properties of algorithms for route optimization in dynamic systems

Algorithm Algl_r;lrgzhm Advantages Disadvantages
A* Heuristic Fast optimal route search, Can be slow for large
(A-star) Algorithm effective in complex graphs networks
. Shortest Path Finds the shortest route from Requires a lot of resources
Dijkstra . .
Algorithm any point for large networks
Ant C_olopy Bio-inspired E_f_fectlve N dynamic Requires more time to gather
Optimization Algorithm conditions, quickly adapts to data for effective routin
(ACO) g changes g
Genetic Evolutionary Suitable _for finding g_lobal High _computa_ltlonal
. . solutions, works in complexity, requires many
Algorithm Algorithm - - . i
unpredictable environments iterations
. Reinforcement | Self-learning based on rewards, | Requires significant training
Q-Learning . A
Learning adapts well to changes time in large networks
Partu_:le_va_arm Bio-inspired Collective decision-making, May not find a globally
Optimization . . Co - .
(PSO) Algorithm effective for distributed systems optimal solution
Distance-based Routing Simple implementation, Can I_ead to suboptimal
L . solutions in the case of
Protocol Protocol minimal resource requirements .
dynamic changes

Self-learning algorithms and principles
of cooperative decision-making are key
components in building dynamic autonomous
systems, particularly in unmanned platforms
operating in swarms. Self-learning enables
autonomous agents to improve their actions
based on feedback from the environment
during operation. One of the most popular
approaches to self-learning is the Q-learning
algorithm, which belongs to reinforcement
learning methods. In the context of swarm
unmanned systems, this algorithm allows
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each agent to select optimal actions to achieve
its goals while adapting to changes in the
environment and interacting with other agents
[11].

Q-learning is based on the evaluation of
the reward function Q(s, a), which calculates
the expected reward for performing action a
in state s. The model is updated according to
the following dependency:

Q(se ar) <« Q(se, ap) +
+alr, + Ymaxy Q(Se+q,a") — Qs an)]. (1)
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where a — is the learning rate, r, — is the
reward received for action a,, Y — is the
discount factor for future rewards, and
max, Q(s.41,a’) — is the maximum value Q
for the next state. This formula allows the
agent to evaluate how advantageous it is to
perform a certain action in each state,
enabling  decision-making  based  on
accumulated experience.

In systems with unmanned platforms, a
crucial aspect is collective work, where each
agent must make decisions considering the
actions of other agents to achieve a common
goal. Principles of cooperative decision-
making allow each agent to adapt its behavior
by coordinating with other members of the
swarm, ensuring coherence in task execution.

The model of cooperative decision-
making can be described using game theory,
where each agent is considered a player, and
the outcomes depend on the decisions of other
players. The simplest model is a non-zero-
sum game, where each player's gain depends
on cooperation with others.

For each agent i, the utility function U;
is defined by the expression:

Ui(ay,az, ..., a,) = R; — Ci,

(2)

where a; a,, ..., a,, — are the agents actions, R;
— is the reward for agent i, C; — is the cost of
performing the action. The task of each agent
is to maximize its utility function considering
the actions of other agents. To achieve a
cooperative solution, each agent can employ
coordination  strategies by exchanging
information with other agents and aligning
their actions.

The combination of self-learning and
cooperative decision-making allows for the
creation of a more adaptive and effective
swarm management system for unmanned
platforms. The model of cooperative Q-
learning enables each agent not only to learn
based on its actions but also to take into
account information received from other
agents. This enhances the efficiency of the
system, reduces the risk of conflicts, and
optimizes resource utilization in dynamic
conditions.

Thus, the integration of self-learning
and cooperative decision-making forms the
foundation for developing intelligent dynamic
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systems capable of operating effectively in
changing environments and ensuring reliable
information exchange among agents.

Secure information exchange in swarms
of unmanned platforms is based on the
application of lightweight encryption and
authentication protocols that ensure the
confidentiality and integrity of transmitted
data. Such protocols must be energy-efficient
and computationally simple, given the limited
resources of unmanned systems.

One widely used protocol is the
Advanced Encryption Standard (AES), which
provides high-speed encryption with minimal
resource overhead. However, in the case of
unmanned platforms, it is more appropriate to
use lightweight variants such as SIMON,
SPECK, or PRESENT, which are specifically
designed for resource-constrained systems.
Additionally, the wuse of authentication
mechanisms, such as Hash-based Message
Authentication Code (HMAC), is important
for verifying data integrity [13].

Ensuring information protection under
limited resources requires the wuse of
distributed methods that allow for efficient
utilization of the available computational
power and energy resources of each agent in
the swarm. One such approach is distributed
encryption, where the encryption and
decryption process is shared among multiple
agents. This helps to reduce the load on each
individual node and enhance the overall
security of the network. Key management
methods are also employed to ensure the
dynamic distribution of encryption keys
among agents. This ensures that only
authorized platforms can access confidential
information, even in the event of changes in
the swarm's structure [14].

Dynamic key distribution means that
each agent must obtain a unique or shared key
for encrypting/decrypting data, with keys
being able to change in response to changes in
the network, such as the addition or removal
of agents. One way to represent the dynamic
key distribution process is to use a key
generation function based on a shared secret:

Ki = f(Ksr IDE), (3)

where K; — is the agent's key i, K. — is the
shared secret key for the entire group, ID; —is
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the unique identifier of the agent i, f —is a
cryptographic function for key generation.
The function f can be a hash function or
another encryption algorithm that ensures the
keys are unique for each agent and will
change in the event of changes in the network
topology. This approach ensures that only
authorized agents have access to confidential
data, even in the event of changes in the
swarm's structure.

One of the methods used for dynamic
key distribution in resource-constrained
networks with dynamic topology changes is
the Localized Encryption and Authentication
Protocol (LEAP). It employs several types of
keys: local, group, and pairwise keys. Each
agent has multiple keys that are used for
encryption in different contexts: for local
encryption between two neighboring agents,
for group encryption among all members of
the swarm, and for individual pairwise keys
for communication with a controller or base
station. Keys are updated when an agent
leaves or joins the network.

Since changes in the swarm structure
are common in the dynamic operational
conditions of unmanned platforms, it is
crucial to ensure continuous and secure data
exchange among agents despite changes in
their number or locations. To achieve this,
adaptive encryption is advisable, allowing the
system to automatically adjust the level of
protection based on the current network
structure. This minimizes the risks of
information leakage during moments when
agents change their positions in the swarm or
temporarily exit the network. Mobile agents
are also employed to handle the redistribution
of encryption and authentication keys during
changes in the swarm structure. This helps
maintain network integrity and ensures
protection even in the event of unexpected
changes in the system's topology.

With the advancement of unmanned
platforms, autonomous systems increasingly
rely on the ability to temporarily cluster into
dynamic groups for cooperative tasks. The
organization of dynamic clusters enhances the
efficiency of autonomous agents and ensures
quick responses to various real-time
situations. Each agent in a cluster performs its
part of the task, utilizing information from

156

other cluster members to coordinate its
actions. This organization allows for the
distribution of complex tasks among several
unmanned platforms, improving execution
efficiency and minimizing the time required
for their realization.

Among the most effective methods for
organizing clusters are those based on
collective intelligence, = where  agents
autonomously determine their roles in task
execution based on available information
about the current environment. This enables
dynamic adjustments to the cluster structure
depending on task execution conditions, such
as the presence of obstacles or changes in
objectives.

To evaluate the effectiveness of various
intelligent approaches in ensuring the security
and performance of the system, simulations of
data exchange in dynamic swarms of
unmanned  platforms  were  conducted.
Platforms such as NS-3 and MATLAB were
used, enabling accurate reproduction of
network topology changes, agent behavior,
and the constraints of their resources. NS-3 is
widely used for modeling wireless networks
and studying encryption and routing
protocols. The mobility models of unmanned
platforms were configured using the
UAVMobilityModel, which allows for the
simulation of agent movement in space.
MATLAB software was used to analyze
quantitative metrics, including transmission
delay, throughput, energy consumption, and
resilience to attacks.

The  modeling showed varying
effectiveness  of  applying intelligent
approaches depending on the encryption
protocols and routing algorithms:

— the lowest latency was achieved using
the SIMON and SPECK algorithms, with
respective latencies of 85 ms and 90 ms,
compared to 120 ms for AES;

— the most energy-efficient were SIMON
and SPECK, with an average consumption of
1.8 J per data transmission operation, while
AES consumed about 2.5 J;

— the use of lightweight ciphers also
resulted in a reduction of lost packets to 3%
for SIMON and SPECK, compared to 5% for
AES;

— the used for

HMAC  protocol



ISSN 2710 — 1673 Artificial Intelligence 2024 No 4

authentication demonstrated a high level of
resistance to attacks, reducing the probability
of successful routing-level attacks to 1%.

Thus, lightweight encryption protocols
like SIMON and SPECK exhibit high
resistance to data interception and
modification. Even in cases where some
agents were lost, the modeled system
demonstrated stable performance. Thanks to
the use of self-learning algorithms,
particularly Q-learning, agents were able to
quickly adapt to dynamic changes in the
network, minimizing data transmission
delays. This ensured continuous and secure
information exchange even under challenging
conditions.

The system's performance also
remained high. The use of Q-learning and
cooperative decision-making methods
allowed for optimal results with minimal
energy expenditure and high data exchange
speed. The lowest latency and energy
consumption were observed when using the
SIMON and SPECK protocols, making them
the most suitable for deployment in resource-
constrained systems.

The modeling confirmed that self-
learning and cooperative-based intelligent
approaches are the most effective for ensuring
productive and secure data exchange in
dynamic swarms of unmanned platforms.

Conclusions

The conducted research demonstrated
the high effectiveness of intelligent
approaches for organizing secure information
exchange in dynamic swarms of unmanned
platforms.  The use of lightweight
cryptographic algorithms, such as SIMON
and SPECK, ensures minimal delays in data
transmission and low energy consumption,
which is a critical factor for resource-
constrained systems. The integration of self-
learning algorithms, particularly Q-learning,
has increased the system's flexibility and
ensured stable performance even under
constant changes in network topology.

The proposed approaches hold promise
for further application in both scientific
research and practical implementations.
Utilizing lightweight ciphers and adaptive
routing algorithms will enable effective
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security measures in resource-limited and
variable environments. Special attention
should be given to the development of
autonomous vehicle systems, where dynamic

operational  conditions  require  rapid
adaptation and reliable data exchange.
Additionally, these approaches could be

beneficial in fields such as military unmanned
systems, energy-efficient communication
networks, and logistics and search-and-rescue
operations.

Future research should focus on further
optimizing key distribution processes among
agents in dynamic environments, particularly
by developing new mechanisms to ensure
resilience against complex types of attacks,
such as routing-level attacks. It is also
necessary to explore the potential for
integrating cutting-edge machine learning
algorithms to improve data processing speed
and reduce energy consumption without
compromising security levels. The continued
development of distributed encryption and
key management systems will enhance the
overall resilience of the system against
environmental changes and malicious attacks.
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