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CEPBOI'IH B.C., naykoBuii criiBpoOiTHUK L[eHTpY CyIOBHX 1 CIIEI[iaTbHUX €KCIIEPTH3
VYKpaiHCBKOT0 HAyKOBO-/IOCIITHOTO iHCTHTYTY
crenialbHOl TEXHIKH Ta cynoBux excneptu3 Cb Ykpainu,
JIEOHOB B./., 0okmop ropuduunux Hayk, cmapuuti HayKosuii cCnigpoOimHux,
MIPOBITHUI HAYKOBUH CIIIBPOOITHUK Y KPaiHCHKOTO HayKOBO-AOCIiTHOTO
IHCTHTYTY clienialIbHOT TeXHIKH Ta cyoBux ekcnepru3 Cb Ykpainu

OKPEMI TPOBJIEMU KPUMIHAJIICTUYHOTO 3ABE3NEYEHHS
PO3CJILYBAHHS 3JIOYHMHIB, IIOB’SI3AHUX 3 HEIIPABOMIPHUM
JTUCTAHLIMHAM JOCTYIIOM 10 KOMIT'IOTEPHOI IH®OPMAILIIT

Anomauia. Y cmammi pozensioaromevcsi  achekmu  KPpUMIHALICMUYHOI  Xapakmepucmuku
KOMN 1OmepHux 3104UHI8 ma npooieMHi NUMAHHS PO3POOKU MeMOOUYHUX MAMepianie OJisi NPOBeOeHHs
eKCNEPMHUX OOCNIONHCEHb CREYIAbHUX NPOSPAMHUX 3AC0018, NPUSHAYUEHUX OISl He2NACHO020 OMPUMAHHS
Komn romepnoi ingpopmayii.

Knwuoei cnosa: komn tomeprna inghopmayis, Komn 1omepHi 3104UHU, PO3CIOYBAHHSL.

Aunnomauyusa. B cmamve oceewaomcs acnekmvl KPUMUHATUCIIUYECKOU XapaKmepucmuku
KOMNbIOMEPHBIX NPEeCMYNJIeHUll U NpoOaeMHble 80NPOCHL pa3pAOOMKU MemoOUYecKUx Mamepuanos
07151 NpoBedeHUsl IKCNEPMHBIX UCCIEeO08AHUL CHEYUANbHBIX NPOSPAMMHBIX CPeOCm8, NPeOHA3HAYEHHbIX
07151 He2ACHO20 NOJYYEHUsL KOMNbIOMEPHOU UHPDOPMAyUU.

Kntouesvle cnoea: xomnviomepuas — uHopmayus, — KOMHbIOMEPHble  NpecmynjieHus,
paccredosanue.

Summary. The article considers aspects of the forensic characteristics of computer crimes and
the problematic issues of developing methodological materials for conducting expert studies of special
software intended for covert obtaining computer information.

Keywords: computer information, computer crime, investigation.

IlocranoBka mpoGaemun. Ha cporogHi onHOYaCHO 3  CTPIMKUMM  IPOLIECAMU
1HpoOpMaTu3allii CyCHIbCTBA CIIOCTEPITaeThCcs CYTTEBE MiJIBUIIECHHS PIBHS Ta MAclUTa0lB 3arpos
iHpopMatiiHii Oe3nemni nepxasu. PagukanbHi 3MiHN B iH(GOpPMAIIIHUX CTOCYHKAX y BCiX chepax
TISTBHOCTI  JIFOJIMHY, CYCHJICTBA Ta JEp)KaBU TeEpelyciM TMOB’s3aHI 13 3aCTOCYBaHHSIM
r1100aJIbHUX TEJIEKOMYHIKaLIHHO-THPOPMALIIHIX MEPEK, B MIEPULY uepry, MepexKi IHTepHer.

PesyabTarn aHagmizy HaykoBuX myOuikauiid. Mepexa IHTepHET, SK IPUHIMIIOBO
BIJIKpUTA CUCTEMA, 3a0e31euy€e BUTbHUN 1 aHOHIMHUHN OCTYH A0 iH(pOpMaIiitHUX pecypciB, 110
HaJla€ PI3HOMAaHITHI MOXJIMBOCTI MPaBONOPYILIEHb, MOB’SI3aHUX 3 HEMPABOMIPHUM JOCTYIIOM
10 kowmm 'torepHoi iH(opmanii [1—2]. 3noumHHICTE y mid cdepi oTpumana Ha3By
“KOMII’TOTEpHA”, @ OCTaHHIM YacOM IOMIMPIOEThCS TePMiH “KiOep3TOUMHHICTE”, IO TOBHIIIIE
OXOIUTIOE O00’€KTH TOCSATaHHS I1IbOr0 BHAY 3104uHIB. OCTaHHI MIBHJIKUMH TEMITAMHU
MOMIUPIOIOTECS, y 3BSI3KY 3 PO3MOBCIO/DKEHHSAM  0araroQyHKIIIOHAIBHUX —amapaTHo-
MPOrpaMHUX 3ac00iB, 0 MOXYTh OYTH BHUKOPUCTaHI JUIsl HECAHKIIOHOBAHOTO JOCTYILY [0
TEJIEKOMYHIKAIIIMHUX Ta KOMI'IOTepHHX Mepex. [lopsn i3 3acTocyBaHHAM TpaauLIHHUX
3aco00IB  3IWCHEHHS  KOMIT'FOTEPHUX  3JIOYMHIB  CIIOCTEPITAEThCA  CTalla  TEHIACHIS
PO3TOBCIO/KCHHS CTCMiaJbHIX TPOTPAMHUX 3ac00iB, MPHU3HAYEHUX JII HEMPaBOMIPHOTO
JIMCTAHIITHOTO JIOCTYITy Ta HEIJIACHOTO OTpUMaHHA 1H(popMallii 3 a0OHEHTCHKUX MPUCTPOIB
TEJIEKOMYHIKAIIHHUX MEepeX, KOMIT FOTepHHUX cucteM [1; 6].
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3a ganumu Iatepromy, y 2000 p. moxoau 3J0YMHINB, B OCHOBHOMY OpPTaHiI30BaHHUX
3JIOYMHHUX TPYM, MOB’si3aHI 3 BUKOPHUCTAHHIM HOBITHIX TEXHOJIOTIH, MOCUIM TpPETE MICIE Y
CBITI MICJIA JTOXOJIB BiJ TOpriBii HapkoTukamu i 30poeto [3]. 1li oOcTaBHHU TpH3BENH 10
PI3KOr0 3aroCTpEeHHsI KpUMIHAJIbHOI OOCTaHOBKM B 1H(OpMauiiHii cdepl. Y 3B’SI3Ky 3 UM
Pana €Bponu 23 nucromaga 2001 p. cxBanuna Konpeniio “IIpo kibep3nodnHHICTD”, Y AKIN
nepeadaveHi OCHOBHI 3acajid Ta HAMPSIMU MDKHAPOAHOI CHIBIpaIll y LI TISTIBHOCTI, a cCaMe:
30epeKEeHHsI MPOTIrOM BHU3HAYEHOI'O TEPMIHY KOMIT'IOTEPHUX JAaHHUX, y T.4. Ha TEPUTOPIi
IHIMUX KpaiH — MOXKJIMBHX 1X KOPHUCTYBauiB, TEPMIHOBE PO3KPHUTTS 3a HEOOXITHOCTI
30epeXeHHsS JaHMX, B3a€MHa JOoMoMora y 30upaHHI AaHUX 0Opo pyx iHdopmamii, i
nepexoruieHHs Tomo. B €C, a Takox B IpOBIIHUX €BponelchbKuX KpaiHax (ABctpis, Icnanis,
Hinepnanau, [lonema, Yropumna, QiHISHIIA) IPURHATI cTpaTerii KibepOe3neKkH.

CknamnicTh 1HGOpPMAIIHHUX TEXHOJOTIA Ta Oe3MexxkHa cdepa iX BHUKOPHUCTAHHS IIPH
3MIACHEHI KOMII IOTEPHUX 3JI0YMHIB 3YMOBJIIOIOTH MOJANbILY HOTPeOy JOCIIHKEHHS
KPUMIHAJICTUYHOI XapaKTEPUCTUKH KOMII IOTEPHUX 3JI0YMHIB, BJOCKOHAJEHHS ICHYIOUYOIrO
MEXaHI3My 3aXHCTy 1H(OpMaIlIHHUX pecypciB B KibeprpocTopi, 3a0e3nedeHHs BiAIOBITHOT
npodinakTHUHOT AisIBHOCTI [2, c. 257; 4].

OCHOBM KpUMIHAJICTUYHOI Teopli AOCHIIKEHb 3JIOYMHIB y cdepl KOMI IOTEPHOI
iH(popMaii Oynu 3akiazeHi BITHOCHO HelaBHO (HampukiHii 90-x — nmouarky 2000-X pokiB) y
poboTax H.M. Axtupcskoi, KO.M. barypuHa, [1.J. binenuyxka, B.b. Bexosa,
B.J. I'aBnoBcekoro, B.O.Tony6eBa, M.B. 'ynamoka, B.E. Kosnosa, B.B. Kpuroga,
B.A. MemepskoBa, A.JL. Ocunienko, B.FO. Porozina, O.P.Pocuncekoi, H.A. CenuBaHoBa,
O.M. Yepkyna, O.K. KOniHa i iHIIMX aBTOPIB.

Cepen 3akOpJOHHHMX JIOCHIDKEHb TMOTPIOHO 3rajaTd METOAWYHI MaTepiaid 3
po3ciiayBaHHs KoM oTepHuX 3104nHIB []. Alikosa, K. Ceiirepa, V. ®oncropxa ta K. Bpaiiana.

Baxxnusuit BHecok 3poounu E.P. Poccuncka 1 A.l. YcoBa, skl 3akiaiu HayKOBI OCHOBHU
JUIS TIPOBEACHHSI TaKOTO HOBOTO BHUAY IHXXKEHEPHO-TEXHIYHUX EKCIEPTH3, SK KOMI IOTEPHO-
TeXHI4HI eKkcrnepTuzn. OcoOauBe 3HAYEHHS AJ1 KPUMIHATICTUYHOI Teopili ¥ MPaKTUKH Mallo
BBEJICHHS TAaKMX HOBUX MOHSTH, SIK BIPTyaJibHI CIIJH, €JIEKTPOHHI JOKa3u, (HOpMYITIOBAHHS
0a30BUX MPUHIIMITIB CITIUX i [5, c. 64].

BopHouac, cepen JOCHITHMKIB HEMae €IHOCTI TOMAIB 3 MUTaHb PO3CIiTYyBaHHS
KOMIT'IOTEpHUX  370uMHIB. Ile crocyerbcs sIK  TIyMadeHHs TEpPMIHIB, BHU3HAUYEHHS
KPUMIHATICTUYHOI XapakTepUCTUKU 3JI0YMHIB Yy cdepl KoMI'toTepHOi iHpopmalii, Tak 1
BUPOOJICHHS TEXHIKO-KPUMIHATICTUYHUX 3aCO0iB 1 METOJIB, TaKTHKO-KPUMIHATICTHYHUX 1
OpraHi3alifHO-KpUMIHATICTUYHUX TPUHOMIB Ta (POPMYIIFOBAHHS PEKOMEHAALIN 3 PO3CIIIyBaHHS
[IUX 3JIOYHHIB.

He npumMennytoun TeopeTuyHy Ta MPaKkTUUYHY 3HAYUMICTh MPOBEAECHUX JOCIHIHKEHD 1i€i
TEMH, BapTO 3a3HAYUTH, IO BOHM HE BHUYEPNYIOTh YCIX KPUMIHATICTUYHUX AaCIEKTiB
pO3CHiyBaHHS 3JIOYMHIB, TOB’SI3aHUX 3 HEMPABOMIPHUM JUCTAHIIMHUM JOCTYIOM JIO
KOMIT FOTEpHOI 1H(pOopMaIrii.

MeTtoro crarTi € YZOCKOHAJEHHS METOJUYHOTO 3a0€3MEUYEeHHs PO3CIiTyBaHHS
KOMIT FOTePHHX 3JI0YHHIB.

Buxiag ocHoBHoro Mmarepiany. Komm’roTepHi TexHoOJorii Ta  MDKHapOJHI
lH(bOpMaHII/IHO KOMyHlKaI_III/IHl Mepexi CTBOPHIIA HOBI yMOBH, SKI CHPUSAIOTh BYWHEHHIO
3JIOYMHIB SIK Ha HaIllOHATHHOMY, TaK 1 Ha MDKHapogHOMY piBHi. OpraHizoBaHi 3JIOYMHHI
YTBOPEHHS y MOBHOMY 00CS31 BUKOPHUCTOBYIOTH HOBI TEXHOJIOTiI IJIs1 BiJIMUBaHHS KOIITIB,
OTPUMAHUX 3JI0YMHHUM LUISIXOM, TOLIMPEHHS HENMpPaBAMBOi 1H(POpMallli, HECAHKI[IOHOBAHOT'O
JOCTYIy 70 1H(POPMALIfHUX CUCTEM, BUMHEHHS 1HIIUX MPaBONOPYIIEHb B il cdepi. 3arposa
KOMIT'IOTEPHOI 3JIOYMHHOCTI TOJIAra€ 1 B TOMY, II0 BOHA HaJae 3HAYHY MarepialbHy
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MIATPUMKY OPTaHi30BaHIi 3JOYMHHOCTI JJIi BUMHEHHS HACWUJIBHUIBKHUX 3JI0YMHIB, 30KpeMma,
TEPOPUCTUYHUX akTiB. Ha okpeMy yBary 3aciyroByloTh 3JIOYMHHI TOCATaHHS, IO
3/IIACHIOIOTHCS 33 JOMIOMOTI'OI0 CIIEHIANIbHUX MPOrPaMHUX 3ac001B, TaK 3BaHUX “IIMUTYHCHKUX
mporpaM, TMpU3HAYEHUX JUISI HEIVIaCHOTO BIAJANEHOro JOCTynmy Jo0 1HdopMaliiHo-
TEeJIEKOMYHIKAI[IHHUX MEpPeX 1 OTpUMaHHS Komm roTepHoi iHdopmarmii. 1 3moumnHI 10ii B
OCTaHHI POKH CTaJ¥ JOMIHYIOUMMHU CEpPE]l IHIIMX KaTeropiid KOMIT IOTEPHUX 3JI0YMHIB [§].

Po3cnigyBaHHs KOMITIOTEPHMX 3JI0YMHIB CTHUKA€ThCS 31 3HAYHUMHU TPYJHOILAMH,
3YMOBJICHUMH CKJIQJHICTIO BUSIBJICHHS LIUX BUCOKOTEXHOJOTTYHHUX 3JI0YMHIB, BUCOKHM PiBHEM
iX JaTeHTHOCTI, HEIOCKOHANICTIO CTAaTHCTUYHOTO OOJIKY KOMIT IOTEPHHX 3JIOYHMHIB, IO
YCKJIaIHIOKOTh y3arajlbHEHHS C1401, CYZ0BOi Ta €KCIIEPTHOI IPAKTUKH [6].

3ayBakMMO, 1110 BHUCOKMW pIBEHb JATEHTHOCTI LMX 3JI0YMHIB BUKJIMKA€E CEPUO3HI
HEeraTuBHI Hacligku. BoHa CTBOpIOE CIPHUATIMBY MCUXOJOTIYHY OOCTAaHOBKY JJII BUMHEHHS
HOBHX 3JIOUMHIB, CTIpUsie (OPMYBAHHIO CTIHKUX 3JOYMHHHUX YTBOPEHB, MOPYIUIYE MPHHIIMII
HEBIJIBOPOTHOCTI TIOKapaHHs, 3HUXKYE IPEBEHTUBHY (YHKIIO KPUMIHAIBHOIO 3aKOHY,
MOTIPIIYE MOPAJTBLHUM KITIMAT B JIEpKaBi.

Cepen msXiB TMOJOJAHHS JIATEHTHOCTI KOMIT IOTEPHOI 3JIOYMHHOCTI BUAUISIOTH
PO3pOOKY KPUMIHAJIICTUYHOI XapaKTEPUCTUKH 3JIOYMHIB Yy cdepl BUCOKUX TEXHOJOTIH, a
TaKOXX MOJAJIBIIIY pOOOTY 3 BUPOOJIEHHS METOAUYHUX PEKOMEHAIlIN 3 BUSIBJICHHS, PO3SKPUTTS
3JI0YMHIB Y cepi BACOKUX TeXHOJOTIH [3].

[cHYIOTH YMCIIEHHI HEBHpILIEHI NMUTaHHA B cdepl KPUMIHANICTUYHOI XapaKTEPUCTHKU
KOMIT IOTEPHHUX 3JI0YMHIB, TAKTUKH MPOBEIEHHA cliquuX Aid. [IpakTHyHO HE mociiiKeHa Taka
BAXJIMBA Tally3b Teopii, sSIK JIOBEICHHsS O3HAK, 0OCTaBWH, CIIOCOOIB 3JIMCHEHHS 3JIOYHHIB Y
chepl KoMmIT'roTepHOi i1H(MOpMaIlii, IO Mae BaXJIHMBE 3HAYCHHS ISI PO3POOKH METOJUK
3a0e3MeyueHHsl eKCIePTHUX JOCIIIKEHb KOMIT IOTEPHHUX 3JI0UYMHIB. SIK HACHiIOK, HEAOCTATHS
PO3pO0IIEHICTh KPUMIHAIICTUYHOL TEOPii HE JJO3BOJISIE CTBOPUTH Ha/A1iiHY HayKOBY OCHOBY IS
METOJIUYHOTO 3a0€3MeUCHHS KPUMIHAIICTUYHOT TIsTIbHOCTI MPAaBOOXOPOHHUX opraHiB [2; 3].

OcoOnuBe 3HayeHHS NpU LbOMY Mae (QOpMyBaHHS NOHATTS ‘‘KpUMIHAJIICTHUYHA
XapaKTEPUCTHUKA KOMIT IOTEPHHUX 3JI0YMHIB”, 3MICT SKOTO Ma€ BpPaxOBYBAaTH TIOJIOKCHHS
KpUMIHAJTICTUYHOI Teopii Ta 11 Meroawku. JlopeyHO 3a3HAUMTH, IO KPUMIHAJTICTUYHA
XapaKTepUCTUKAa KOMIT IOTEPHUX 3JI0YMHIB € CYKYIHICTIO KPUMIHATICTHYHOI, HaWOIIbII
XapaKTepHOi, 3HAYYILO1 Ta B3a€EMOIOB’s13aHO1 1H(pOpMaIli PO O3HAKU 1 BIACTUBOCTI TAKOI'O
BUJly 3JI0YMHIB, 3/1aTHOI CIYryBaTH MiJCTABOIO JJI BUCYBAHHS BepCiil MpO MOAII0 3JI0UYMHY 1
ocobucrticth 3nmoumHns [4—5; 7; 9—11]. BogHouac, cepea IOCHIIHUKIB HEMa€ €IHOCTI
TIOTJISAIIB II0JI0 BUBHAUCHHS 3MICTY KPUMIHATICTUYHOI XapaKTePUCTHUKHU.

Tax, M.II. 5I6;10k0B BU3HAYa€ 3MICT KPUMIHATICTUUHOI XapaKTEPUCTUKHU, K TaKUH, 1110
CKJIQIA€ThCA 3 TPHOX €JIIEMEHTIB: KPUMIHAIICTUYHUX PHUC CrMoco0y BYMHEHHS 3JIOUHHY;
TUTIOBHX CIIITYMX CUTYaIliif; XapakTepy iHpopMallii, sika mijyiarae 3’ scyBaHHIo |5, c. 64].

[.O. 'epacumMoB 10 CTPYKTYpH  KPUMIHAJIICTUYHOI  XApAKTEPUCTHUKU  BKIIOUYAE
MOIIMPEHICTh 3JIOYMHHOTO JISIHHS, OCOOJIMBOCTI BHUSIBICHHS Ta PO3KPUTTSA JaHHUX 3JI0YHHIB,
TUTIOB] PUCHU 3JIOYMHHOI MO/l Ta 0OCTAHOBKHM BYMHEHHS 3JI0YMHY, MEXaHI3M CJIiJOYTBOPEHHS,
CrOCiO BUMHEHHSI 3JI0YHMHY, 0COOJMBOCTI OCOOMCTOCTI 1 MOBEIIHKK OOBHHYBA4YeHHUX [5, ¢. 65].

P.C. benkin BBaxae, 0 KpUMiHATICTHYHA XapaKTEPUCTUKA OKPEMOTO BUIY 3JIOYHHIB
OXOIUTIOE XapaKTePUCTUKY BUXINHOI iH(OpMalii, CHCTeMH JaHMX NPO CMOCci0 BUYMHEHHA 1
NPUXOBAHHS 3J0YMHY 1 TUIOBHMX HACHiJKaX HOro 3acTOCyBaHHSA, OCOOWCTICTH BipOTiTHOTO
3JI0YMHI, BIPOT1THUX MOTHBAX 1 HUIAX 3JI0YHMHY [5, C. 64].

[TopiBHIOIOYM pi3HI BHU3HAYEHHS KPUMIHAJIICTMYHOI XapaKTEPUCTHKH, MOJKHA JIHTH
BHCHOBKY, MIO OUIBIIICTh JOCIITHUKIB-KPUMIHAJICTIB BiJ3HAYAIOTh HACTYIHI €JIEeMEHTHU
KPUMIHQJIICTUYHOI XapaKTEepPUCTHKU: THUIOBI CIIAYl CHUTyallii; Ccrnoci0 BYMHEHHS Ta
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MPUXOBAHHS 3JI0YMHY; TUIIOBI MaTepiajabHI CIIAU 3J0YMHY Ta MEXaHI3M CIiJIOYTBOPEHHS;
XapaKTEPUCTUKA OCOOMCTOCTI OOBHHYBAYEHOTO Il MOTEpHijoro; oOOCTaHOBKA 3JIOYMHY.
Bonanouac cni migKpeciIuTH, IO IIUPOKUNM CIEKTP TEXHOJIOTIA KOMIT IOTEPHHUX 3JI0OUYHHIB
BIJI3HAYAETHCS PIZHOMAHITHICTIO MEXaHI3MIB CJIIJOYTBOPEHHS 3 MOJIMBICTIO NPUXOBAHHS
a00 3MiH KOMII'foTepHOi iH(opMaIli IoJ0 CHIAIB 3J0YMHY, IO CYTTEBO IMEPEIIKOKAE
BCTAHOBJICHHIO THUIOBHUX CJIJIB 3JI0YMHY. 3a3HA4Y€HI YNHHUKHU, a TAKOK TPYAHOI BUSBICHHS
Ta Qikcarii KoM 0TepHOi 1HGOpMAaIIli 010 CIIAIB 3A1HCHEHHS 3JI0YMHIB, 300py JOKa3iB HE
CHPUSIIOTh YITKOMY YSIBIIEHHIO I[0JI0 BCIX KOMIIOHEHTIB KPUMIHAJTICTUYHOI XapaKTEPUCTUKH,
10, B KIHIIEBOMY MIJCYMKY, YCKIIAHIOE MPOIIEC PO3CIIYBaHHS KOMIT IOTEPHHUX 3JI0UHHIB.

3 orisAy Ha 3HA4YHY poJIb MPEIMETY Y MEXaHi3Mi IWIKJIMBOIO BIUIMBY Ha 00’ €KT
3JIOYMHHOTO TOCATaHHS BOAYa€ThCS 3a JOLUIbHE PO3TJSHYTH II€ MUTAaHHS B KOHTEKCTI
KPUMIHATICTUYHOI XapaKTePUCTHKHU 3JIOYUHIB, 110 PO3TIsaaloThesa. CrpaBi, 6€3 TOCTiKeHHS
IpeaMeTa 3JI0YMHY CKJIaJHO NMPaBUIIbHO KBaN1(PIKyBaTH 3JI0YMHHE JAISTHHS, PO3MEXYBAaTU MO0
B1Jl CYMI>)KHHX 3JIOYMHIB.

BusnaueHHS TOHATTA “TIpeAMET 3JI0YMHY OXOIUTIOE 3MICTOBHI Ta (PYHKIIIOHAJIBHI
acreKkTH, SIKI y Teopil KpUMIHAJIBHOTO TpaBa JOCTKEHI mix oboma Kyramu 30py. Y
(YHKIIOHATBbHOMY aCIEeKTI MpeaMeT 3JI0YMHYy — L€ Te, JI0YM Ha 10 CyO’€KT Mocsrae Ha
OXOpPOHIOBaHI 3aKOHOM BIIHOCHHU. [0 TakuX IpeIMeTIB HajeXaTh JHIIE TI 3 HUX, Ha SIKI
Cy0’€eKT 35104MHYy 6€3M0oCcepeTHhO BILUTUBAE, BUIIYUAIOUH iX, 3HHUIIYIOUH, CTBOPIOIOYH, 3MIHIOKOYH
ix BuUrIsAn abo mpaBOBHU PEeXUM TOIO. Hampukian, mpeaMeToM 3704HHY, MepeadadeHoro Cr.
361-1 KK Vkpainm, € MWKimMBI TporpaMHi YW TEXHIYHI 3aco0WM, TpHU3HAUYCHI JUIs
HECAHKI[IOHOBAHOTO  BTPYYaHHA B  POOOTY  €JIEKTPOHHO-OOYMCIIOBATBHUX  MAIUH
(KOMIT'10TEPIB), aBTOMAaTU30BaHUX CHCTEM, KOMIT IOTEPHHX MEpPEeX YU MEpexk EJIEKTPO3B’s3KYy
[9]. Ane B pa3i HECAHKI[IOHOBAHOTO BTPYYaHHsI B pOOOTY €JIEKTPOHHO-00UHCIIOBATBbHUX MAIIUH
(xoMIT’FOTEPIB), aBTOMATU30BAHUX CHCTEM, KOMIT FOTEPHUX MEPEK YU MEPEX EJICKTPO3B’SI3KY
(ct. 361 KK VYkpainu) koM 10Te€pHI BipyCH, IpOTpamMHi Ta TEXHIYHI 3aco0HW, MpU3HAUEH] IS
He3akoHHOro mnpoHukHeHHs B AOEM, ix cucreMu Ta KOMII'IOTEpHI MeEpexi, € 3HapsaIiasaM
BUMHEHHS 3JI0YMHY. Y NEpUIOMY MPHUKIAAl 3J0YMHENb O€3MOCepeHhO CTBOPIOE 3 METOHO
BUKOPHUCTaHHS, PO3MOBCIO/DKEHHS abo 30yTy MIKIUIMBI TpPOTrpaMHi 4YM TEXHIYHI 3acolw,
MpU3HAUEHI JJIs HECAHKI[IOHOBAaHOTO BTPYYaHHS B pOOOTY €JIEKTPOHHO-OOUMCITIOBATBHUX
MammH (KOMIT'IOTEpiB), aBTOMATH30BAHUX CHUCTEM, KOMIT'IOTEPHUX MEPEXK YU MEPEK
€JIEKTPO3B’SI3KY. Y IpyroMy — cy0’€KT 3JI0YMHHUX il MOcsrae Ha KOMIT I0TEpHY 1H(opmallito,
o BUKOpUcTOBYeTbcst B AEOM, He BIUIMBaIO4UM Ha MPEIMET, a BUKOPUCTOBYIOUM HOTO AJis
3MIACHEHHS 37104MHHOT0 Hamipy. Jlo peui, UTaHHS PO CHIBBIHOIICHHS MOHATH “‘mpeaMeT’” i
“3aco0u abo0 3HapAI BUMHEHHS 3J10YMHY’ HAyKOIO J0CI HE BUpILIECHE.

BukinaneHne Buie, a Tako)XK HEBU3HAYEHICTh MUTaHb OO0 3’SICYBaHHS KPHUMIHATICTHYHO
3HAUYYIIUX O3HAK Ta KPUTEPIiB BiAHECEHHS 00’€KTIB JOCIIHKEHHS J0 MIKIIJTUBUAX MPOTPAMHUX
3ac00iB, B CBOI 4YEpry, 3yMOBJIOE IEBHI MPOOJEMU MpH Po3poOlll METOMIB EKCIEPTHUX
JTOCTI/DKeHb  MIKJIMBUX — TMPOTPaMHUX  3aco0iB, M0 CHOPsSMOBaHI Ha BCTAHOBJIICHHS
KPUMIHAJICTUYHO 3HAYMMOT iH(pOpMaIlii Ha miICTaBi aHAi3y KOMIT T0TepHO] iHpopmariii [8].

Ha okpemy yBary 3aciyroBye po0oTa 3 po3poOJICHHSI METOAMK €KCIIEPTHUX JOCTIIKEHb
KOMIT IOTEPHUX 3JIOYHHIB K BaXKJIMBOI CKJIaJIOBOI METOAMYHOTO 3a0€3MeUeHHs PO3CIiAyBaHHS
UX 3J0YHHIB, OCKUIbKH BMIHHS IX PO3KpPHBATH Ta PO3CIIAYBAaTH CTBOPIOE MIAIPYHTS IS
JI0Ka30BO1 0a3u Ta CIpUsE MiIBUIIEHHIO €(DEKTUBHOCTI MPOTH T IIUM 3JIOYHHAM.

Ha cporoaHimHiil AeHb B Crieliajli30BaHUX €KCIIEPTHUX YCTAaHOBAX YKpaiHU BIPOBAHKEHI
METOJMYHI MaTepiaiu AJs 3a0e3MedeHHs TPOBECHHS T0CIIKEeHb HOCIiB IIUPpoBoi iHPOopMarlii
Ta KOMIT'IOTepHOiI iH(popMarii, SKi BUKOPHUCTOBYIOTbCA Y TOMY YHCIi M A7 METOIUYHOTO
3a0e3MeveHHs] JTOCHIPKeHHSI MPOrpaMHUX MPOAYKTIB, SK 3ac00IB 3I1MCHEHHS KOMIT IOTEPHUX
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snmounHiB [13 —14; 16— 17]. 3a3HadeHi MeTOAMYHI Martepiaad, B TOMY YHCII METOIUKH,
nependavyaroTh €IMHUN METOIWYHUN MIIXiM 0 TPOIECiB orsay, ¢ikcaiii CTaHy pPeYOBHX
JOKa3iB (30€peKeHHs, KOIMIIOBAHHSA JAHMX, IO 3HAXOAATHCS HA HAJIaHUX Ha JIOCIHIJKEHHS
HOCIAX 1H(opmamlii) Ta AOCHIKEHHA LUPpoBoi 1HGoOpMalii, 0 PO3MILNIYEThCS HA HUX,
opopMIICHHS MaTepiajiB ekcrepTHoro gochimpkeHHs [12—14; 16-17]. Ilpu 1pomy,
PEKOMEHIOBaHI METOAM JOCTIIPKEHHsSI KOMIT I0OTepHOi 1H(OpMaIi Ta TEXHOJIOTIT KOHTPOIIO
aKTUBHOCTI JIOCIIPKYBAaHUX MpPOrpaMHUX 3aco0iB (mami — [13) MoxyTh OyTH 3acTOCOBaH1 Ui
BUSBIICHHS CIIIB peamizallii Woro ¢yukmiit [15]. BctaHOBIGHHS Ta OIiHKA CYKYITHOCTI CIIIIB
JI03BOJISIE BIATBOPUTH, TOOTO 3MOJCIIOBATH, Ail MPH 3IIHCHEHHI KOMIT IOTEPHOTO 3JIOYMHY MU
OTOTOXKHHUTH CITiZIOYTBOPIOIOYH 00’ €KT (Mporpamy) sk 3aci6 3mounny [11 — 12; 15].

Takuil miaxix 703BOJSE BUPILIUTH JIarHOCTUYHY 3a/1ady P MNPOBEIEHHI JOCTIIKEHb
[13, mo crnpsmMoBaHa Ha BCTAHOBJICHHS 3arajbHOl XapaKTEPUCTHKU MPOTPAMHOIO 3aco0y Ta
BU3HAYEHHS HOro HETOKYMEHTOBAaHMX (YHKLIH, K1 3a0€3MeUyl0Th BUKOHAHHS MEBHUX A1d
[11-12].

BpaxoByroun akTyanbHICTh TUTaHb MPOTUIIT HE3AKOHHOMY O0ITY CIIeiaIbHIX MPOrpaMHUX
3ac00iB (Tak 3BaHMX “‘IIMUTYHCHKHUX TIPOTpaMm), sKi JTO3BOJIIOTH €PEKTHUBHO 3MIHCHIOBATH il 3
BIJIQJIEHOTO JOCTYIY Ta HEIMacHOro OTpUMaHHS 1H(opMallii 3 aOOHEHTChKMX Ta IHIIUX
TEJIEKOMYHIKAI[IMHUX TpUCTPoiB TeiekoMyHikauiiHux Mepex, B ICTE Cb Ykpainu Oyno
PO3pOOJIEHO METOUYHI PEeKOMEHAIT JIsl MPOBEJCHHS €KCIIEPTHUX JOCIIKEHb 3a3HAUCHUX
[13, mpu3HaueHHX T HeTJIacHoro oTpuMaHHs iHdopmarii (mami — 13 HOI) [18].

Cnig migKpeciuTd, IO BIJHECEHHS MPOrpamMHOro 3aco0y [0 NpeIMeTy 3J0YHHY
noTpedye BCTAHOBJICHHSI 32 pe3yNbTaTaMH JOCIIHKEHHs HEOOXiTHOI CYKYMHOCTI O3HaK Ta
BIIACTUBOCTEM, IOCTATHHOI /Il BUSHAUYCHHS, UM MPU3HAYEHUN BiH JJIs1 HETJIACHOTO OTPUMAHHS
1H(popMarii.

Tomy, Ha BiIMIHY BiJ BKa3aHUX METOJIB AOCTIIKCHHS KOMIT IOTEpHOI 1H(opMaIlii,
nocmimkenas [13 HOI moBuHHO mepenbauaTd Sk aHajmi3  ciaifgiB  (03HaK) peamizamii
(GyHKIIOHAIy IPOrpaMHOro 3aco0y, Tak 1 Oe3mocepeHe IOCHIKEHHS i KOMIT I0Tepa 4u
TEIEKOMYHIKAI[IHHOTO TMPUCTPOIO, HAa SIKU BCTAHOBJIEHO MIPOTPaMHUIM 3aci0 31 BCTAHOBJICHHSIM
MPUYMHHOTO 3B’SI3KY MK BHSBJICHHUMH JisIMH 3 HETJIACHOTO OTpUMaHHs iHpopmaiii Ta
¢byukmismu 113 [18].

Po3pobiienns MmeToanuHuX pekoMeHaamii “JlocmikeHHs: MporpaMHHX 3aco01B MIOJ0 X
BIJIHECEHHSI [0 CHEIIalbHUX TEXHIYHUX 3aco0iB HErJIaCHOro OTpuUMaHHS iH(opmarii”
0a3yBaJIOCh HA OCHOBHHMX TOJIOKEHHSX 3araJibHOi METOJIMKH MPOBEIEHHS CYI0BOI €KCIIEPTHU3H
“BinHeceHHs 00’ €KTIB 70 CIEHIATbHUX TEXHIYHUX 3aC001B HETJIACHOTO OTpUMaHHs iH(opmartii”
Ta METOAMYHUX MaTepiaiiB 3apyOLKHUX 1 BITUM3HAHUX (axiBLUIB y cdepl KOMI IOTEPHO-
TexHiYHOT ekcrieptusu [11 — 19].

HoBH3HOIO METOAMYHUX PEKOMEHJAINN € 3alpPOIIOHOBAHMM IMAXIJ IOI0 JTOCTIHKCHHS
13, sxuii mepenbdayae KOMIUJIEKCHE 3aCTOCYBAaHHS PI3HUX METOIB TOCTIIKEHb Ta BUKOHAHHS
BIJIMOBIJHUX BUIIB €KCIEPTHUX 33/1a4 SIK B rajy3l KOMI IOTEPHO-TEXHIYHOI €KCIEPTU3H, TaK 1
B raiy3i excrieptusu CT3.

Meroauuni pexkoMenpamii “/{ocmipkeHHS MpOrpaMHUX 3acO0iB MPU3HAYCHHUX IS
HETJIAaCHOTO OTpUMaHHs iH(popMarlii” (1ani — MeTOIUYHI peKOMeHallli) BU3HAYAIOTh 3arajibHi
3acajy MO0 MOPSAKY MPOBENCHHS EKCIEPTHUX JOCHTIKEHb Ta BCTAHOBIIIOE TOCIHIIOBHICTh
3aCTOCYBaHHS METOIiB JOCIIPKCHHSI 3 TUTaHb BIIHECEHHs porpamMHux 3aco06iB g0 [13 HOI.

ExcrieptHe nmocmijpkenHss [13  3mIMCHIOETBCS IIIAXOM  ITOCIHIJIOBHOTO TPOBEICHHS
B3a€EMOTIOB’SI3aHUX CTafid, M0 SIKUX BIJHOCSATHCA: TMOMEPEAHE TOCHIKEHHS, PO3ALIbHE
JOCIIJKEHHSI, €KCIIEPTHUH EeKCHEepUMEHT, MOPIBHSUIbHE MOCIIIKEHHS, OLIHKAa pPe3ylbTaTiB
MPOBEJICHUX JIOCHI[KeHb Ta (OPMYITIOBaHHS BHCHOBKIB, O(QOpPMIIEHHS pPe3yJbTaTiB
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MPOBEACHOTO JMOCHIKeHHS. Ha KokHIM cTajili TOCHIIKeHHS Ha MIACTaBl OLIHKKA OTPUMaHUX
pe3yabTaTiB HAJAIOTHCS MPOMIXKHI BUCHOBKH [18 — 19].

[Ipeamerom exkcneptHux gociimkeHb [I3 € ¢daktu i1 oOcTaBUHU, BCTAHOBIEHI IMpPHU
JIOCJIIDKEHHI BUKOPUCTAHHS MPOTpaMHUX 3aco0iB, IO BCTAHOBJEHI Ha TEXHIYHI 3aco0u
3arajJbHOTO0 KOPUCTYBaHHS (KOMIT'IOTEpH, TEICKOMYHIKAIIfHI TMPUCTPOi TOIIO), Ta
3a0e3MeuyroTh pealizalito iH(QOopMaLIfHUX MPOLIECIB.

AHaniz  pe3ynpTaTiB  JOCHDKEHb  CHiAiB - peamizamii  ¢yHkmin 113,  giid
TEJIEKOMYHIKAIII{HOrO IPUCTPOIO 3 HETJIACHOTO OTPUMAaHHs 1HpopMallii, Ha SKU BCTAHOBJIECHO
I13, Ta BUSIBIIEHUX IPUUMHHO-HACIIKOBUX 3B A3KIB MK HUMU CIIPSIMOBAHO Ha:

— BU3HAYEHHS MOXJIMBOCTI 3MA1MCHEHHS HETJacCHOTO OTpuMaHHsA 1Hdopmamii 3
BUKOPHUCTAHHSIM HAJJAHOTO Ha JTOCJI1I>KEHHS IPOTrPAMHOTO 3ac0o0Y;

— BIZHECeHHs mporpamHoro 3acooy mo 113 HOI [18].

[Tlin o6’exkToM ekcrmepTHUX nociimkeHs [I3 cmig po3ymiTH MPUKIAJAHE IporpaMHe
3a0e3neueHHs, 10 3HaXOAUThCS Ha HAJaHUX HOCIAX 1H(opMmamii Ta iHdopMaliiiHi mpouecH,
AK1 0OyMOBJIEHI (DYHKIIIOHYBAaHHSIM TE€XHIYHHMX 3acO0IB 3arajJbHOr0 KOPUCTYBaHHS, Ha SIKUX
BCTaHOBJIEHO 3a3HaueHi [13.

[Ipu mpoBesieHHI €KCIIEPTHOTO JAOCIIKEHHS BUPILIIYIOTHCS, SIK MPABUIIO, J1arHOCTUYHA,
cWTyalliiiHa 3aJa4ua, a TaKoX 3ajada rpymnodikamii [13 [11; 14; 18].

JliarHocTMYHA 3ajaya NpU MpoBeaeHH! fociimkeHs [13 cmpsiMoBaHa Ha BHpIIIEHHS
HACTYITHUX ITUTAHb:

— BCTAHOBJICHHS 3arajbHOi XapaKTEpPUCTUKH IPOrPaMHOro 3acoly, 3 sKux ¢aiiiB Ta
KaTaJIoTiB BIH CKJIAJIA€ThCS, X apameTpiB (00csr, aTpuOyTH TOILO);

— BU3HAYeHHS (PYHKIIH IpOrpamMHOro 3acoly, sKi 3a0e3MeuyloTh BUKOHAHHS TIEBHUX
Tl 3 HETJIaCHOTO OTpUMaHHS iH(OopMaITii;

— BCTAHOBJIEHHS THUIMIB  amapaTHO-MPOTpaMHUX IIaTopM, IO MHIATPUMYIOTh
(GyHKIIOHYBaHHS IPOTPaMHOT0 3ac00y.

CuryariiiHa 3ajaya — 3HATTS MPOLECIB y PEXKUMI PEalIbHOIO 4acy, OJHOMOMEHTHHUX
CTaHIB, BCTAHOBJICHHS M CIIPUMHATTS SKUX MOKJIMBO TUIBKU B IEBHUX YMOBax (Hampukian, y
CKJIa/ll MIeBHOI KOH(]Irypaiii TEXHOJOTIYHOTO YCTaTKYBAHHS, Y CKJIaJl KOMIT IOTEPHOI Mepexi
TOIIIO).

Bupimenns cutyartiitHoi 3aga4i pu mpoBeJeHH] qociimkens [13 Ha crajii ekcrnepTHOTO
EKCIIEPUMEHTY CIPSIMOBAHO HA OLIIHKY MOXJIMBOCTEH BHUKOHAHHS IMEBHUX il 3 HErJIacHOTO
OTpuUMaHHS iHpopMalli B peaJbHUX yMOBaxX MOro (pyHKI[IOHYBAaHHS, BCTAHOBJIEHHS CIIOCOOY
BUKOPUCTaHHS MPOTpaMHOro 3aco0y Ta 3’sCyBaHHS (PYHKIIIOHAJbHOTO TPU3HAYEHHS
MPOrPaMHOTO 3aC00Yy.

JUis AOCHIJDKEHHST MPOrpaMHOro 3aco0y B pealbHMX yMOBax HOro (yHKIIOHYBaHHS
OpraHi3yeThcsi Ha 0a3l TEXHOJOrIl “KIl€HT-cepBep”’ €NEeKTPOHHO-1H(OpMalliifiHa cucTema, sKa
BKJIIOYAE€ TYHKT YIMPaBIIHHA 00’ €THAHUM TEIEKOMYHIKAI[IMHOIO MEpPEeXer 3 a0OHEHTCHKUMU
NPUCTPOSIMHU, Ha SIKUX 3/1HCHIOETHCS MEPEXOIVICHHS Ta Mepeaaya JUCTAaHLIHHO BCTAHOBJICHUX
BUIB 1H(pOpMAaIIii.

ExcneprHa 3amada Ha cramii TOpiBHSUIBHOTO jgociimkeHHs [I3  cmpsmoBaHa Ha
BCTAaHOBJICHHS HOr0 TPYyMOBOI HAJEKHOCTI JO CHEUiaJbHUX NPOTPaMHUX 3aco0iB,
MPU3HAYEHUX JIJISl HETJIACHOTO OTpUMaHHs 1H(opMalii (K pi3HOBUAY CIELIaJIbHUX TEXHIYHUX
3ac001B HErJIaCHOTO OTpUMaHHs 1HGopMalliii).

3anpornoHoBaHa B METOAMYHUX PEKOMEHAALIAX MPOLEAYPa aHai3y BUABICHUX (PYHKIIN
[13 3 ypaxyBaHHSM BCTAHOBJIIEHUX B METOAMYHUX PEKOMEHJAISIX CYTTEBUX O3HAK
(pyukuionansaux moxauBocteit) [13 HOI no3Bonse 3’sacyBatu cnoci6 ¢yHkuionyBanus I13,
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HOro BJIACTUBOCTI 3 HEIJACHOIO OTpUMaHHs i1H(opMallii, IPUXOBAHOCTI 3aCTOCYBAHHS Ta
BU3HAYMUTH, B KIHIIEBOMY PE€3yNbTaTi, IPU3HAYECHICTh IPOrpamMHoro 3acoly [18].

BupimenHns 3aBgaHHs ekcrnepTHOro nociikeHHs [13 3a1iiCHIOETBCS 3 ypaxyBaHHSIM
MPOMIKHUX BHCHOBKIB Ta Ha IIJICTaBl y3arajbHEHOI OIIIHKK PE3YIbTaTIB AOCIIKEHb.
BucnoBok mono BimHecenHs I13 mo I3 HOI ¢opmyeThcss BIANOBIIHO 10 BCTAHOBIECHUX
KpUTEPIIB, @ cCaM€ HasABHOCTI 3arajibHUX (KpUTEPIAIbHUX) O3HAK IIPOTPaMHOr0 3aco0y:

— MPUAATHOCTI MPOrPAMHOTO 3ac00Y JIJIsi HEIJIACHOTO OTPUMaHHS 1H(OpMaIlii;

— MPHU3HAYEHOCTI NMPOTPaMHOro 3acoly Ajisi HOro 3aCTOCYBAaHHS Y MPHUXOBaHUM crociO,
XapaKTEPHUH 151 ONEPaTHBHO-PO3INYKOBHX 3ax0iB [18 — 19].

BucHoBku.

3Bakaloud Ha BHILEBHUKIAJECHE, MOXJIMBO 3a3HAYWUTH, IO AaKTYaJbHICTh MpoOIEeMHU
BUSIBJICHHSI Ta PO3CIIAyBaHHS KOMII IOTEPHOI 3JOYMHHOCTI B YMOBaX ChOT'OJIEHHS MOTpelye
YIOCKOHAJIEHHS TAaKTUKU MPOBEJEHHS CIITUMUX J1i 3 po3CiiAyBaHHS KOMII IOTEPHHUX 3JI0UMHIB,
METOJIMK Ta €(EeKTHMBHUX METOIB, CIPSIMOBAaHUX Ha 30MpaHHS i aHaN3 KPUMIHAJIICTUYHOI
3HauYuMOi 1H(popMmallii, 110 AO03BOJIATH Yy MOAAIBUIOMY ONEPYBaTH HOBUMH cCHEUU(DIYHUMU
BUJIAMH JIOKa31B (EJEKTPOHHUMHU JJOKa3aMH).

OnHUM 13 B@XJIMBUX HAIPSIMIB YIOCKOHAJEHHS METOAMYHOIro 3a0e3NeyeHHs MpPOTUIil
K10€p3JI0UYMHHOCTI € BIPOBAIKEHHS METOJIWYHUX MaTepiajiB Ijs 3a0e3Me4YeHHs MPOBEICHHS
eKCIIEPTHUX JIOCIKEHb CIeLiaJbHUX MPOrpaMHUX 3aco01B, MPHU3HAUEHUX JUIsI HErJIacHOIO
OTpUMaHHS 1H(DOpMaIrii.

3anponoHoBaH1 METOIMYHI PEKOMEH 1allli, K1 perIaMEeHTYIOTh MPOLIEIypy aHalI3y O3HaK
peamizanii pynkuiit 113 Ta niifi KoMm’roTepa 4M TEIEKOMYHIKAI[IHHOTO MPHUCTPOIO, HA SKUI
BcTaHoBJeHO 13, 3 ypaXyBaHHSIM BCTaHOBJIEHOI'O KPUTEPII0 MOXYTh CIYI'YBaTH HIATPYHTAM
JUIsL PO3POOKU METOMK MPOBEIEHHS CYIOBUX €KCIEPTH3 CIELIaJIbHIX IPOrPaMHHX 3ac00i1B.
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