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ÐÎÇÐ²ÇÍÞÂÀËÜÍÀ ÀÒÀÊÀ ÍÀ ØÈÔÐÎÑÈÑÒÅÌÓ NTRUCipher

Àíîòàö³ÿ. Çàïðîïîíîâàíî ðîçð³çíþâàëüíó àòàêó íà ñèìåòðè÷íó øèôðîñèñòåìó

NTRUCipher, âèçíà÷åíó íàä ê³ëüöåì ëèøê³â çà ìîäóëåì öèêëîòîì³÷íîãî ïîë³íîìà

íàä ñê³í÷åííèì ïîëåì ïðîñòîãî ïîðÿäêó. Àòàêà áàçóºòüñÿ íà ³ñíóâàíí³ ãîìîìîðô³çìó

öüîãî ê³ëüöÿ ó çàçíà÷åíå ïîëå òà ìîæå áóòè äîñèòü åôåêòèâíîþ çà äîñòàòíüî

çàãàëüíèõ óìîâ.

Êëþ÷îâ³ ñëîâà: ðåø³òêîâà êðèïòîãðàô³ÿ, ñèìåòðè÷íà øèôðîñèñòåìà, ðîçð³çíþâàëüíà

àòàêà, öèêëîòîì³÷íèé ïîë³íîì, NTRUCipher.

Øèôðîñèñòåìó NTRUCipher çàïðîïîíîâàíî â ðîáîò³ [1] ÿê ñèìåòðè÷íèé

àíàëîã â³äîìî¿ àñèìåòðè÷íî¿ ñõåìè øèôðóâàííÿ NTRUEncrypt [2].

Ó ïðàöÿõ [3, 4] äîñë³äæåíî ð³çí³ âåðñ³¿ ö³º¿ øèôðîñèñòåìè òà îïèñàíî íèçêó

àòàê íà íèõ.

Ó ö³é ñòàòò³ çàïðîïîíîâàíà ðîçð³çíþâàëüíà àòàêà (distinguishing attack) íà

îðèã³íàëüíó âåðñ³þ øèôðîñèñòåìè NTRUCipher [1], ÿêà âèçíà÷àºòüñÿ íàä

ê³ëüöåì R n q x xq
n( , ) [ ] / ( )� �Z 1 , äå n � 2 — ñòåï³íü äâ³éêè, à q – ïðîñòå ÷èñëî

òàêå, ùî q n�1 2mod . Öÿ àòàêà áàçóºòüñÿ íà ³ñíóâàíí³ ãîìîìîðô³çìó ê³ëüöÿ

R n q( , ) ó ïîëå Zq òà, ÿê ïîêàçàíî äàë³, ìîæå áóòè åôåêòèâíîþ çà äîñòàòíüî

çàãàëüíèõ îáìåæåíü.

Çàóâàæèìî, ùî çà óìîâè q n�1 2mod ìóëüòèïë³êàòèâíà ãðóïà ïîëÿ Zq

ì³ñòèòü öèêë³÷íó ï³äãðóïó ïîðÿäêó 2n , ³ ÿêùî � º òâ³ðíèì åëåìåíòîì ö³º¿

ï³äãðóïè, òî ïîë³íîì x n �1 ðîçêëàäàºòüñÿ íàä ïîëåì Zq íà ë³í³éí³

ñï³âìíîæíèêè: x x x xn n� � � � � � � � �1 3 2 1( )( ) ( )� � � , à îòæå, çá³ãàºòüñÿ

ç 2n-öèêëîòîì³÷íèì ïîë³íîìîì íàä öèì ïîëåì (äèâ., íàïðèêëàä,

[5, îçíà÷åííÿ 2.44]).

Çàóâàæèìî òàêîæ, ùî ê³ëüöå R n q( , ) ÷àñòî âèêîðèñòîâóºòüñÿ äëÿ ïîáóäîâè

àñèìåòðè÷íèõ NTRU-ïîä³áíèõ (òà áëèçüêèõ äî íèõ) øèôðîñèñòåì (äèâ.,

íàïðèêëàä, [6, 7]). Öå ïîÿñíþºòüñÿ ìîæëèâ³ñòþ çàñòîñóâàííÿ øâèäêîãî

ïåðåòâîðþâàííÿ Ôóð’º íàä ïîëåì Zq äëÿ ìíîæåííÿ åëåìåíò³â ê³ëüöÿ R n q( , ) ,

à òàêîæ â³äîìèì ðåçóëüòàòîì [8] ñòîñîâíî ñêëàäí³ñíî¿ åêâ³âàëåíòíîñò³ äâîõ

âåðñ³é çàäà÷³ Ring-LWE íàä öèì ê³ëüöåì, ùî âàæëèâî äëÿ äîâåäåííÿ ñò³éêîñò³

(security proof) â³äïîâ³äíèõ êðèïòîñèñòåì.

Øèôðîñèñòåìà NTRUCipher íàä ê³ëüöåì R n q( , ) âèçíà÷àºòüñÿ òàêèì ÷èíîì.

Äëÿ çàøèôðóâàííÿ â³äêðèòîãî òåêñòó m R n q� ( , ) , ÿêèé º ïîë³íîìîì ç êîåô³ö³ºíòà-

ìè 0 1 1, , � , íà ñåêðåòíîìó êëþ÷³ f , ùî âèáèðàºòüñÿ ó âèçíà÷åíèé ñïîñ³á ç ãðóïè

R n q( , ) * îáîðîòíèõ åëåìåíò³â ê³ëüöÿ R n q( , ) , ãåíåðóºòüñÿ âèïàäêîâèé ïîë³íîì

r R n q� ( , ) òà îá÷èñëþºòüñÿ øèôðîâàíèé òåêñò c m rf q� � �( )3 1 mod . Ðîçøèô-
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ðóâàííÿ âèêîíóºòüñÿ çà ôîðìóëîþ m cf q	 � ( )mod mod 3 ³ º êîðåêòíèì çà â³äîìèõ

óìîâ ñòîñîâíî âèáîðó ïîë³íîì³â f ³ r [1–3].

Íàäàë³ ìè íå íàêëàäàòèìåìî æîäíèõ îáìåæåíü íà ñïîñ³á ôîðìóâàííÿ

ñåêðåòíîãî êëþ÷à f . Ñòîñîâíî ðîçïîä³ëó âèïàäêîâîãî ïîë³íîìà r ââàæàºìî,

ùî öåé ðîçïîä³ë çàäîâîëüíÿº òàê³é óìîâ³ �-³íâàð³àíòíîñò³:


 � � � � �z p z r z r zqZ P P: ( ) ( ( ) ) ( ( ) )
def

� � � , (1)

äå � — çàçíà÷åíèé âèùå êîð³íü ïîë³íîìà x n �1. Ââàæàºìî òàêîæ, ùî

ðîçïîä³ë éìîâ³ðíîñòåé (1) â³äð³çíÿºòüñÿ â³ä ð³âíîì³ðíîãî ðîçïîä³ëó íà Zq .

Ïðèêëàäè �-³íâàð³àíòíèõ çàêîí³â ðîçïîä³ëó ì³ñòèòü òàêå òâåðäæåííÿ.

Òâåðäæåííÿ 1. Íåõàé âèêîíóºòüñÿ îäíà ç óìîâ:

1) êîåô³ö³ºíòè r r rn0 1 1, , ,� � ïîë³íîìà r º íåçàëåæíèìè âèïàäêîâèìè

âåëè÷èíàìè, ðîçïîä³ëåíèìè çà çàêîíîì P P( ) ( )r r dni i� � � � � �1 1 1,

P( )r dni � � � �0 1 2 1, äå 1 2� � �d n ;

2) ïîë³íîì r ôîðìóºòüñÿ çà ïðàâèëîì r r r r� �1 2 3, äå r r r1 2 3, , — íåçàëåæí³

âèïàäêîâ³ ïîë³íîìè, ðîçïîä³ëåí³ çà çàêîíîì, çàçíà÷åíèì â ï. 1), à îá÷èñëåííÿ

âèêîíóþòüñÿ â ê³ëüö³ R n q( , ) .

Ó öüîìó ðàç³ ðîçïîä³ë éìîâ³ðíîñòåé âèïàäêîâîãî ïîë³íîìà r

º �-³íâàð³àíòíèì.

Äîâåäåííÿ. Íåõàé r x r r x r xn
n( ) � � � � � � � �

�
0 1 1

1. Îñê³ëüêè � n � �1, òî

r r r rn
n( )� � �� � � � � � � �

�
0 1 1

1, � � � �r r r rn n
n( ) � � � � � � � �� �

�
1 0 2

1.

Çâ³äñè, âèêîðèñòîâóþ÷è çàì³íó çì³ííèõ b an0 1� � � , b a b an n1 0 1 2� �� �, ..., ,

îòðèìàºìî, ùî çà óìîâè 1) äëÿ áóäü-ÿêîãî z q�Z âèêîíóþòüñÿ ð³âíîñò³

P P P( ( ) ) ( ) (� �

� �

r z r b r bn

b b b zn
n

� � � � ��
� ����� ��

�
� 1 0 0

0 1 1
1

1 2 1) ( )� � � � �� �P r bn n

� � � � � �� �
� � ����� �� �

�
� P P P( ) ( )r a r an n

a a a zn n
n

1 1 0 0

1 0 2
1� �

( )r an n� �� �2 2

� � � � � � ��
� � ����� �� �

�
� P P P( ) ( ) (r a r an

a a a zn n
n

0 1 1 0

1 0 2
1� �

r a r zn n� �� � �1 2 ) ( ( ) )P � .

Äàë³, çà óìîâè 2) ç ð³âíîñò³ r x r x r x r x( ) ( ) ( ) ( )� �1 2 3 â ê³ëüö³ R n q( , )

âèïëèâàº ð³âí³ñòü r r r r( ) ( ) ( ) ( )� � � �� �1 2 3 â ïîë³ Zq , ÿêà, â ñâîþ ÷åðãó,

çóìîâëþº ð³âí³ñòü � � � � � � �r r r r( ) ( ( )) ( ) ( )� �1 2 3 , äå âèïàäêîâ³ åëåìåíòè

� � � � �r r r1 2 3( ), ( ), ( ) º íåçàëåæíèìè â ñóêóïíîñò³ òà (çà äîâåäåíèì) ìàþòü

òàêèé ñàìèé çàêîí ðîçïîä³ëó, ùî ³ âèïàäêîâ³ åëåìåíòè r r r1 2 3( ), ( ), ( )� � � .

Çâ³äñè âèïëèâàº, ùî ðîçïîä³ëè éìîâ³ðíîñòåé âèïàäêîâèõ åëåìåíò³â r( )� ³

� �r( ) ñï³âïàäàþòü.

Òâåðäæåííÿ äîâåäåíî.

Çàóâàæèìî, ùî ñïîñ³á, âèçíà÷åíèé óìîâîþ 2) òâåðäæåííÿ 1, âèêîðèñòàíî

â ðîáîò³ [1] äëÿ ôîðìóâàííÿ âèïàäêîâèõ ïîë³íîì³â r ó øèôðîñèñòåì³

NTRUCipher.
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Çàïðîïîíîâàíà ðîçð³çíþâàëüíà àòàêà íà öþ øèôðîñèñòåìó ìàº çà ìåòó

ðîçâ’ÿçàííÿ òàêî¿ çàäà÷³, â³äîìî¿ ï³ä íàçâîþ Decision NTRUCipher Ciphertext

Cracking Problem [1].

Ñïîñòåð³ãàºòüñÿ ïîñë³äîâí³ñòü � �( ) ( ), ,1
�

t íåçàëåæíèõ âèïàäêîâèõ

åëåìåíò³â ê³ëüöÿ R n q( , ) , ÿê³ ç éìîâ³ðí³ñòþ1 2/ ìàþòü ð³âíîì³ðíèé ðîçïîä³ë íà

öüîìó ê³ëüö³ (ã³ïîòåçà H0) ³ ç éìîâ³ðí³ñòþ 1 2/ ðîçïîä³ëåí³ çà çàêîíîì

� ( ) ( )i ir f� �3 1, i t�1, , (2)

äå r r t( ) ( ), ,1
� – íåçàëåæí³ âèïàäêîâ³ îäíàêîâî ðîçïîä³ëåí³ åëåìåíòè ê³ëüöÿ

R n q( , ) (ã³ïîòåçà H1). Ïîòð³áíî ïîáóäóâàòè êðèòåð³é äëÿ ðîçð³çíåííÿ çàçíà÷å-

íèõ ã³ïîòåç. ²íàêøå êàæó÷è, ìåòà ðîçð³çíþâàëüíî¿ àòàêè – â³äð³çíèòè

ïîñë³äîâí³ñòü (2), ÿêà ôîðìóºòüñÿ çà äîïîìîãîþ øèôðîñèñòåìè NTRUCipher,

â³ä âèïàäêîâî¿ ð³âíîéìîâ³ðíî¿ ïîñë³äîâíîñò³ åëåìåíò³â ê³ëüöÿ R n q( , ) .

Áåðó÷è äî óâàãè ì³ðêóâàííÿ, àíàëîã³÷í³ ïðåäñòàâëåíèì ó äîâåäåíí³ òåîðå-

ìè 3.18 ç ðîáîòè [9], íåâàæêî ïåðåêîíàòèñÿ, ùî ó ðàç³, êîëè çàäà÷à Decision

NTRUCipher Ciphertext Cracking Problem º îá÷èñëþâàëüíî ñêëàäíîþ, øèôðîñèñ-

òåìà NTRUCipher º ñò³éêîþ äî àòàê ç ï³ä³áðàíèì â³äêðèòèì òåêñòîì (CPA secure).

Çâ³äñè ïîñòàº ïðèðîäíå ïèòàííÿ ïðî îö³íêè ñêëàäíîñò³ ðîçâ’ÿçàííÿ ö³º¿ çàäà÷³, ÿê³

ìîæíà âèêîðèñòîâóâàòè äëÿ âèáîðó ïàðàìåòð³â øèôðîñèñòåìè NTRUCipher.

Äëÿ âèêëàäåííÿ àëãîðèòìó ðîçâ’ÿçàííÿ ö³º¿ çàäà÷³ óâåäåìî äîäàòêîâ³

ïîçíà÷åííÿ. Çàô³êñóºìî äîâ³ëüíó ìíîæèíó A ïðåäñòàâíèê³â óñ³õ ñóì³æíèõ

êëàñ³â ãðóïè R n q( , ) * çà ï³äãðóïîþ, ïîðîäæåíîþ åëåìåíòîì �. Äëÿ çàäàíîãî

ðîçïîä³ëó éìîâ³ðíîñòåé (1) (ÿêèé â³äð³çíÿºòüñÿ â³ä ð³âíîì³ðíîãî ðîçïîä³ëó íà

Zq) ïîçíà÷èìî

M z p z qq� � 
 �{ : ( ) }Z 1 , p M p z

z M

( ) ( )�
�
� ,

C p M M q� � � �1 2 1/ ( ( ) | | ) , D p M M q� � �( ) | | 1.

Àëãîðèòì

Âèõ³äí³ äàí³: âèá³ðêà � �( ) ( ), ,1
�

t , ÷ëåíè ÿêî¿ ðîçïîä³ëåí³ â³äïîâ³äíî äî

îäí³º¿ ³ç çàçíà÷åíèõ âèùå ã³ïîòåç H0, H1.

1. Îá÷èñëèòè � � �( ) ( ) ( )i i� äëÿ êîæíîãî i t�1, .

2. Äëÿ êîæíîãî a A� îá÷èñëèòè çíà÷åííÿ n i t a Ma
i� � �|{ , : }|( )1 � .

Ðåçóëüòàò: ÿêùî n Cta � äëÿ óñ³õ a A� , ïðèéíÿòè ã³ïîòåçó H0; ³íàêøå –

ïðèéíÿòè ã³ïîòåçó H1 .

Òâåðäæåííÿ 2. Íåõàé ��( , / )0 1 2 ,

t D
q n

n
�

� ��

�

�
�

�

�

�
�

�

�
�
�

�

�
�
�

�
�

2
1 2

2

2
1

ln
( )�

. (3)

Òîä³ çàïðîïîíîâàíèé àëãîðèòì äàº çìîãó ðîçð³çíèòè ã³ïîòåçè H0 ³ H1 ³ç

ñåðåäíüîþ éìîâ³ðí³ñòþ ïîìèëêè íå á³ëüøå � / 2 , âèêîðèñòîâóþ÷è

O
q

n
n t

�
�

�

�
�

�

�
�

�

�
�

�

�
�

1
îïåðàö³é íàä åëåìåíòàìè ïîëÿ Zq .

Äîâåäåííÿ. Ïîçíà÷èìî � i a, ³íäèêàòîð ïîä³¿ { }( )a Mi� � , i t�1, . Ñïðàâåäëè-

âà ð³âí³ñòü na a t a� � � � � �� �1, , , a A� .
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Íåõàé ñïðàâåäëèâà ã³ïîòåçà H0 ³ àëãîðèòì ïðèïóñêàºòüñÿ ïîìèëêè. Òîä³

³ñíóº åëåìåíò a A� òàêèé, ùî � �1, ,a t a Ct� � � � � � . Ïðè öüîìó âèïàäêîâ³ âåëè-

÷èíè � �1, ,, ...,a t a º íåçàëåæíèìè â ñóêóïíîñò³ òà ìàþòü ìàòåìàòè÷íå

ñïîä³âàííÿ, ùî äîð³âíþº P( ( ) ) | |( )a M M qi� � � � �1, i t�1, . Îòæå, íà îñíîâ³

íåð³âíîñò³ Ãåôä³íãà [10] òà âèçíà÷åííÿ ïàðàìåòð³â C ³ D ìàòèìåìî

P P( ) | | ( | | ), , ,� � �1
1

1 1
a t a i a

i

t

Ct tq M t C q M� � � � � � � � � �
�

� ��
�

�
�
�

�

�
�
� �

� � � � � ��exp ( | | ) exp /{ } { }2 1 21 2 2t C q M tD .

Îòæå, éìîâ³ðí³ñòü ïîìèëêè àëãîðèòìó çà óìîâè ñïðàâåäëèâîñò³ ã³ïîòåçè H0

íå ïåðåâèùóº

p A tD
q

n
tD0

2 21 2
1

2
1 2� � � �

�
� �| |exp / exp /{ } { }. (4)

Íåõàé çàðàç ñïðàâåäëèâà ã³ïîòåçà H1, òîáòî âèïàäêîâ³ âåëè÷èíè

� �( ) ( ), ,1
�

t ðîçïîä³ëåí³ çà çàêîíîì (2).

Ïîçíà÷èìî g îáåðíåíèé åëåìåíò äî ïîë³íîìà f R n q� ( , ) * òà ïîêëàäåìî

a g0 3� ( )� . Ç óðàõóâàííÿì ôîðìóëè (2) ñïðàâåäëèâà ð³âí³ñòü � �( ) ( ) ( )i ia r� 0 ,

i t�1, , äå a0 0� . Ïðè öüîìó çã³äíî ç îçíà÷åííÿì ìíîæèíè A ³ñíóº ÷èñëî

j n� �0 2 1, òàêå, ùî a a Aj� ��
def

( )0
1 � .

ßêùî àëãîðèòì ïðèïóñêàºòüñÿ ïîìèëêè, òî äëÿ êîæíîãî, à îòæå, ³ äëÿ

çàçíà÷åíîãî âèùå åëåìåíòà a âèêîíóºòüñÿ íåð³âí³ñòü � �1, ,a t a Ct� � � � � � . Ïðè

öüîìó âèïàäêîâ³ âåëè÷èíè � �1, ,, ...,a t a º íåçàëåæíèìè â ñóêóïíîñò³ òà ìàþòü

ìàòåìàòè÷íå ñïîä³âàííÿ

P P P( ) (( ) ( ) ) ( ( ) ) (( ) ( ) ( )a M a a r M r M p Mi j i i� � � �� � � � � ��
0

1
0 ) , i t�1, ,

äå ïåðåäîñòàííÿ ð³âí³ñòü âèïëèâàº ç ôîðìóëè (1). Çâ³äñè íà ï³äñòàâ³

íåð³âíîñò³ Ãåôä³íãà îòðèìóºìî íåð³âí³ñòü
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Ct tp M t C p M� � � � � � � � � �
�

�
�
�

�
�

�

�
�
� �

� � � � � �exp{ ( ( )) } exp{ / }2 1 22 2t C p M tD .

Îòæå, éìîâ³ðí³ñòü ïîìèëêè àëãîðèòìó çà óìîâè ñïðàâåäëèâîñò³ ã³ïîòåçè H1

íå ïåðåâèùóº

p tD1
21 2� � �exp /{ }. (5)

Ç ôîðìóë (4), (5) âèïëèâàº, ùî ñåðåäíÿ éìîâ³ðí³ñòü ïîìèëêè àëãîðèòìó íå

ïåðåâèùóº 1 2
1

2

1

2
1 1 20 1
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�

�
�

�
�
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� � �p p

q

n
tD{ }, ùî íà îñíîâ³ ôîðìó-

ëè (3) íå ïåðåâèùóº � / 2 .

Êð³ì òîãî, ñêëàäí³ñòü îá÷èñëåííÿ âñ³õ çíà÷åíü � ( )i , i t�1, , ç âèêîðèñòàííÿì

ñõåìè Ðóô³í³–Ãîðíåðà íà êðîö³ 1 àëãîðèòìó ñêëàäàº O nt( ) àðèôìåòè÷íèõ îïå-

ðàö³é ó ïîë³ Zq (äèâ., íàïðèêëàä, [11]), à îá÷èñëåííÿ âñ³õ çíà÷åíü na , a A� , íà

êðîö³ 2 ïîòðåáóº O A t O
q

n
t(| | ) �

��

�
�

�

�
�

1

2
îïåðàö³é. Çâ³äñè áåçïîñåðåäíüî âèïëè-

âàº, ùî ÷àñîâà ñêëàäí³ñòü àëãîðèòìó äîð³âíþº O
q

n
n t

�
�

�

�
�

�

�
�

�

�
�
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�
�

1
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Ó òàáë. 1 íàâåäåíî îö³íêè ³íôîðìàö³éíî¿ ñêëàäíîñò³ (date complexity) (3)

ðîçð³çíþâàëüíî¿ àòàêè íà øèôðîñèñòåìó NTRUCipher äëÿ íèçêè çíà÷åíü n ³ q

ó ðàç³, êîëè ðîçïîä³ë éìîâ³ðíîñòåé âèïàäêîâîãî ïîë³íîìà r âèçíà÷àºòüñÿ

â³äïîâ³äíî äî óìîâè 1) òâåðäæåííÿ 1 (äëÿ dn� �1 1 3/ , � � 0 01. ). Äëÿ ïðîâåäåííÿ

ðîçðàõóíê³â âèêîðèñòàíî òàêå òâåðäæåííÿ.

Òâåðäæåííÿ 3. Çà óìîâè 1) òâåðäæåííÿ 1 ðîçïîä³ë éìîâ³ðíîñòåé (1) âè-

çíà÷àºòüñÿ çà ôîðìóëîþ

p z q
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q
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q
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�
�
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�
��1 1

0

12��
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� Z

, z q�Z , (6)
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��1 2 1
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Äîâåäåííÿ. Ïîçíà÷èìî r x r r x r xn
n( ) � � � � � � � �

�
0 1 1

1, 
 �� �exp{ }2 1iq , äå
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� � 
 �� � �

�
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Z

, � �Zq ,

ðîçïîä³ëó éìîâ³ðíîñòåé (1).

Çàóâàæèìî, ùî íà îñíîâ³ óìîâè 1) òâåðäæåííÿ 1 ïåðåòâîðåííÿ Ôóð’º

âèïàäêîâî¿ âåëè÷èíè rj
j� ìàº âèãëÿä
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n

0 1 1
1, , ...,� ��
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� 1
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ISSN 1019-5262. Ê³áåðíåòèêà òà ñèñòåìíèé àíàë³ç, 2022, òîì 58, ¹ 2 33

Âèõ³äí³ äàí³ äëÿ ðîçðàõóíê³â Îòðèìàí³ ðåçóëüòàòè

n q � � log2 D log2 t

256

7681 17 33.95 71.79

10753 11 31.82 67.59

11777 3 33.88 71.71

12289 11 33.33 70.62

13313 3 33.02 70.03

512

12289 11 56.09 116.03

13313 3 56.46 116.77

15361 7 57.93 119.75

18433 5 55.35 114.61

19457 3 59.91 123.75

Ò à á ë è ö ÿ 1 . Îö³íêè ³íôîðìàö³éíî¿ ñêëàäíîñò³ ðîçð³çíþâàëüíî¿ àòàêè íà

øèôðîñèñòåìó NTRUCipher



Ç îòðèìàíîãî ñï³ââ³äíîøåííÿ òà ôîðìóëè îáåðíåííÿ äëÿ ïåðåòâîðåííÿ

Ôóð’º âèïëèâàº ð³âí³ñòü (6).

Òâåðäæåííÿ äîâåäåíî.

ßê âèäíî ç òàáë. 1, äëÿ n � 256 ³íôîðìàö³éíà ñêëàäí³ñòü àòàêè çì³íþºòüñÿ

â ìåæàõ â³ä 267 59. äî 271 79. (÷àñîâà ñêëàäí³ñòü ïåðåâèùóº ³íôîðìàö³éíó

ïðèáëèçíî â
q

n
n

�
�

1
ðàç³â). Îòðèìàíèé ðåçóëüòàò ñâ³ä÷èòü ïðî íåîáõ³äí³ñòü

âðàõîâóâàòè ðîçð³çíþâàëüíó àòàêó (ïîðÿä ç ³íøèìè) ï³ä ÷àñ âèáîðó ïàðàìåòð³â

øèôðîñèñòåìè NTRUCipher äëÿ çàáåçïå÷åííÿ íàëåæíî¿ ñò³éêîñò³ (security).
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A.N. Alekseychuk, A.A. Matiyko
DISTINGUISHING ATTACK ON THE NTRUCipher ENCRYPTION SCHEME

Abstract. A distinguishing attack on the NTRUCipher symmetric encryption scheme,

defined over the residue ring modulo a cyclotomic polynomial over a finite field of

simple order, is proposed. The attack is based on the existence of a homomorphism from

this ring into the specified field and can be quite effective under sufficiently general

conditions.

Keywords: lattice-based cryptography, symmetric encryption scheme, distinguishing

attack, cyclotomic polynomial, NTRUCipher.
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