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Abstract. Some questions concerning the algorithmic complexity attacks against 

a network intrusion detection system (NIDS) are investigated. Namely, the main 
principles of so-called backtracking attacks as well as a solution that successfully 
thwarts such attacks are discussed. The general conclusion that only hardware 
realization based on FPGA is able to principally eliminate the threat of algorithmic 
complexity attacks against NIDS is made. 
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     Snort [16 – 18]. 
    Snort    

   ,       
         
 [18].       , 

   ,   . 
 . 1     (   ) 
,      Snort,   

  «AudioPlayer jukebox exploit». 
 

alert tcp $EXT NET any -> $HOME NET 99 (msg:"AudioPlayer jukebox 
exploit"; content:"fmt="; pcre:"/ ˆ(mp3|ogg)/",relative; content:"player="; 
pcre:"/.exe|.com/",relative; content:"overflow", relative; sid:5678) 

. 1.   Snort   -  
 

: alert –  ,     
         

; 
tcp –  ,      

  ; 
$EXT NET  $HOME NET – - ,  IP-

      ; 
any  99 – ,    (   ) 

    ; 
-> –  ,      

  ,    -   
- . 

 msg       – «AudioPlayer 
jukebox exploit».  sid      

    Snort. 
  (   )    

   ,     
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. ,  content    ,   pcre 
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Perl (    UNIX-  ) – Perl Compatible Regular 
Expressions (PCRE) [19].  relative ,    
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P1 = « content:"fmt=" »; 
P2 = « pcre:"/ˆ(mp3|ogg)/",relative »; 
P3 = « content:"player=" »; 
P4 = « pcre:"/.exe|.com/",relative »; 
P5 = « content:"overflow",relative ». 
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 ,    .  
        . 

 
 fmt=aac_player=play_000_fmt=mp3_rate=14kbps_player=cmd.exe?overflow
 01234567890123456789012345678901234567890123456789012345678901234567 
           1         2         3         4         5         6 
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 n3  P4,  P5   n1 n2 n3 .  . 4 
   ,   n1 = n2 = n3 = 3. 

     27    
P5   . 

 
fmt=mp3fmt=mp3fmt=mp3player=player=player=.exe.exe.exe
0123456789012345678901234567890123456789012345678901234
          1         2         3         4         5
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