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APPLICATION OF FPGA-BASED RECONFIGURABLE
ACCELERATORS FOR NETWORK SECURITY TASKS

Abstract. The paper presents a review of the FPGA-based implementations
aimed to solve the network security tasks. The main directions of research in this area
are defined. Typical examples of existing application are given.

Introduction

Securing the network infrastructure has become a high priority problem
because of its great importance for data protection, e-commerce and national
security [1]. The increase in both the number and sophistication of network attacks
requires more strong and effective solutions. Recent years, the performance of
security software doesn't keep up with the amount of data to be processed which
grows noticeably every day.

The known solution to overcome this performance gap is to use hardware
units to speed up the security tasks realization. The reconfigurable accelerators
based on programmable logic integrated circuits are the most appropriate tool to
achieve this goal. Reconfigurable devices of type Field Programmable Gate Array
(FPGA) have become increasingly popular for this purpose, because they combine
the flexibility of software and high performance of hardware due to powerful
possibilities of paralleling [2].

Analysis of the recent investigations and publications shows that applying
hardware solutions based on reconfigurable devices to solve network security tasks
has become a relevant subject. Many researchers successfully work over this
problem, many achievements have been reported. However, there are few
publication aimed to analyze and systematize these investigations.

The objective of this paper is to present a short review of the known
approaches using reconfigurable hardware in network security. The main goal is
not to cover completely, but to note the fundamental and key researches conducted
in this area.

1. Performance Acceleration Need and Requirements

The increasing number of attacks as well as steady growth of network
throughput makes software solutions for network security less effective because of
performance limitations of the off-the-shelf processors which functioning is
naturally sequential. Under these conditions, it seems to be a good idea to use
hardware devices to enable real-time implementation of sophisticated security
functions.

Analyzing current network security applications, it can be put in the forefront
following characteristics as requirements for security system [2]:
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e real-time protection;

o flexible updating;

o well controlled scalability.

With the rapid development of technology, hardware devices become
increasingly interesting in network security.

2. FPGA as a Solution

Because off-the-shelf processors have become overburdened by the
bandwidth expansion of network connections the performance of purely software-
based applications is often inadequate for practical deployment. To enable real-
time implementation of security functions the shift towards hardware-based
implementation is necessary.

On the other hand, it is also important to maintain the system flexibility equal
to one that general purpose computers have. Since security threats are constantly
evolving, defense systems require appropriate update mechanisms.

Thus, reconfiguration possibility of hardware implementation is also very
important for security applications and must be as similar to software
programmability feature as possible.

A Field-Programmable Gate Array (FPGA) is a type of general-purpose,
multi-level programmable logic device that can be programmed by end users.
FPGA devices have commonly been proposed because they feature both the
flexibility of software and the high performance of hardware [3 — 8]. That is why
the reconfigurable accelerator based on FPGA became a popular platform for
network security applications [9 — 12].

Many FPGA-based infrastructure security solutions are developed for
network traffic analysis, packet classification, pattern matching, worm and DDoS
containment. Network Intrusion Detection Systems (NIDS) and Network Intrusion
Prevention Systems (NIPS) were also created for the network security using
reconfigurable platform.

Below, let us consider the main groups of FPGA-based applications in the
network security area.

3. Packet Classification

A network packet contains information of two kinds: control data (packet
header) and user data (payload). Packet header fields are essentially constant in
length and appear at fixed locations in the packet, while packet payloads can be
variable in length with no fixed format. Respectively there are two main techniques
to handle network packets [13]:

e packet classification — processing of packet headers;

e deep packet inspection (DPI) — processing of packet payload.

Packet classification is an important technology for network security.
Intensive research in this area has been carried out in recent years and many
algorithms and architectures have been developed for this purpose. The major
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packet classification techniques according to the work [14] are:

e exhaustive search;

e decision tree;

e decomposition;

e tuple space.

One of the first hardware implementations of packet classification called
Flow Classifier was reported in the paper [15]. It was a module employing a hybrid
hardware-software architecture performing straightforward operations.

A hardware-based approach for network intrusion detection combining the
advantages of ternary content addressable memory and the bit vector algorithm
was then introduced [16].

A Gigabit packet filter based on FPGA was introduced in the paper [17]. The
high performance of hardware allowed the linear-search based algorithm to be used
under multi-parallel operation mode.

4. Pattern Matching

As mentioned above, unlike packet classification deep packet inspection is
more challenging since the payload contents can be any format that is determined
by the applications. Pattern matching is the most popular approach for payload
inspection [18, 19]. Such type of DPI is one of the fundamental functions for
security purposes in the network infrastructure, including intellectual firewalls and
Intrusion Detection Systems (IDS).

The principle of pattern matching is to compare incoming packets against a
large number of patterns (or signatures) in order to make a decision if an attack
takes place [20].

There are several FPGA-based pattern matching techniques such as, in
particular, content addressable memory (CAM), finite automata (FA), regular
expression matching (REM) and Bloom-filter. They will be discussed in the
following sub-sections.

4.1. Content Addressable Memory Technique. Content addressable
memory (CAM) returned interest to itself in recent years due to their ability to
fulfill fast pattern comparison. Unlike traditional random access memory (RAM)
CAM allows to check the presence of certain information in it without memory
addressing [21].

A multiple-pattern matching approach based on so called ternary content
addressable memory (TCAM) was proposed in paper [22] which added a "don’t
care" state in addition to the traditional 0" and "1" states used in classical CAM.
Therefore, this approach can handle complex patterns, in particular, arbitrarily long
patterns, correlated patterns and patterns with negation.

High performance CAM based on discrete comparators was proposed in [23]
and advanced as Decoded CAM (DCAM) in [24]. Demonstrating excellent
velocity characteristics this approach unfortunately have high resource
requirements.
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To solve this problem a method based on binary decision diagram (BDD)
CAM was introduced in [25]. The pattern-matching engine proposed uses the tree-
based CAM structure. Exploiting logic optimizations for multiple strings in the
form of BDD, the approach involves hardware sharing at the bit level.

4.2. Finite Automata (FA) Technique. A hardware approach frequently used
for pattern matching based on finite-automata (FA) — a computation model that is
characterized as having a finite number of states [26]. Applying to the pattern
matching task FA processes input string to either accept or reject it. A successful
matching occurs when the string of input characters match the certain pattern on
any path of the FA that leads from the initial state to the final state.

Finite Automates provide low cost of design at relatively not high throughput.
Due to the input data are processed in FA sequentially, the overall latency increases
proportionally to the number of patterns. Moreover, FA implementations are
restricted in operating frequency by the complexity of combinational logic of state
transitions, where complex expressions result in multilevel implementations.

There are two types of finite automata reported for security implementation:
deterministic FA (DFA) and non-deterministic FA (NFA). DFAs are usually used
for matching against a fixed-pattern rule set whereas NFA are more frequently
employed for regular expression matching (REM).

A large rule set using DFA approach was supported in the work [27]. Authors
employed the Aho-Corasick algorithm for pattern matching in a parallel manner,
where each sub-engine processes a part of traffic. To allow big number of large
patterns, the rule set are stored in off-chip memory.

In the paper [28] the DFA architecture realizing the Aho-Corasick algorithm
(AC-DFA) was extended to support multi-character input per clock cycle by
mapping a compressed structure of finite automata onto multiple pipelines.

Simulation using real-life NIDS rule sets showed that a 8-stage pipeline can
remove more than 99% of the transitions in the graph of original AC-DFA [29].
The implementation on a state-of-the-art reconfigurable devices shows allows such
architecture to realize the full set of string patterns from the latest NIDS Snort rule
sets [30, 31] using a single FPGA chip.

4.3. Regular Expression Matching. A regular expression (RE) is a non-fixed
pattern that can match several strings simultaneously. Atomic element of RE is a
character or a special symbol such as concatenation "(.)" or union "|". The question
sign "?"" means presence or absence of an expression in the string etc. For example,
an expression "a(b|c)?" designate the following combinations of characters: "a",
"ab" or "ac". Metacharacter Kleene-Star "*" denotes repetition of an expression
any number times, including zero [32].

In network security, REs are widely used to present attack pattern because of
its flexibility and compactness. Several variations of an attack can be defined by
using one regular expression.

There are relatively few studies being reported for DFA-based
implementation of regular expression matching (REM) [33]. NFAs are more
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frequently used as platform for hardware implementation of REM [34, 35].

An NFA-based regular expression matching engine for NIDS on FPGA
called ENREM proposed in paper [36]. Besides sharing common prefix, a new
infix/suffix sharing model introduced which successfully handle patterns overlap
problem.

4.4. Bloom Filter Technique. A Bloom filter is a specific data structure based
on hash functions which allows to represent a set of elements with probabilistic
membership queries [37]. An important property of Bloom filters is that the
computation time for pattern searching is independent of the number of patterns
contained in the database. The required memory space for hashed pattern storage is
also independent of the number of patterns.

A basic structure using Bloom filter for packet payload inspection has been
reported by a research team from Washington University [38 — 40].

An automatic compilation framework to automatically generate VHDL code
for Bloom-filter based intrusion detection system on FPGA was proposed in [41].

To resolve the scalability issue a graph-based partition technique
decomposing a large pattern database into certain basic pattern sets was adopted in
[42]. Further optimization approach by combining graph-based partitioning and
tree-based matching of large pattern databases was realized in [43].

5. Network Worms

Network worms and Distributed Denial-of-Service (DDoS) attacks are
serious security threats towards the network infrastructure [44].

Security strategy of defense system may vary depending on the specific attack
stage in progress. According to [2] attack stages can be categorized as:

e pre-attack;

e prevention;

e under-attack containment;

e post-attack update.

Most applications against present-day worm attacks are applied during the
under-attack stage. Good masking and high outbreak speed make worms difficult
to prevent at the pre-attack stage. Due to the property of self-propagation, worms
can spread quickly over the whole network within a short time.

Probably the first hardware-based implementation of a worm containment
system was reported in [45]. The system consists of three major modules:
inspector, updater and manager, each of which performs specific functions.

An OS independent approach to zero-day worm detection and containment
was proposed in [46]. Questions of its hardware implementation using FPGA-
based accelerators are investigated in [47].

An approach for worm containment based on anomaly detection was
proposed in [48]. In this paper the idea that a worm detection system should keep
looking for frequently occurring contents was evolved [49].
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6. DDoS Attacks

Security tools against DDoS attack are more complicated compared with
worm containment. It can be defined two phase discipline of a typical DDoS [50]:

o the first phase is to compromise a large number of computers and recruit
them into a zombie army;

e the second phase is to indirectly launch DDoS attacks towards a specific
target through these zombies.

It is difficult to detect malicious activities of such type using signature-based
technique because legitimate data packets, such as SYN-ACK, RST or ICMP
packets in TCP flows, can be used for DDoS attacks [51]. On the other hand, the
flooding property of DDoS attacks makes it possible to use anomaly detection. A
work [52] is just based on the inspection of network traffic rates. A double token
bucket mechanism was applied in it for bandwidth control.

One of approaches proposed for DDoS attack defense is based on its spectral
features. A hardware application using the Power Spectral Density (PSD) analysis
was developed [53].

The joint attack of worms and DDoS is more destructive. If attackers take the
advantage of worm spreading to comprise thousands or millions of computers and
to launch a DDoS attack, none network infrastructure will be able to resist such an
attack without powerful protection.

Because of the importance of defending against Internet worms and DDoS
attacks there are many researchers who address approaches based on hardware.
Nevertheless results of this work are respectively modest.

7. TCP Stream Preprocessing

The transmission control protocol (TCP) is one of the widespread protocols
used in the network infrastructure. More than 85% of traffic exploits the TCP
protocol in global network environments [54, 55]. Many network security services
including packet inspection, content-based routing, internet worm detection, DDoS
attack resistance and spam removal require high-speed TCP traffic manipulation as
an auxiliary operation allowing increasing the performance of applications
mentioned.

FPGA-based solutions give possibility to separate TCP stream preprocessing
from security functions due to modular design of the hardware. Since many
security functions require TCP stream preprocessing, separating this function
allows subsequent applications to be relieved of this task, so more resources
become free for security functions.

A TCP stream reassembly and state tracking module for NIDS that
implements TCP processing functions in a high performance reconfigurable
network card was proposed in paper [56].

In [57] a reconfigurable hardware architecture to replace a software based
STREAMA4 preprocessor for a popular NIDS system Snort was implemented [58],
which performs TCP stateful inspection and reassembly functions. By analyzing
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the current and past packets of TCP stream, it is possible to predict what will
happen next. This function is very helpful for detection of certain abnormal
activities.

A TCP-splitter as a lightweight, high performance hardware module was
designed in paper [59] to provide a consistent TCP data stream treatment for client
application systems.

Conclusion

In this paper, the FPGA-based hardware implementations aimed to solve the
network security tasks was reviewed. Such directions of research were defined:

e packet classification;

e pattern matching including regular expression matching;

e internet worms detection;

e DDoS attack prevention;

e TCP stream preprocessing.

Typical examples of state-of-the-art application realized by leading scientists
in this area are observed.

Reconfigurable FPGA-based accelerators allow combining the flexibility of
software and high performance of hardware. That is why application of
reconfigurable devices for network security tasks is so widespread solution.

It is necessary to note that network attacks of different type may be applied
together. For example, worms spreading is often followed by DDoS attack. On the
other side, different approaches and techniques in security tools designs can also be
combined in various ways.
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