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AKTYAJIBHOCTB INTIOCTPOEHUA METOJAUK OHEHKHA
KAYECTBEHHBIX XAPAKTEPUCTUK TECTOB, PA3BPABATBIBAEMBIX
B MPOLECCE 3KCHEPTU3bI ®YHKIIMOHAJBHBIX YCJIIYT
BE30OITACHOCTH OBPABOTKH WH®OPMAIIAN I'PUJI-CAUTA

Abstract. The approaches to the construction of information security grid
environment based on national standards harmonized with international ones. These
standards are referred to as evaluation criteria. The development of information
technology not only leads to a positive effect, but also creates new dangers. One of the
new trends is the Grid environment allows a collective at the international level to use
computing resources. The overall structure of the UNG changes dynamically
depending on the state of the Grid sites included in its composition. The main task to
be solved during the examination was to identify the functional security services and
building a system of tests for confirmation of compliance CISS(complex information
security system) requirements of technical specifications, laws and regulations on
technical protection of information. During expert evaluation CISS Grid site is
evaluated for compliance with the following requirements: to protect information
processed from unauthorized access - ensuring the confidentiality, integrity,
availability of information and observability for its processing; on the definition and
implementation of organizational protection measures. On the basis of the squares
constructed test group. In the magic square of all kinds of testing are located in four
quadrants, depending on what these tests pay more attention. Vertical - the higher the
type of test is, the more attention is paid to some external behavior of the program, the
lower it is, the more we pay attention to its internal process device program.
Horizontal - the left are our tests, the more attention we pay their programming than
they are to the right, the more attention we pay to manual testing. Developed tests
include 16 groups showing compliance with the implementation of the functional
requirements of the security services regulation. On this basis currently develops
software to support the procedure of the examination. Based on this analysis it is
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relevant to develop a decision support system which is the basis of techniques for
constructing qualitative characteristics of tests functional security services in the
processing of information in the Grid site.

PazBute WMH(OPMAIMOHHBIX TEXHOJOTHH IPUBOAUT HE TOJNBKO K
HOJIOXKHUTENBHBIM 3((deKTaM, HO U CO3JaeT HOBbIe onacHOCTH. OIHUM U3 HOBBIX
HaNpaBlIieHUA  SBIAETCA  TPUA-CpPelda, MO3BOJIAIONIAs — KOJUICKTHMBHO,  Ha
MEXIYHapOIHOM YpPOBHE, HCIIOJNB30BaTh BBIYHUCIUTENbHBIE pecypchl. s aroi
cpebl TeM 0oJiee aKTyalbHbl BOIPOCHI 3alIUTHI HHPOPMALUK IPU ee 00padoTKe.

TunoBeie TpeOoBaHus WH(POPMALMOHHOW OE30MACHOCTH  TOIAEPIKAHBI
BOCEMBIO NpUHIUIaMHu[2]:

1) HenpepblBHOE COBEpLICHCTBOBAaHHUE — HEMpPEpPBIBHAS OLCHKA KauecTBa

JOCTIDKEHUS [IeJIel M I3MEHEHHH TS YITYYIICHUS PE3yIbTaTOB.

2) Hawumenblee KOMMYECTBO TPHUBHICTHI — TMPEIOCTABICHUC JIFOISIM WA
IpyTUM 00BeKTaM MUHUMAaJIHHOTO KOJIMYeCTBa
MOJIHOMOY M1, HEOOXOTMMBIX JUISl BBIIIOJIHEHHSI KM CBOCH POJIH B CHCTEME.

3) Tmybokas 3ammuTa — CO3JAHHC CHUCTEMbl W3 HE3aBHCHMBIX YPOBHEH
0€e30I1acHOCTH, 4TOOBI HaIa a0l B yCHenHon aTake
IPEO0/I0JIEIICONPOTHUBICHUE MHOKECTBAa HE3aBUCHMBIX Mep O€30MacHOCTH.

4)  OTkpbITask apXUTEKTYpa — CO3JaHHE MEXaHM3MOB 3all[HThl, APXUTEKTYpa
KOTOPBIX HE JJOJDKHA OBITh CEKPETHOM.

5) llenmouka KOHTPOJS — TapaHTUPYET  HCIOJHCHHE  HAAEKHOIO
MIPOTPaMMHOT0  OoOecrieueHHe WJIM €ro  IOBEJCHHE  OTrpPaHUYCHO
HaBsI3aHHOW TIOJIUTUKOW OE30MaCHOCTH, OOONTH KOTOPYIO HEBO3MOKHO.

6) 3amper TO YMONYAHHIO — OGECICYCHHE MONHOMOYHIA, OIMpPEICICHHBIX
MpaBWJIAMH 3aJCHCTBOBAHHOW TMOJUTUKA O€30MacHOCTH, OCTaJIbHBIC
TTOJTHOMOYHS 3aTIPEIICHBIL.

7) TpaH3UTUBHOCTH JOBepHs — ecik A mosepsier B, a B mosepsier C, To A
nosepsier C.

8) Pasjesnenne 00s3aHHOCTEH — JIEKOMIIO3UIIMS KPUTHYECKON 3aJa4yd Ha
OT/EJbHBIC JJIEMEHTHI, BBIOJHAEMbIE pa3HbIMU JroapMu wiau UT-
CYIIHOCTSIMH.

[Topsinok TpoBeneHNsI TOCYAapCTBEHHOW SKCIIEPTH3bl aBTOMaTH3UPOBAHHOM
CHCTEMBI, B TOM YHCJIC U PeasIN3anys TPH/- IPUHIIUIIOB, ONIPE/CICH HOPMAaTHBHBIM
JIOKyMEHTOM CHCTEMBbl TeXHHUYecKoH 3amuThl nHpopmannun HJ[ T3U 3.7-003-05
"[lopsmok mpoBeneHHs PabOT MO CO3MAHUIO KOMIUIEKCHOH CHCTEMBI 3aIl[UTHI
uadopmanmu (KC3U) B nHOOPMAHOHHO-TEIICKOMMYHHKAITMOHHON cucTeMe” H
OCHOBBIBACTCS Ha aHAIN3¢ TEXHHUYECKOTO 3amanue (mamee - T3), paspaboTaHHOTO
COITIACHO TPeOOBAHUSAM HOPMATHBHOTO TOKYMEHTA CUCTEMBI TEXHUYECKON 3aI[UThHI
undopmarun  HJ T3U 3.7-001-99 "Meroanueckue ykazaHHs OTHOCHTEIIBHO
pa3paboTKN TEXHUYECKOTO 3aaHUsI Ha CO3/IaHHE KOMILJICKCHOW CHCTEMBbI 3aIlUTHI
MH(pOpPMALUKY B aBTOMAaTU3UPOBAaHHON cucTeme'.

O6mas crpykrypa YHI' nuHamudeckn H3MEHSETCSI B 3aBHCUMOCTH OT
COCTOSIHMSI TPHJ-CAlTOB BXOJSIIMX B ee cocraB. Hampumep, na 17.12.14 r
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akTUBHBI 18 caiiroB B ykpauHckoM cermente rpuj [1]. Ha cerogusiunuii nems, npu
HallleM HEeTOCPECTBEHHOM YYaCTHH, TPOBEJCHO IKCIIEPTH3Y THUIIOBOTO IPHI-CcaiiTa
Ha OCHOBe Tpu-y3ia MHcTuTyTa Teoperndeckort puznku M. M.M. Boromo6oBa n
cepBuca BuptyaibHbix opranusaimii (BO). Benyres npeasapurenbHbie paboThI MO
sKcriepTu3e rpua-y3na Macruryra kubepuernkn uM. B.M. ImymkoBa. OcHOBHON
3amadel pemraeMoil TpWM TPOBEACHWH OKCHEPTH3Bl ObIIa  WACHTH()HUKALINST
(YHKIMOHATBHBIX YCIYT OE30MacCHOCTH M TOCTPOCHHUS CHUCTEMBI TECTOB JIJIS
moarBepkaeHne coorBeTcTBUS KC3M  TpeGOBaHMAM TEXHHYECKOTO 3aaHuf,
3aKOHONATEIBHBIX M HOPMATUBHBIX JOKYMEHTOB II0 BOIPOCAM TEXHHUYECKON
3anUThl HHOOPMAIIHH.

Bo Bpems skcneptHoro onenuBanus KC3U rpuja-caiiTa orneHUBaeTCS Ha
COOTBETCTBHE CJICTYIOLINM TPEOOBAHMUSIM:

— mo  ofecrieueHHI0  3amMThl  MHpOpPManuMM,  00padaThiBaeMoOil  OT
HECaHKIIMOHWPOBAHHOTO JOCTyNa - oO0ecrieueHne KOH(UICHINAIBHOCTH,
LIEJIOCTHOCTH, JOCTYHOCTH HWH(OpMAaMK W HAOJIIONAaeMOCTH 3a ec
00paboTKOIi;

— TIO OTPECIIEHHOCTH U BHEIPCHUE OPTraHU3alMOHHBIX MEp 3aIUTHI.

Ilepedyerp u 00BEM OKCHEPTHBIX pPAa0OT OMpPEHETCHHl HAa OCHOBAaHUH
BEITIOTHEHUS 3TAIIOB MIPEIBAPUTEIFHOTO 03HAKOMIICHHUS C 00OBEKTOM SKCIICPTH3BI U
ero yrmyOmenHoro wusyudeHus. IIporpammoil mposenenus skcmeptussl KC3U
npeayCMaTpUBacTCs TpoBeacHue (B MPUBEACHHOW MOCIEIOBATEIFHOCTH) TaKHX
9KCIICPTHBIX PadoT:

—aHaNMM3  JIOKYMEHTAallM{,  pa3pabOTaHHOW  Ha  JTarne  BBIIOJHEHUS

MPEIIPOCKTHBIX padoT mo co3aanuto KC3U;

—aHaJn3 TeXHUYECKOro 3aganus Ha co3ganue KC3U;

—aHanu3 npoektHoi nokymenrauuu KC3U;

—aHaNIM3 OKCIUTyaTAl[HOHHOW JOKYMEHTAIlMd KOMIIOHEHTOB (COCTABHBIX
yacreit) KC3 KC3U,

— aHATN3 HOPMATUBHO-PACTIOPSIIUTENbHON nokyMeHTannu KC3U;

— aHaU3 JTOKyMEHTAINU O TIpoBeNeHHbIX ncnbiTanniit KC3U;

— HaJIN3 OPTaHU3AIIMOHHO-PACTIOPIIUTENbHON TokyMeHTaunu KC3U;

—poBepKa (aKTHUCCKOrO MCIIOJIb30BaHMs BKIOUYEeHHBIX B cocTtap KC3 KC3U

CpPEZCTB 3alUThl HH)OPMALUH;

—IIpOBEpKa MOpsAJKa HUCIONb30BaHUS BKIOUeHHBIX B coctaB KC3 KC3U

CpPEZCTB 3alUThl HH)OPMALH;

—TpoBepKa BHEAPEHUs] peann3oBaHHbIX B coctaBe KC3U opraHu3anoHHBIX,

(U3NYECKUX U APYTHX HETEXHUICCKUX MEp 3aIHTHI;

— IIPOBEpPKA MOATOTOBJICHHOCTH IT0JIb30BaTENIEH U IIEPCOHAIA,

— OIIeHKU (PYHKIMOHANBHBIX YCIyT 6e3omacHocTH, peannszyembie KC3 KC3U;

—OIIGHKA YpPOBHS TapaHTUH KOPPEKTHOCTH peann3alnuil (yHKIIHOHATHHBIX
yerryr 6e3onacaoctu KC3 KC3U.

PaGoTel BBIMONHSIIMC, B paMKax [oOCyIapCTBEHHOH 1ieneBOW Hay4yHO-
TEXHUYECKOW TNPOrpaMMBbl OCYIIECTBICHUS W NPUMEHEHHs TPHUA-TEXHOIOTHH Ha

71



2009 - 2013 rona, mpomennas va 2014 ro.

B pesynprare ananmsa peanusaiii (yHKIHOHANIBHBIX YCIyT 0€30MacHOCTH

JUIsl TUIIOBOTO TPHUI-y37a ObUT OMpeAeneH (yHKIMOHAIbHBIA NPOMIIb 3alIUThI
UH(MOPMALUK OT HECAHKLIMOHUPOBAHHOTO AOCTYIA:
{KA-2, K]I-2, KB-1,I1A-1 , IIA-1, [IB-1, IC-1, /13-1 JIB-1, HP-2, HU-2, HK-1,
HO-2, HI-2, HT-2, HB-1} ¢ ypoBHeMm rapantuii I’ — 2 B COOTBETCTBUH CO
cnetudurarmeii HJ[ T3U 2.5-004-99, nmns Hero  paspaboraHa mnporpamma u
METO/IMKA MpOBeeHHs rocynapcTBeHHoi skcneptu3bl KC3U, uto nupkyaupyer B
THIIOBOM IPHI-Yy3II€.

Ha ocHoBe MeToma KBamparoB TOCTpocHO Tpymmbl TectoB (Puc.l). B atom
Maru4eckoM KBaJpare BCE BHIbl TECTUPOBAHHUS PACIOJIAraloTcs IO YETHIPEM
KBaJ[paHTaM B 3aBHCHMOCTH OT TOTO, YeMy B OTHX TecTax OOIbIIC YACIACTCS
BHHMAaHWUSL.

[Mpnemo-
cAaToyHoe
TecTupoBaHue

TecTtnpoBaHue
Ha
COOTBETCTBUE

Puc.1 Marunyeckuit kBagpat

ITo BepTHKamM — YeM BBIIIE PacHoiaraeTcs B TECTUPOBAHUS, TeM OOJbIIe
BHUMAHHUS yACIACTCS HEKOTOPHIM BHEIITHUM TIPOSIBICHUSM ITOBEACHHS ITPOTPAMMBI,
4YeM HIDKE OH HAaxXOOWTCA, TeM OOJblIe Mbl BHUMAHUS YHENAeM €€ BHYTPEHHEMY
TEXHOJIOTHYECKOMY YCTPONUCTBY POTPaMMBI.

Ilo ropm3oHTamM — dYeM JIeBeE HAXOIIATCS HAIIM TECThl, TeM OoblIe
BHHMAaHMS MbI YJIENISIeM MX IIPOrpaMMHUPOBAHUIO, UM IpaBee OHU HAXOAATCS, TEM
Oosibllle BHUMAHUSI MBI YIENSieM PYYHOMY TECTHPOBAHUIO M HCCIICJOBaHUIO
TIPOTPaMMBI YETIOBEKOM.

B wacTtHOCTH, B 3TOT KBaApaT MOXKHO JIETKO BIIHCAaTh TAKWE TEPMUHBI Kak
mpUeMoYHOe TecTupoBanue, Acceptance Testing, MoayiapHOE TECTHPOBaHHE
MMEHHO B TOM IIOHMMAaHHMH, B KOTOPOM OHO Yalle BCEro ymnorpedmsercs B
auTeparype. OTO HHM3KOYPOBHEBOE TECTHPOBAHHE C OOJNBIION, C TOABILIONICH
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Joneil mporpammupoBanusi. To €cTh, BCE TECThI MPOrPAMMHUPYIOTCS, MMOJHOCTHIO
ABTOMATHUYECKH BBIMIOJNHAIOTCS U BHUMAHUE YICISIETCS B MEPBYIO OYEpPE/lb UMEHHO
BHYTPEHHEMY  YCTPOMCTBY MpOrpaMMbl, HMEHHO €€ TEeXHOIOIHYECKUM
0COOEHHOCTSM.

B mpaBoM BepxHEM yIiy y HAaC OKaXyTCs PYYHBbIC TECTHI, HAIICJICHHBIC Ha
BHEIITHEE KAKOEe-TO TOBECHNE MPOrPaMMBbl, B YaCTHOCTH, TECTHPOBAHUE yI00CTBa
UCIIOJIb30BaHUs, & B IPAaBOM HIKHEM YOy Y Hac, CKOpee BCEro, OKaXyTcs
MPOBEPKH  Pa3HBIX  HEPYHKIHOHAIBHBIX  CBOMCTB.  MPOM3BOIUTEIBLHOCTH,
3aIUIIEHHOCTH U TaK Jlajiee.

Pa3paboTanHbie TECThl BKJIIOYAIOT 16 Tpyrir, MOKa3bIBAIOIINE COOTBETCTBHE
peanuzanuu QYHKIMOHATIBHBIX YCIyT 0€30MacCHOCTH TPEOOBAHUAM HOPMATHBHOTO
nokymenTa. [loyueHHbIe pe3ybTaThl COOTBETCTBYIOT YpOBHIO [-2.

JIyisl KaueCTBEHHOTO YIIYYIICHHs MOJYyYSHHBIX PE3yJIbTATOB U Iepexojia Ha
ypoBeHb ['-3 HE00X0IMMO PELIUTh BOIPOCHI OLCHKH:

—  (pYHKIMOHAILHOCTH;
—  MOOWIBHOCTH;

—  HaJIKHOCTH;

—  NPaKTHYHOCTH;

—  3(deKrTHBHOCTH;

—  COINPOBOXJIAEMOCTH.

Jlisi  CHMIKEHHsI CTOMMOCTH BBINIOJIHEHHS JaHHBIX paboT HEe0OX0IUMO
(hopManu30BaTh METOAUKHU MOTYUCHUSI JAHHBIX OLICHOK.

BoiBojbl.

Hcxonst W3 TPOBEAGHHOTO aHalW3a aKTyaJlbHBIM SIBISIETCS pa3padoTKa
MIPOTPaMMHOTO 00ECHEYEeHUs I TOJICPKKH JOKYMEHTAJIBHOTO OOECIICUCHHUs
IpOLEAYyphl  NPOBEAEHHUS  JKCHEPTH3bl  TIPUI-CPEJCTB HAa  COOTBETCTBHE
tpeboBannem HJI T3M, ocHOBOW KOTOpPOW SIBISIETCSI METONUKH HOCTPOCHHMS
Ka4eCTBEHHBIX XapaKTEPUCTUK TECTOB (PYHKIMOHAIBHBIX YCIyT O€3011aCHOCTH ITPpH
00paboTke HHPOPMAITIH B TPUA-CPEIC.
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