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 In this article, the research of information system protection by 

analyzing the risks for identifying threats for information security is considered. A 
quantitative method iRisk for security estimation is used. The known vulnerabilities of 
used software and hardware are considered and the stability of the built simulation 
polygon for the protection of critical information resources to specific threats is 
calculated.  

: simulation polygon, critical information resources, security, 
vulnerability, threat, control. 
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= Unchanged} {Impact Metrics {Confidentiality Impact = Low; Integrity Impact = 
Low; Availability Impact = High}} {Impact Subscore Modifiers {Confidentiality 
Requirement = Low; Integrity Requirement = Low; Availability Requirement = 
Low}}} 
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 The article describes the process of constructing a model of 
cybersecurity threats, contains a list of possible cybersecurity threats of critical 
information infrastructure objects in the nuclear power industry, describe the possible 
consequences of implementing each type of threats. 
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