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3ABE3NEYEHHS CTIMKOCTI KPUIITOTPAGIYHUX AJITOPUTMIB
HA OCHOBI EJIIITUYHUX KPUBHUX

Abstract. The generation of stable elliptic curves is simulated. Based on the
results of the simulation, we make conclusions about the effectiveness of different
generation strategies and the distribution of the curves according to the stability levels.

Beryn

VY cyuacHiit kpuntorpadii s 3a0e3MeUeHHsT BUCOKOTO PiBHS KPUIIOCTIHKOCTI
IIPY HEBEJUKiN TOBXMHI KIIF04Ya BUKOPUCTOBYIOTHCS aireOpaiuHi 00‘€KTH BHCOKOI
CKIamHOCTI — eminTuyHi KpuBi. ChOromHi 3aco0M BUKOPHUCTAHHS CIINTHIHAX
KpUBUX Ui KpUNTOrpadivHOTO 3aXUCTy iH(OpMAIlii yTBOPIOIOTH CaMOCTIHHHN
po3nin exintuaHoi kpunrorpadii [1 — 2].

OCHOBHOIO TMEPEeBaror ennTuIHol Kpuntorpadii € Te 110 Ha AaHHH MOMEHT
HE BIIOMO CYOEKCIIOHEHIIIATbHUX AJITOPUTMIB JJIsl BUPILICHHS 3a/1a41 AUCKPETHOTO
ngorapudMyBaHHA y TIpyHax ix Todok. [Ipu IbOMYy HOpSAAOK TPymH TOYOK
SMINTUYHOI KPHBOI 3a/Ja€ CKIAMHICTh 3a7adi, a JUIsd JOCSATHEHHS TaKOTrO X PiBHS
Oe3neky, sik 1y RSA, noTpiOHI rpynyu MeHIHMX HOPSAKIB. 30KpeMa JiIs 3aXHCTY
iHpopMmanii HaWBMIIOTO PIBHA CEKPETHOCTI B eNNTWHYHIM Kpunrorpadil
BUSIBIISIETHCSI IOCTATHIM BUKOPHCTaHHS 384-01TOBHX KITIOUIB.

OcHOBHA YacTHHA

AcuMeTpuYHI KPUNITOCUCTEMH Ha CNNTHYHIX KPUBUX € HAUOUIBII CTIHKUMU
cepell KpUOTOCUCTEM 3 BIOKPUTHUM KitodeM [3, 4], OCKUIBKH U OOYMCIICHHS
KpaTHOCTI TOYKH eTINTHYHOT KPUBOT HE BiZIOMi TakKi e()eKTUBHI allTOPUTMH, K IS
OOUKCIICHHS JUCKPETHOro Jiorapupma B KPUNTOCHCTEMax Ha 0a3l MOIYIbHOTO
3BEJICHHSI B CTYITiHb.

KitouoBoto ymMoBOI0 e(heKTHBHOTO (DYHKIIOHYBaHHS TaKUX KPHIITOCHCTEM €
BUKOPUCTaHHA KpuntorpadiyHo CTIHKMX eminTuuHux KpuBuX. CTiHKOIO
Ha3MBa€ThCS TaKka eJINTHYHA KpHUBA, JUIA  SIKOi 3ajada  JUCKPETHOTO
norapu(MyBaHHs Ha eNINTUYHIN KpUBil € Baxkoro. B [5] mokazaHo, 1110 cTOCOBHO
Kpamux 3 BiJIOMHX Ha CBOTOJHINIHIA J€Hb aAITOPUTMIB AWCKPETHOTO
norapuMyBaHHs Ha ENINTUYHUX KPHUBUX CTIMKOIO MOXE BBA)KATUCh CIINTHYHA
KpuBa Haj moneM 3 q = p" enementis, Q € E(F;) i #(Q) = r, AKxa Mae HacTymHi
BJIACTUBOCTI:

® I € BEIMKMM IIPOCTHM YHCIIOM, IPHYOMY T < 2¢;
e p'# 1(mod r) ms Beix miux t=1,2,...,B, B>m;
e r#p.
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TyT r — NOPSANOK LUMKIIYHOI TPYNU TOYOK ENINTHYHOI KpuBoi, m i d — Tak
Ha3MBaHI apaMeTpy KPUNTOCTIHKOCTI.

3HavyeHHS MMapaMeTpiB KPHUITOCTIHKOCTI BU3HAYAKOTHCS  BiIITOBITHUMHU
cTanaapramu mudpysanss. OxHUM 3 HaWOLIBII nommpeHuM € ctanaapt ECSDA
[6], npuitasaTuii B CILIA i €Bpomi. Bin, s npuknaxy, MiCTUTh Taki BHMOTH:
p>21%0 d=254, m=31.

TakuM YHHOM OTpPUMAaHHS KPHUNTOTpadivHO CTIHKOi eTINTHYHOI KpPHUBOI
3BOJUTHCS JI0 TEHEPYBAHHS EIINTHYHOI KPWUBOI 3 BiIOMHM MOPSIKOM IHMKJIIYHOI
rpynu To4oK. Jlyisi MOCATHEHHs Ii€i MeTH 3alporoHOBaHO 1Ba mimxoau [7]:
BUMAIKOBHIA BUOIp 1 IeTepMiHOBaHA reHEpallisl.

Crparerist BUMaAKOBOTO BHOOPY MOJISIra€ y BUIIAJKOBOMY BHOOpI eNMinTHYHOT
kpuBoi Fy, 00unciienHi 1yist Hei KUTbKOCTI TOYOK ( 1 MOPSIIKY IPYIH I' Ta IEPEBIPKY
Ha CTIHKICTb.

Crpareris JeTepMiHOBaHOI TreHepalii Mojiirae y BHKOPUCTaHHI METOXy
KOMIUIEKCHOTO MHOXKEHHsI [8] 11 moOyJoBM €INTHYHOI KPUBOi 3 BIJIOMUM T,
CTIHKICTb SIKOT MOKE OyTH ITepeBipeHa I11e 10 OTPUMAaHHsI PiBHSHHS KPUBOI.

[MpakTyHe 3acToCyBaHHS BKa3aHHX CTparerii BHMarae mOOYHIOBH
nporpamuoi cucremu. Jimst 11 peamizamii 3amporOHOBaHa HACTYITHA CTPYKTYypa

(puc. 1).

Controller

(iYOperationOnEC

MainCaleuation 1
wcreate» >

OperationOnECImpl 0% CalculateHelper

* ECPolnt R
«createn

Puc. 1. CtpykTypa nporpaMHoi cucteMu

Monyne Controller 3a0e3nieuye BBeAICHHS/BUBEICHHS IaHUX Yepe3 rpadiaHuii
inrepdeiic. Monynb  MainCalculation — peanidye  OCHOBHI  OOYHCIICHHS,
BUKOPHCTOBYIOUH IPH LIbOMY OIlepallii HaJ TOYKAMU eTINTHYHOI KPHBOi 3 MOIYIIS
OperationOnECImpl.  Bzaemonmis Mk  monmymsimu  MainCalculation i
OperationOnECImpl ~ 3abe3nieuyeTbcsi — 4yepe3  HporpaMHMd  iHTepdeic
OperationOnEC. Monyne ECPoint 3abe3neuye poOOTy 3 OKPEeMHUMH TOYKaMHU
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eninTuyHol KpuBoi, a Monynb CalculateHelper — BUKOHaHHS PI3HOMaHITHUX
JIOTIOMDKHHX OIepalliif, HCOOX1MHUX IJIs [IbOTO.

[Mpuknagna cucrema pearnizoBana Ha miatdopmi Java SE 8. [l tecryBaHHs
CHCTEMH BHKOPHCTOBYBABCS II€PCOHAIBHHH KOMII'IOTEp 3 mpouecopoM Intel
Core 17, TaktoBoro yactororo 2,2 I'T'r i 06'emom oneparusnoi mam'siti 16 T°6.

I'padiunmii inTepdeiic modymoBaHOI cucTeMH NOKa3aHMH Ha pHC. 2.

[ ] 3 Elliptic curve workflow

Elliptic curve workflow

EC generator | EC spectacular = EC operations

Curve params This part of the workflow provides the

possibility to generate curves based on
snippet that inserted. From all generated
Variable "a": -2 1 curves will be separated resisted curves.

from up to

Variable "b™: -2 1 R
View curves
Variahle “p* 4nn 751
Generate curves

Total el. curves:

Resisted curves:

Puc. 2. Iarepdeiic npuknagHoi cucteMu

Ha Bxmagui “EC generator” 3amaeTbcsi iHTEpBaJ 3HA4€Hb JOCIHIIKYBaHUX
napamerpiB. [eHeparist BiINOBIIHUX CTIMKMX EJNINTHYHUX KPUBUX, & TaKOX
BHU3HAYCHHS X PIBHSA CTIMKOCTI 32 TPHUBHMIPHOIO INKAIOK BiAOYBa€ThCSA TiCIs
HaTUCHEHHA KHomkW “Generate curves”, a pe3ylnbTaT B TaOIMYHOMY BUII
BimoOpaxaetscss Ha BKiammi “EC spectacular”. Bxmagka “EC operation” €
CBOEPIJIHUM KaJIbKYJISITOPOM, SIKUIl TO3BOJISIE 32 HEOOXIJHOCTI BUKOHATH OIeparil
HaJ OKPEeMHMH TOYKaMH eNiNTHYHOI KpUBOI (IOfaBaHHs, BiAHIMAHHS, TIOJBOEHHS,
MHOXXEHHS).

PesyabTaTu

B pesynbrari MoJenOBaHHs IPOLECY I'eHepallii CTIHKMX eMiNTHYHUX KPUBUX
3’5ICYBaJIOCh, IO CTpATeris BUIIAJIKOBOTO BUOOPY € 3HaYHO MEHII e(eKTHBHA, HIX
cTparerisi eTepMiHOBaHOi reHepanii. /Iyl MOPIBHAHHS CKa)keMO, IO y BHUIAIKY
BUKOPHCTAaHHS TEpINOi CTpaTerii cepelHii dYac 3HAXODKEHHS CTIHKOi KPHUBOI
CKJanaB ~44 XBWIMHH, TOMI K IUIS IPYTOi BiH CKiaaaB ~2 ceKkyHau. [IpoTe kokHa
3 HHUX 3a0e3redye OTpUMaHHS IO3UTHBHOTO pe3ynbTary. HesanexxHo Bix crpareril
reHepailii KUIbKIiCTh 3HAWACHUX CTIMKHUX ENINTUYHUX KPUBHUX 3 HAWBHUIIKM PiBHEM
criiikocti (iHmekce 3) ckiagae ~8%, 3 cepennim (inmexc 2) ~25%, 3 HHU3BKUM
(ingexc 1) ~67%.

BucHoBku
lenepattis CTIHKMX €JMINTHYHUX KPHBHUX € PECYpCO3aTpaTHUM MPOLIECOM,
KWW BUMarae 4acy i 3HauHMX OOYMCIIIOBANBHHMX NOTYXHOcTed. Ilpore mis #oro
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MOJICNIOBAaHHS B OOMEXeHili o00iacTi mapamerpiB JIOCTaTHBO MOTY>KHOCTEH
MIEPCOHATIBHOTO KOMII toTepa. MOIEIIOBaHHS T03BOJIIIO BU3HAYMTU €(PEKTUBHICTh
CTpareriii reHepanii CTIMKMX ENTINTHYHUX KPHBHX, a TAKOK OTPUMATH YSBICHHS
1po iX KUIBKICHUH PO3MOJIUT 32 PIBHSAMH CTIHKOCTI.
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PO3MNI3BHABAHHSI AHOMAJIIIA B NIOBAJILHIN
IHTEPHET-MAPIIPYTH3AII IPU HEYITKOMY OIIUCI OIIN

Abstract. As part of any network computing system, there are monitoring
subsystems — the software which monitors the changes in the numerous network
parameters, as well as the state and performance of the servers. It uses flexible alerting
mechanisms, allowing the administrator to set up alerts via e-mail, sms, online
messengers for virtually any event. Knowledge of the principles and mechanisms of
implementing cyber attacks on global routing makes it possible to formulate criteria
for changing the status of routing tables under the influence of cyber attacks.
Multifactor analysis of the data obtained as a result of observing the changes in the
routing tables makes it possible to detect harmful external influences in the absence of
clear characteristics of such impact and without a prior description of the inherent
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