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the scientific and legal experts means that the “detention order” should include a preventive
measure, which by its actual content close to the prison.

Determined that the decision of the investigating judge or the court for permission to
arrest the purpose pretext for a motion for a preventive measure in the form of detention can-
not be considered “detention order” within the meaning of Article 25 of the European
Convention on Extradition and not decision investigating judge or the court of custody with-
in the meaning of Article 575 of the Criminal Code of Ukraine.

The author made a number of conclusions and generalizations on improving law enforce-
ment Ukraine on cooperation with the International Criminal Police Organization Interpol
and police agencies of European countries on extradition.
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AKTYAIbHI NPOBJIEMU 3ABE3NEYEHHA
IHCOPMALIINHOT BE3MNEKN 3ACOBAMU KPUMIHATLHOI FOCTULIIT
B YKPAIHI

Cmammio npucesyeno oxpemum acnekmam 3abesnevenis ingopmayiiinoi besnexu kpu-
MinanbHO-npasosumu 3acobamu. Bcmanosneno, wjo 3104unu npomu ingopmayiinoi 6e3nexu
nomiweni y pisnux posoinax Ocobnueoi vacmunu KK Yxpainu, ane maiome cninoni o3naxu
YCIX elleMeHmie CKAady 3N0YUHY, siKi 00 €OHytomb iX y okpemy epyny. Bushnaueni ocHoeHi
3a2posu, AKI cmMeopiome Hebe3neKy 05 IHPOPMAyiliHO20 CYCRITbCMEA, o nompebye pos-
POOKU ehekmugHux 3ac00is iX 3an06i2anHsL.

Knrwouosi cnosa: ingopmayiiina 6esnexa, KpuMiHaibHa LOCMUYIs, 3104UHU NPOMU IHGOp-
Mayiinoi 6e3neku, 06’ckm 3104UnY, npeOMent 3N04UHY, CYO EKM 310YUHY, 0AHCEPeNo 3a2po3u,
iHGhopmayitina eitina.

Jlanouna A. B. AxktyaabHble npo0JjieMbl odecnedeHUusi HH(popManuoHHoW Oe3omac-
HOCTH CPeICTBAMH Yr0JIOBHOM I0CTHIMM B YKpauHe

Cmamus noceéawena omoenbHblM acnekmam obecneuenus UHPOpMayuoHHoll 6e30nacHo-
CMUL Y20N0BHO-NPABOBLIMU CPEOCBAMU. YCMAHOGIEHO, YN0 NPECMYNIIeHUs NPOMUE UHPOD-
MAyuoHHOU 6e30nAcCHOCMU  PAcnonodceHvl 6 pasuvix paszdenax Ocobennoi uyacmu YK
Vikpaunel, Ho umeiom obujue npusHaxu 8cex EMEeHMO8 COCMaAea NPecmynienus, Komopvie
obvedunsiiom ux 6 omoenvHylo epynny. Onpeoenenbl 0CHOBHbIE YePO3bl, KOMOpbie CO30am
onacrocme 08 UHGOPMAYUOHHO20 00Wecmea, Umo mpedyem paspabomKu IP@eKmueHvix
cpeocma ux npedomepauyeHus..

Knrwoueevte cnosa: ungopmayuonnas 6e30nacHocms, y20108HA IOCMUYUs, npecmynie-
HUsL NPOMUE UHGOPMAYUOHHOU OE30NACHOCIU, 00BEKM NPeCcnynIeHUsl, npedmem npecmyniie-
HUA, CYObeKm npecmynieHus, UCMOUHUK Y2POo3bl, UHPOPMAYUOHHAS BOUHA.

Landina A.V. Actual Problems of Security of Information Safety by Facilities of
Criminal Justice in Ukraine

The article is devoted to separate aspects of information security by recourses criminal
law . It is established that crimes against information security located in different sections of
the Special part of the Criminal code of Ukraine, but have common features all the elements
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of the crime, that united them in a separate group. Defined the main threats that pose a risk
to information society, which requires the development of effective methods of their preven-
tion.

Key words: information security, criminal justice, crimes against information security,
object of crime, item of crime, subject of crime, the source of the threat, information warfare.

Kinerp XX — mouarok XXI CT. y CBITI XapaKTepHU3y€eThCS CKIAIHUMHU TPaHC-
(dopmManiifHuMH IporecamMy, 10 OB sI3aHi 3 HePEX0I0oM JIIOACTBA A0 iH(opMarii-
HOTO CyCHiJbCTBA. BBa)kaeThCsl, 10 KIIOUOBOK OCOOJNHMBICTIO LIOTO TEPEXOLy €
CTPIMKHH PO3BUTOK iHPOPMAIIITHO-KOMYHIKAI[ITHUX TEXHOJIOTIH Ta 3pOCTaHHS 3HA-
qymocTi iHGopMaIiiHOl CKIagoBoi B yciX cdepax KUTTEISIIBHOCTI JIIOAWHH, CyC-
HIJIBCTBA, JePXKaBH Ta MIKHAPOIHOI CIibHOTH!. PO3BHTOK 1 BIIPOBaXKEHHS MPaK-
TUYHO B yci cepu iHQOpMALIHHIX TEXHOJIOTIH CYTTEBO 3MIHIOE CTPYKTYpY CYyC-
MJIBCTBA, 8 TAKOXK TpaHC(HOPMye MDXHAPOIHI BiTHOCHHU. OIXHUM i3 HaWBaXKIIUBI-
MIUX HampsMiB Li€l TpaHcdopMalii cTae peanialis HallioOHAIbHUX 1HTEPECIB 100
3a0e3MeucHHs HalliOHaIbHOT Oe3IeKn2. 3arajioM HalliOHaIbHI iHTEpEeCH JepiKaBU Yy
iHpopMalliitHii cdepi moNAraroTh MePEeBaKHO B TAPMOHIHHOMY PO3BUTKY iH(OpMa-
LiliHOi CTPYKTYypuU AepKaBU.

3a cydacHHX yMOB iH(opMalliliHa CKi1ajoBa Ha0yBae Jienai OiIbIIol Bary i crae
OHUM {3 HaWBAKIMBININX eJIEMEHTIB 3a0e3MedYeHHs] HAI[lOHAIBHOI Oe3neKus.
Indopmauniiiauii npoctip, iHdopmaliiHi pecypcH, iHpopManiiiHa iHGpacTpyKTypa
Ta iHpopMaliiiHi TeXHOIOrii 3HaUHOIO MipOI0 BIUIMBAIOTh Ha PIBEHb 1 TEMIU COLi-
AIbHO-€KOHOMIYHOTO, HAYKOBO-TEXHIYHOTO 1 KyIBTYPHOTO PO3BUTKY Kpaiuu. Bci i
MIOHSATTS, HA HAIYy YMKY, € CTPYKTYPHUMH CKJIQIOBUMH iHPOPMALIHOT Oe3meKH.

ToMy onHi€ro 3 HaraJabHUX IPoOIeM Juls YKpaiHU € HEOOXiAHICTh IPUCKOPEHHS
(hopMyBaHHS KOMIUIEKCHOI CHCTEMH NIPABOBOTO PETYIIIOBAHHS chepH 3a0e3meueHHs
indopmarniitnoi Gesnexu?. HaiiOiplne HaBaHTAKEHHS Y ILOMY HalpsMi MOPiBHSIHO
13 aIMIHICTPATUBHO-TIPABOBIMH 3aX0JaMH 3a0e3neueHHs iHdopManiifHoi 6e3nexu B
VYkpaiHi, Ha Hallly TyMKY, IpUNagae caMme Ha cdepy KpUMiHaJIbHOTO IIpaBa. A 3a0e3-
redeHHs iH(QopMaIiiiHOT Oe3NeKu KPUMIHAIBHO-PAaBOBUMH 3ac00aMH MTOBHHHO
3abe3neyyBaTrcs caMe y Mpoleci AisIbHOCTI OpraHiB KPUMIHATIBHOT FOCTHIIIT.

OxpeMi nutaHHs iHPOpMaLiitHOT Ge3neKH, 30KpeMa 100 3a0e3reueHHs KpUMi-
HaJILHO-TIPABOBOT OXOpOHH iH(popMallii gocmipkyBanucs y podorax J[. C. Azaposa,
I1. T1. Anpymika, K. I. Bensikosa, I1. C. Bep3ina, B. [I. ['aBnoBcekoro, B. 1. TonyGega,
B. II. Emenbsanosa, M. B. Ilnyratups, A. M. Pumentoka, B. I. llakyna, f. P. SIky-
60BcbKOro Ta iH. KoMInekcCHOMY CHCTEMHOMY AOCIiKEHHIO MPOOIeM KpUMiHATIb-
HO-TIPaBOBOT OXOPOHH iH(popMaIlliiiHOT Oe3rekn B YKpaiHi nprcBsueHa MOHOTpadis
M. B. KapueBcbkoro®. OkpeMi acreKkTH JaHoi mpobieMu Oyind TakoK PO3ISHYTI
H. A. CaBiHOBOI0 y KOHTEKCTi JOCHIJUKEHHS KPUMIHAJIbHO-IPABOBOI IOJITUKU
3a0e3neucHHs iHdopManiiiHoro cycrinbeTBa B YKpainio.

OpHuM 13 TpoONIEMHHMX MUTaHb MOCHIKYBaHOI MPOOIEMATHKH € MUTAaHHS
BU3HAYEHHS KOJIa CYCILIbHO HEOE3NEeYHUX JAifHb, 10 OCATal0Th Ha iHopMaLiiHy
Oe3IeKy, Ta IX CHIJIBHUX PHC, AKi 00’ €AHYIOTH X Y OAHY TpyIly 3104uHiB. Kpim Toro,
MOTPIOHO BU3HAYUTH OCHOBHI HANIPSMH JisUNTBHOCTI KPUMIHABHOT FOCTHIIIT y YaCTH-
Hi 3a0e3medeHHs iHQopMaliiHOT Oe3mekn B YKpaiHi Ha yciX piBHSX, BPaxXOBYIOUH
HasgBHicT, HOpM KK VkpaiHu, 1110 BCTaHOBIIOIOTh KPUMiHAJIbHY BiANOBifaNbHICTh
3a 3JI0YMHU TIPOTH 1HPOpPMAIIiHOT Oe3neKH.
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Jo 310o4ynHIB MpoTH iHPOpMALiiiHOT Oe3MeKkH BIAMOBIIHO IO 3MICTy HOPM
Oco6nuBoi uactuau KK Vkpainu MoxXHa BiJHECTH Taki 3 HUX: 3JI0YMHHU NIPOTU
OCHOB HaIlioHaJibHOI Oe3mexku Ykpaiau (4. 3 ct. 109, u. 1 ct. 110, u. 1 ct. 111,
cT. 114); 3704MHE TPOTH KXUTTA Ta 310poB’s ocobu (ct. 132, ct. 145); 3mounHu
NPOTH BUOOPYHX, TPYIOBHX Ta IHIIMX OCOOMCTHUX TpaB i CBOOO JFOJMHU i rpoMa-
nsauHa (. 158, u. 1 ¢ 1591, u. 1 ¢t 161, ct. 163, ct. 168, ct. 171, ¢T. 176, cT. 177,
cT. 182); 3moumnn mpotu BiacHocTi (cT. 189); 3m0umHM y cdepi rocmogapchKrol
nisueHocTi (e 2031, u. 2 cr. 2091, cr. 216, cr. 220!, ct. 2202, cr. 222, ct. 2231,
cr. 231, cr. 232, cr. 2321, cr. 2322; 3;104MHM MpOTH AOBKULIA (CT. 238); 3104nHM
[POTU FPOMAJICHKOI Oesmeku (CT. 256, ct. 2582, ¢T. 259); 37104MHM TIPOTH TPOMA-
CBHKOTO MOPSAKY Ta MopanbHOCTI (cT. 295, c1. 300, ct. 301); 3mounHU y cepi oxo-
POHHU JIep’KaBHOT TAEMHHUIII, HEIOTOPKAHHOCTI JIEPYKABHUX KOPIOHIB, 3a0e3MeucHHS
npu30By Ta MoOimizaii (cT. 238, cT. 329, ct. 330); 3M10YMHU TPOTHU ABTOPUTETY Opra-
HIB JIep>KaBHOI BJIaJIM, OpPraHiB MiICIIEBOI'O CaMOBpPsIyBaHHs, 00’ €THAHb TPOMaJITH
Ta 3JI0YMHH TIOTH KypHAmcTiB (cT. 3451, ct. 3471, ct. 3481, ct. 349!, cr. 359,
cT. 360); 3mounHU y cepi BUKOPUCTAHHS EJICKTPOHHO-OOYMCIIOBAILHIX MAIIUH
(KoMIT’10TEpIB), CUCTEM Ta KOMIT FOTEPHUX MEPEK 1 MEpexk eneKTpo3B’s3Kky (cT. 361,
cr. 3611, cr. 3612, cr. 362, cr. 363, cr. 3631); 3mounnu y cdepi ciryk00BOT MisIb-
HOCTI Ta mpodeciiHo MisUIBHOCTI, ITOB’S3aHOI 3 HANAHHAM ITyONIYHUX MOCIYT
(ct. 366, ct. 3661); 3104KHK npoTH TpaBocyas (ct. 376!, cr. 381, cr. 387); 35m04n-
HHU TIPOTH TOPSIJIKY HECCHHS BIHCHKOBOI CyOH (BiliCbKOBiI 31m04MHH) (CT. 422,
CT. 435); 3M0YNHU TIPOTH MHPY, OE3MEKH JTIOACTBA Ta MIXKHAPOIAHOTO MTPABOMOPSIKY
(ct. 436, cT. 4361, cT. 445).

He3sBaxaroun Ha Te, 1110 BHIIE OyJI0 BKa3aHO JTOCUTh 0ararto 3JI0YHHIB, IO MOCS-
raroTh Ha iHQopMaliliHy Oe3neky YKpaiHu, € 1ie HOPMH, SIKi MOXKHA BIJIHECTH JIO
3a3HaYEHUX, ajJe 32 YMOBU BUKOPUCTAHHA IS LbOrO iH(GOpPMaliiHUX TEXHOJOIiH
a00 crpsMyBaHHS 3JI0YMHY MPOTH MEBHUX 1HPOPMAIIHUX pecypciB (HAPUKIAI,
cT. 209 «Jleramizamis (BiIMHUBAaHHS) JOXOMIB, OACPKAHHUX 3JIOUHHHUAM IMLISXOMY,
3JI0YMHHU TPOTH BIACHOCTI, CT. 255 «CTBOpPEHHs 3JI0YMHHOI Oprasizamii», cT. 258
«Tepopuctuanuii akt», ct. 2581-2583, c1. 303 «CyTenepcTBo ab0 BTATHEHHS 0COOH
B 3aHATTS IPOCTUTYLIEIO» Ta iH.).

He3Baxaroun Ha Te, 10 HA MEPUIMKA MO y MEPEBAXKHOT OLIBIIOCTI BKA3aHUX
3JI0YMHIB HEMA€ HIYOTO CITIBHOTO, BOHM MAarTh OKPEMi O3HAKH €JIEMEHTIB CBOIX
CKJIAJIiB, SIKi 1X IEBHUM YMHOM MOEIHYIOTh. CKIIa 370YMHY BU3HAYAETHCS Y TEOPil
KPUMIiHaJIbHOTO TIpaBa SIK CyKYIHICTh YOTUPHOX 00O0B’SI3KOBHX €IEMEHTIB: 00’ €KTa,
00’€KTHBHOI CTOPOHHM, Cy0’€KkTa Ta Cy0’eKTHBHOI cTopoHH’. Kpim Toro, KOXEH i3
IIUX EJIEMECHTIB Mae 00OB’S3KOBI Ta (paKyJabTATUBHI O3HAKU. 3a JOIIOMOTOI IHX
O3HAK BCTAHOBIIOETHCS 1 CaM €JIEMEHT Y IIJIOMY SIK IEBHA IOPUANYHA KOHCTPYKIIis,
1 BJIacHe CyCIiJIbHA HeOe3MeUHICTh CAMOTO BUYMHEHOTO 3JI0YHHY Ta CyCITbHA HeOe3-
MeYHICTh 0co0u 31mounHIL. Ha 0CHOBI 11bOTO Bi0yBa€eThCs KBaMi(iKaIlis 3II0YHHY,
110 Y MOJAJBIIOMY BH3HA4a€ pO3MIp i BUJ MMOKAPAHHS, JOCTATHIN 1 aJleKBAaTHUHA A5
KOXKHOTO KOHKPETHOTO BHITAJIKY.

Vi 3mo4nHy, SKi MOCATaOTh Ha iH(pOpMAaIiiHy Oe3Iexy, sk, BlacHe, 1 yci iHmi
3JI0YMHH, MAKOTh BIACHUH 00’€KT mocsraHHs. Hespaxkarouu Ha Te, 10 TEOPis KPH-
MiHAJILHOTO NpaBa MICTUThH O€311i4 Teopill 00 BH3HAYCHHS MOHSATTS 3arajibHOro



PO3AI/1 7 e [pobnemu KpuMiHanbHO20 pasa ma KpuMiHaibHO20 npoyecy 351

00’€eKTa 37104MHY, MU OylIeMO BUXOIMTH i3 Teopii, sika migrpumyerbess O. M. Koc-
TEHKOM Ta CHiBpoOiTHUKaMU IHCTUTYTY AepxaBu 1 pasa iM. B. M. Koperpbkoro. Sk
3a3Ha4asocs, 3TiTHO i3 TAHOIO TEOpi€lo, 00’ €KTOM 3I0YHHY BU3HAETHCS OXOPOHIO-
BaHHMH KPUMiHAIEHUM 3aKOHOM MOPSIOK BITHOCHH MiX JIFOBMH, 0 BUHUKAIOTH Y
CYCHUIBCTBI 3 IPUBOY MaTepialbHUX 1 HEeMaTepialbHUX MPEJMETIB.

Ha Hamry 1yMKy, CIIJIBHEM IS BCIX 3a3HA4YCHMX 3JI0YHHIB € T€, 10 BOHU MAIOTh
CBOIM 00’€KTOM MOpPSIIOK 3abe3nedyeHHs iHpopMamiiHol Oe3nekn y cdepi 00iry
iHpopMallil B CyCIiJbCTBI, BUKOPUCTaHHS iHQOpMalLiiHUX pecypciB Ta iHpopma-
IHHKUX TeXHOJOTiH. BiH y mepeBaxHill OUIbIIOCTI HA3BAHUX CKJIA[(IB HE € OCHOB-
HUM 00’€KTOM (32 BUHATKOM TAaKUX 3JI0YMHIB, K 3JI0YMHH y chepl BUKOPUCTaHHS
SJIEKTPOHHO-00YHCITIOBAILHUX MalIMH (KOMII'IOTEPIB), CHCTEM Ta KOMII IOTEPHUX
MEpEeX 1 MEepek eJICKTPO3B’A3KY, IS IKUX MOPSIOK 3a0e3rnedeHHs iH(opMaIliiHoT
Oe3meku y cdepi iHPoOpMaliifHUX TexHOJOTiH € ocHOoBHUM). Crenudika chepu
iH(opMariiiHoi Oe3meku 3aneXuTb BiJl POJOBOrO 00’€KTa, SIKUM BU3HAYEHUH UL
TaKHX 3I0YMHIB y Mexax po3niniB Ocobmusoi vactuan KK Yipainu.

Takox MOTPIOHO HATOJIOCHTH Ha TOMY, IO OJHIEIO 3 03HAK 00 €KTA SIK CIIEMCH-
Ty CKJIay 3JIOYHHY CYCIiJIbHO HeOEe3MeuHNX JisiHb MPOTH iHpOpMaliitHOT Oe3mneku
€ IpeMeT 3J104KHY. ToMy, BUXOISUH 3 IIbOT0, CY0’€KT KOXKHOTO 13 31104MHIB y cdepi
indopmarniifHoi Ge3nekn MOBHHEH YCBIOMITIOBATH OCOONMBUH XapakTep iH(popMa-
1ii, 3 KOO MOB’s3aHE BUYMHCHHS CYCIUJIbHO HEOE3MEeUHOTO NissHHS. BUHIMKa€e nmUTaH-
HS: YM MOXKE OCTaHHS Te3a 03HA4yaTH, 110 Cy0’€KT 3JIOYMHIB POTH iH(OpPMALiHHOT
0e3IeKy yHACIiI0K BOJIOJIHHS OCOONUBUM BHJOM iH(opMalii abo kUil ycBiOM-
JIOE, 1[0 BYNHEHHS 3JI0YHHY ITOB’s[3aHE i3 Takolo iH(pOopMalli€ero, HaALICHNH 03HaKa-
MU cremiajgbHoro ¢y6’ekra? J{Jst 1IbOTO MOTPIOHO PO3YMITH, IO € MPEIMETOM 3J10-
YHHY TPOTH 1H(OpMaIiiHOT Oe3MEeKH.

IIpenmer 3mounHy — 1e (aKynbTaTUBHA O3HAKa 00’€KTa 3JI0YHHY, 10 IPOSBIs-
€THCS y MaTepialbHUX [IHHOCTSX (KOTPI JIFOIMHA MOXKE CIIPHAMATH OpraHaMy Yy TTs
4yl (DIKCYBaTH CICIiaIbHUMU TEXHIYHUMH 3ac00aMHu), 3 IPUBOAY SIKMX Ta IUIIXOM
0e3rmocepeIHLOrO BIUIMBY Ha siKi (a00 0e3 Takoro BIUIMBY) BUMHSIETHCS 3JIOYMHHE
HistHsIS. OCKINBKY 3II0Y4MHH TIPOTH iH(GOpMAIiiHOT Ge3MmeKr 3aBKau MoB’si3aHi i3
MOPYLICHHSIM MPaBUI 00Iry MeBHOI iH(pOpMaIii, TO BCI BOHH MOBHUHHI BBa)KaTHCS
3JI0YMHAMH TPEIMETHUMH, TOMY IIO Taka iH(GOpMAIlis CIPUIAMAETHCA OpraHaMH
YYTTS JFOIMHU Ta/a00 QIKCYeThCS CreialbHUMU TEXHIYHUMH 3aco0amu. ToMy mpu
KBayiikanii MUX 3J0YMHIB OpraHaMu JIOCYJOBOTO pO3CIiAyBaHHA 00OB’S3KOBO
IIOBUMHCH BCTAHOBIIOBATHCS IX IIpPEAMET, OCKIIBKH NpeaMeT HaOyBae CTaTycy
000B’s13K0BOT 03HAKU 00’€KTa 3JI0UMHIB TIPOTH iHPOpMaIiiHOT Oe3MeKH.

IIpenmer 3mounHy MpoTH iHPOpMAIiifHOT Oe3rneku 3yMOBIIOE i BHI cy0’eKTa
3704uHY. Paj cy0’eKTiB 3]104MHY MOXYTb BUMHIOBATH 3J04MHU y cdepi obiry
iH(popMaIIi] HIIe y CHITy BUKOHAHHS IIEBHHUX CIY)KOOBHX 000B’S3KiB, III0 3yMOBIIIOE
JOCTYII 10 iH(pOpMAIlil BU3HAYCHOTO Xapakrepy. ToMy cremiajdbHUN Cy0’€KT Mpu
BUMHEHHI 3JI0YMHIB 3yMOBIIOETHCS IIEBHUM CIY’)KOOBHM CTaHOBHIIEM, sKe 3aliiMae
oco0a 1 BUKOPUCTOBYE HOro IpH BUMHEHH] 3JI04UHY, KUil mocarae Ha iHdopmarii-
Hy Oe3IeKy.

AJie cy0’€eKT 3J7I04MHY 3TiIHO i3 TEOPIEH0 KPUMIHAIBHOTO MPaBa MOXKE BBaXKaTH-
sl CrieliaJIbHUM HE JIMIIE Y TOMY BHIIAJIKY, KOJH BiH 3aiiMae ocoOiuBe ciyx0oBe
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cranoBuie. Cy0’ekT Moxe OyTH CIEliaJbHUM 1 32 O3HaKaMH BiKY, CTaTi, 0COOIH-
BOT'0O €MOLIHHOro Ta/ab0 (hi3M4HOro CTaHy, CoLialbHUX 0coOIuBOCTEH. Yei i 03Ha-
KH y NIeBHUAX BHITIQJIKaX MOXXYTh BIUIMBATH Ha XapaKTEPUCTUKY cy0’€kTa iH(popMa-
LifHUX 37I0YHHIB.

Tono mpoOieMu BUMHEHHS 3JI0YMHIB, 10 MOCATAIOTh HA MOPAAOK 3a0e3IeUeH-
Hsl iHpopMaLiiiHOi 6e31IEKH B CYCIIUILCTBI, FOPUIUYHOIO 0CO00I0, TO TYT 3a3HAYUMO
Take. MU BBaXaeMo, IO FOPUIMYHA 0c00a M030aBIeHa MOXKIIMBOCTI YCBIIOMITIOBa-
TH, niepenoavyaTy, 0a)aTH, CBiIOMO MPUITYCKATH a00 JIETKOBaYKHO PO3PaxOBYBaTH Ha
HEHACTaHHs HACIIAKIB CBOTO JisSIHHS, a TAKOXX 3a3HABAaTU CTPaXIaHb yepe3 MEeBHI
obmexenns®. Ile mopyInye psii NPUHIMINB KPUMIHAILHOTO [paBa, 30KpeMa IpHH-
LUIT BUHHOT BiJIIIOBITAJTHOCTI 32 BUMHEHE CYCIUTBHO HeOe3MeuHe AisTHHST; TIPHHIIHIT
0COOMCTOT BiIOBINAILHOCTI; MIPUHIIKIT 1HIUBIAyaTi3alil mokapanHs. BuunHe cras-
JICHHS 10 CYCIJIbHO HEOE3MEYHOro JisIHHS Ta MOTO HACIHiJKIB MOXKJIMBUH JIMIIE 3
60Ky (iznunoi ocobu. Te came MOXKHaA CKa3aTH i PO 1HII 3a3Ha4YEHi BUILE MPUH-
OUNMA — X JTOTPUMAHHS MOXIIUBE JIHIIE Y BHIAIKY, SKIIO CY0’€KTOM 3IIOYHHY €
¢iznyna ocoba. Tomy My BBaKaeMo, 1110 IOpUIHMYHA 0c00a HE MOXKe OyTH Cy0’€eKTOM
3JI0YMHY B3arai.

OTxe, y KOKHOMY KOHKPETHOMY BHUIAJKy BUMHEHHS 3JI0YHHY TPOTH iH(pOpMa-
miitHoi Oe3nekr MoTpiOHO BCTAHOBIIOBATH, YH BIACTHBI Cy0’€KTY JAHOTO 3JI0YHHY
SIKICh 0COOJIMBI O3HAKH 1 SIKMM YHHOM BOHH BIUIMBAIOTh HA KBai(iKAI[iI0 3JI04YNHY
Ta CyCHUIbHY HeOe3IeuHICTh caMoro cy0’ekra.

CriyIbBHUMH 03HaKaMU JUIs Cy0’ €KTIB 3JI0MHIB MPOTH iH(pOpMAaILiiiHOT Oe3neKH €
Ti, o BusHaveHi y c1. 18 KK Ykpainu: ocyqHicTb, 03HaKa (Bhi3UYHOCTI, TOCATHEHHS
BIKY KpHUMIHAJIBHOI BiIIOBIJAIILHOCTI Ta BYMHEHHS 3704nHYy, nepeabayenoro KK
VYkpainu. Hisiki iHIII CHijIbHI O3HAKK CYO’€KTIB 3JI0YMHIB LLOTO BUAY BHU3HAYUTU
HEMOXJIMBO. BupimanbHe 3HaYeHHs NPU BCTAHOBJICHHI Cy0’€KTa 3JI0YUHY, IO
nocsirae Ha iHGopMaIiiiHy Oe3neKy, Mae IPeIMET TAKOTO 3J0UHHY.

s 00’€KTUBHOI CTOPOHH CIIJIBHUM € T€, M0 BCi 3a3HaYHi BHUIIC 3JI0YMHHU
MOXYTb OyTH BYMHEHI JIMIIIE IIISIXOM Jii, OCKIJIbKH NOPYIIUTH HOPSIOK CYCHITBHIX
BIJIHOCUH Yy YaCTHHI 3a0e3Me4eHHs iHpopManiiiHOI 6e3MeKH NPAKTUUHO HEMOXIIUBO
IULIXOM O€3isITBHOCTI (Take MOXKIIMBO JIHIIE Y BUITAAKY CIIPUSHHS TPETIM 0cobaM
OTpHUMAaTH/TIepeIaTH/IOMIMPUTH TICBHY 1H(OpPMAIIiI0, 110 BXKE YTBOPIOBATHME CITiB-
yuactb). ll{o crocyerbest (akylIbTaTUBHUX O3HAK 00 €KTHBHOI CTOPOHHU 3JIOYHHIB
npoTu iHpopMaliitHoT 6e3rekn, TO HiY0ro CHUIBHOTO ISl IIUX 3JI0YHHIB cepel] HUX
HeMae. Y KOXKHOMY KOHKPETHOMY BUTAIKy TPH KBaTi(ikalii 3I04MHy BU3HAYAETH-
cs, sIK Ta YM 1HIIIA 03HAKA BIJIMBAE HA CYCIIbHY HEOC3MEUHICTh JAHOTO 3JI0YHHY.

Cy0’€eKTHBHA CTOPOHA TAKOXK Ma€ CIIILHI PUCH JUIS BCIX 3JI0MUHIB TPOTH 1H)OP-
ManiiiHoi Oe3neku. OOOB’S3KOBOIO O3HAKOI I[bOTO €JIEMEHTY CKJIaly 3JI0YMHY €
BHHA, HOpMaMH SKOi € yMHUCEN Ta HeOOEePEKHICTh. BpaxoByIoun MONOKEHHST HOPM
KK Vkpainu, 3a3Ha4eHUX BHUIIIE, SIKi Mepea0adaroTh BiINOBIIAIBHICTD 32 3JI0YHHH
npotu iHpopMaliiHoi 6e3neKHn, MOXKHA 3pOOUTH BUCHOBOK, IO YCi BOHH MOXYTh
BUMHIOBATHCA Jinle yMucHO. Lle, 30kpema, a0 BH3HA4€HO y HCIO3HMINI camoi
HOPMH, JIe¢ aKIEHTYETHCS yBara caMe Ha YMUCHOMY BYMHEHHI BiJITIOBiTHOTO 3JI0YH-
Hy, 400 BUILIMBAE SIK BUCHOBOK i3 CaMOTro 3MicTy aucro3uiii HopM. Taki dakynbra-
TUBHI 03HAaKH Cy0’€KTUBHOI CTOPOHH CKJIaJly 3JIOYHHY, SIK MOTHB, METa Ta €MOIIiii-
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HUI CTaH, HE MAlOTh CIUIBHHUX JUIS BCIX 3JIOYMHIB MPOTH iH(GOpPMALIiHOT Oe3neKn
pHC 1 MOXYTb BIUIUBATH Ha KBalli(hiKallilo KOHKPETHOIO JIiSHHS Y KOXHOMY KOHK-
pEeTHOMY JTisTHHI.

Tono 3abe3neyenns iHpopMarliiHOT 6e3meKr 3ac00aMu KPUMIHATIBHOT FOCTHILIT,
TO TYT € I[iJIa HU3Ka MPOOJIEMHHX MHUTaHb, SIKi B YMOBaX CTPIMKOTO PO3BUTKY HOBIT-
HiX iH(pOpMalifHUX TEXHOJOrill BUMaralTh HEraitHoro BupimieHHs. OCHOBHUM
iHCTpyMeHTOM KpuMiHaibHOi foctuiii € KK Ykpainu. Ase Takox motpioHa po3poo-
Ka e()eKTUBHUX 3aCO0iB MPOTHAIl BUMHCHHIO IUX 3J0YMHIB, OCKUIBKUA OLIBIIICTH
HanpsMiB, y SKUX BYMHIOIOTBHCS 3JIOYMHU MpPOTH iHpoOpMaliiiHol Oe3reku, Tak i
3aJIMIIAI0TECS HEBPETYJILOBAHUMH.

KpuMiHanbHa 10CTUIs YKpaiHU NOKIMKaHa 3a0e3MedyBarH, Mopsi i3 iHIIHMH,
iHpopMalliitHy Oe3MeKy y CyCHiIbCTBI Ha AeKITbKOX piBHsAX. Tak, A. M. Ky3pMeHKO
BBaXKae, 1110 ICHY€E TPH piBHI 3a0e3Me4YeHHs iHpopMaliitHOT 6e3MeKn B CyCHijbCTBI,
JI0 SIKAX Halle)kaTh: OCOOMCTICHHMH piBeHb, KU BKIIOYaE (GopMyBaHHS B 0coOU
BIIACHOTO PAI[iOHANBFHOTO, KPUTHYHOTO MHCJIEHHS, sKE€ IOBHHHO Oa3yBaTHcs Ha
TIPUHIUIT CBOOOIU BUOOPY; 3araJbHOCYCIIJIBHUN PiBEHb, SKUH Tependadae Gop-
MYBaHHs SKICHOTO iH(QOpMaIiifHO-aHAITHYHOTO MPOCTOPY, TUIIOPaJi3M, Oararoka-
HaJIbHICTh OTpUMaHHA iH(opMallii, HezanexHi cuiibHi 3MI To1110; 3araabHOAEPKAB-
HUH piBeHb, IKUH mependadae 3araabHe iHGOpManiifHO-aHATITHIHE 3a0€3ICUCHHS
TUSUTBHOCTI JIEp)KaBHUX OpraHiB, iH(opmarliliHe 3a0e3neyeHHs] BHY TPIIIHBOT 1 30B-
HIIIHBOT OMITHKK Ha MDKICP)KaBHOMY PiBHI, CHCTeMa 3aXUCTy iH(opMallii 3 oOme-
KEHUM JOCTYIIOM, HpPOTHJis IpPaBOIOPYIIEHHSAM B iHdopMauiiHil cdepi,
koM rorepHuM 310unHam!0. I nust 3abe3nedenus iHpopmaniiHoi Ge3neKH Ha KOXK-
HOMY 3 IIUX PiBHIB KpUMiHaJIbHA IOCTHIIS TIOBUHHA 3aCTOCOBYBATH CIICIliaJIbHI 32C0-
6u. Bcei wi piBHI B3a€MOIOB’s13aHi 1 BIJICYTHICTh PeTyitOBaHHs iHpopMarliiHoi 0e3-
IIEKH Ha OJJHOMY 3yMOBIIOE ii Bi/ICYTHICTb 1 Ha 1HIIMX JBOX.

Ha Hamry aymKy, BCTaHOBJICHHS! KPUMiHAJIBHOT BiIIOBINAILHOCTI 32 Ps 37I09H-
HIB MPOTH iH(pOpMAIIIFHOT Oe3MeKH Mae HAMOUIbIIe 3HAYCHHS caMe IS 3arajibHO-
JIEP’KaBHOTO PiBHS, OCKUJIBKH MPHUTATHEHHS 0COOM JI0 KPUMIHAJILHOI BiZIIIOBIAaIb-
HOCTI 32 BUNHEHHS 3JI0YMHIB € 32CO00M JePIKaBHOTO MPUMYCY 1 OJIHUM 13 OCHOBHHX
KPUMIiHaJIbHO-TIPAaBOBHX 3ac00iB BIUIMBY KPHMIHAJIBHOI FOCTHIIT HA MEBHI SBUIIA,
30KpeMa, Juis 3abe3neyeHHs iHpopMalliiHoi Oe3neku. KpuminaiabHa BiOBiAab-
HICTB, 1, SIK HACJIIJIOK, IPU3HAYECHHS BIJIOBIIHOTO OKaPaHHS, BCTAHOBIIOETHCS Bil
IMeHI1 Jiep>KaBH, 4UM 3[iICHIOEThCS 3a0e3MeueHHs Oe3NekH y BCiX cdepax Ha piBHI
JIePKABHOTO PETYTIOBAHHS.

Ha ocobucricHomy piBHi iHopMaliiliHa 6e3meka GopMy€eThCsl 3aJIKHO Bijl 0CO-
oucricHuX sikocTeit ocobu. Ile 3ayexuTh Bill piBHS KyJAbTYpH 0COOHM, CTymeHs ii
IHTEJIEKTyaJbHOIO PO3BUTKY, BiJl PiBHS IpaBOCBiZoMOCTI Tomio. Ajxe cBobona
BHOOPY JIOIMHH 3aJISKUTh caMe BijJ IUX sxkocTeil. st 3a0e3nedeHHs iHpopMamiii-
HOT Oe3MeKH Ha IIbOMY PiBHI KpHMiHAIbHA FOCTHIIIS TOBUHHA BXXHBATH 3aXOJiB IS
MIHATTS MPABOBOI Ta 0COOMCTOI KYJIBTYpPH TPOMAJISH, 10 3a0€3MEYUTh JOTPUMAaH-
H NpunuciB y cdepi 3abe3neucHHs iHpopmaniiiHoi Oesneku. Ile mMoxyTs OyTu
iHdopMariifHi MOBiIOMICHHS y aymio-, BieodopMari 4u IpyKOBAHOMY BHITISAL, SKi
JIOBOTUTUMYTh JIO BijiomMa Jtozied, o0ir sikol iHdopmarii Ta BUKOPUCTAHHS SKHX
iHpopMalliitHuX pecypciB Ta iHQopMaLiHHUX TEXHOJIOTIH € IPAaBOMIPHUM, a KU —
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npotunpaBHUM. Kpim TOro, moBMHHA MPOBOAUTHCS poOOTa MO 3a0€3MEYCHHIO pa-
BOMIPHOTO JIOCTYIYy J10 iHpOpMaLiiiHUX pecypciB, 0o0ir SKUX He € OOMEXEHHM 1
notpeda y SKUX BHHHKAE Y JIOAWHH, IO CIIPUSITHME TOMY, IO 0C00a BiIMOBUTHCS
BiJl BHKOPUCTAHHS TPOTHIIPABHUX 3acO0IB JUIsi OTpUMaHHs Takoi iHdopmarrii.
KpuminasnbHa rOCTUIIS TOBUHHA 3a0€3MEYUTH 00I3HAHICTD JIFOIWHK HA OCOOMCTIC-
HOMY piBHI II0OZ0 NPUTATHEHHS J0 KPUMIHAJIBHOI BiJIOBIAaIbHOCTI 32 BUMHEHHS
MIEBHUX CYCIIJIBHO HeOE3IMEeUHHX JIisTHb, SIKi MOCATAIOTh Ha iH(hopMaliliHy Oe3meKy.

HaiicknaanimmM, Ha Hallly TyMKY, € 3a0e3MedeHHs iHpopMalliitHoT Oe3rneku Ha
cycnineHOMY piBHi. [To-niepiie, CKiIaqHOIII BUHUKAIOTH i3 (JOPMYBAaHHSIM SKICHOT'O
iHpopMaLiiHO-aHATITUYHOIO IPOCTOPY. AJDKE B YMOBAaX CTPIMKOIO PO3BUTKY
HOBITHIX iHPOPMAaLIITHUX TEXHOJOTIH BaYKKO KOHTPOIIOBATH 00ir iH(popMarii B cyc-
MJIBCTBI 1 320€3MEeUUTH BiICYTHICTD ISl BUTBHOTO JAOCTYMy iH(pOpMAaIlii 00MEXeHO-
IO piBHA JOCTYITHOCTI 1 3a00poHeHo1 3akoHOM iHdopmarii. [{e crocyeTbes nepeny-
cim Takoi iHdopmanii y cBiToBiil Mepexi Internet. B Ykpaini noci He BupoOneHo
SIKICHUX TIPOTpaM, sKi 0 3a0e3nedyBain OiTbII-MEHII SKICHUH 3aXUCT KOHTEHTY BiJI
LIKIJTUBOT 1 3a00poHEeHO0T 3akoHOM iH(popMartii. Hal61bI He3axXHILEHO KaTeropi-
€10 Y CYCHUIBCTBI BiJl BIUIMBY TaKoi iHOpMAIIiT 3aJIMIIAI0THCS HEMOBHOJIITHI.

Jpyroto mpo6ieMoro y yacTuHi 3abe3neueHHs iHdopmMariiinoi 6e3nexu Ha cyc-
MIFHOMY PiBHI € 3a0e3MevYeHHs HasBHOCTI CHIIbHUX HesanexHux 3MI. Sk mpaBu-
110, 3MI 3a5eXHO BiJl MPUXUIBHOCTEH X BIIACHUKA, HAJIAIOTh iH(GOPMAIIIIO yriepe-
JKEHO, 1110 CTBOPIOE 3arpo3y HEBiMOBITHOCTI Takol iHdopmalii xificHocTi (T Hemoc-
TOBIPHOCTI), YUM MOPYILYETHCS NPABO JIIOJUHU HA OTPUMAHHA JJOCTOBIpHOI iH(DOP-
Marii. Takox 3a gormomoroo 3MI cTBOPIOETECS 3arpo3a MaHIITYIIIOBAHHS CYCIILIb-
HOIO CBIJIOMICTIO, [0 TAKOXK € HEMPUITYCTHMUM.

J1o OCHOBHHX 3arpo3, sKi iCHyrTh y cdepi iHpopMarliitHoi Oe3neKH, BiTHOCATh
TaKi: HAMaraHHs MaHIIyJIIOBAaTH CYCIIBHOO CBIIOMICTIO, 30KpeMa, HIISXOM IMOIIH-
PEeHHsI HeJIOCTOBIpHOI, HeoBHOI abo yrnepemkenoi iHdopmauiill. o iHmmx BUAIB
3arpo3 OKpeMi aBTOPH BiJTHOCATH: «IPOSIBH 0OMEKEHHS CBOOOIM CIIOBA Ta JOCTYITY
rpoMajisH o iH(popMmallii; TOomUpeHHs 3aco0aMu MacoBoi iH(OPMAIl KyJabTy
HaCWJIbCTBA, )KOPCTOKOCTI, OpHOrpadii; KoM’ I0TepHA 3I0YMHHICTb Ta KOMII I0Tep-
HUI TEPOPU3M; PO3TOJIOMIECHH iH(pOpMaIlii, IKa CTAHOBHUTH JIEPXKABHY TAEMHHIIIO, &
TakoX KOH(DIieHiHHOT iH(opMallii, 10 € BIACHICTIO Jep)KaBU a0d0 CIpsAMOBaHA Ha
3a0e3meucHdss MoTped Ta HAl[iOHAILHUX IHTEPECIiB CyCIIbCTBA 1 JepiKaBu»!2,
Takox INeperik TaKUX 3arpo3 BH3HAUeHO y 3akoHi Ykpainu «IIpo ocHOBM Hario-
HAIBHOI Oe3meKm»!3.

Oco0nMBO aKTyaJbHUM Hapasi € Taka 3arposa iHpopMalliiiHiid Oe3merr, Sk Tak
3BaHa iHQopMalliiiHa BiifHa. [H(popMmaliiiHi BiliHM, HE3BaXKalO4M HA BIaBaHy HEBe-
UKy Oe3meKky, MaloTh IiABUIEHUI piBeHb cycHinbHOI Hebe3neuHocTi. IToTpiOHO
BPaxOBYBaTH IIPU IbOMY, IO «iH(pOpMaliiiHa BiiiHA BUKOPHCTOBYE IIEPEBark TEXHO-
JIOTIYHHUX YIOCKOHAJICHb. ... 30POEI0 B IIbOMY HAMPSAMI € IPUCTPOT Ta TEXHOJIOT1, AKi
BUKOPHCTOBYIOTHCS ISl LIMPOKOMACIITaOHOTO, IIJIECIIPSIMOBAHOTO, HMIBUAKOTO Ta
TAEMHOTO BIUIMBY Ha LMBIIbHI Ta BiiCbKOBI iHpOpMaLiiHi cHCTEMH cymepHUKa» 14,

Takum 9MHOM, Y MeXKaX BHUPIIICHHS JaHOTO MUTAaHHS Iepel OpraHaMu Kpumi-
HAJIBHOT IOCTHIIIT TOCTAa€E MpobiieMa SIK y 3aCTOCYBaHHI BXKE ICHYIOUHX 3aC00iB, TaK i
BUPOOJIGHHS HOBHMX METOJNIB MPOTHII Ta 3amo0iraHHs CyCHUIBHO HEOE3MEeYHHUM
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BIUIMBaM y cdepi iHopmariiiHoi 6e3neku Ykpainu. ToMy, 3 METOIO SIKOMOTa OiJIbIIl
e(eKTHUBHOTO BHpIIEHHsS IMX 3aBJaHb, MAIOTh OyTH HacamIiepes BU3HAYCHI LI
TaKol JisUTbHOCTI, OCHOBHI ()OPMU 1 METOAN AOCATHEHHS TAKHUX LICH, 110 TOBUHHO
peaitizyBaTHCs Yy MeXax JisUIbHOCTI OpraHiB JEp:KaBHOI BIIaJH, 30KpeMa OpraHiB
KpUMiHanbHOT rocTuilii. [le moBHHHO BinOyBaTucs B yMOBax BCEOIYHOTO i ITHMOOKO-
r0O aHaJIi3y COLiaJIbHO-eKOHOMIYHOT0, IOJIITUYHOTO, KYJIBTYPHOTO PiBHIB PO3BUTKY
Cy4acHOI JiepKaBH, CYCIIUJIbCTBA 1 OKPEMHX 0Ci0, a TAKOXK AETATLHOTO BUPAaXyBaHHS
HACJIIJIKIB TaKOl JIisUIHOCTI 3aJIeKHO BiJl 00paHOro BapiaHTa 3abe3mnedeHHs iHpop-
MarliiiHol Oe3MNeKu y Tii uM iHIIIH cepi KUTTEAISIIBHOCTI BIAMOBIIHO 10 TOTO, Ha
SKOMY DPiBHI 3[1iICHIOBaTUMEThCSI TaKa NisUIbHICTb. I, OcKkinbku iHpopManiiina 6e3-
IeKa — [e 0CcoONMBa MPaBOOXOPOHIOBAHA Taly3b, OPraHU KPHMIHAJIBHOI FOCTHIIT
TIpH BUPOOJICHHI 3aX0/1iB 3a0e3MeueHHs Takoi Oe3MeKH, MOBHHHI 3amy4daTu (axiBIliB
i3 1HIIMX Tajdy3ed (TEeXHIYHMX, EKOHOMIYHUX, COL[aIbHUX, I'YMaHITapHUX TOILO).
Jlvme ix cniBmpans 3a0e3neduTh BUPOOICHHS e(EeKTUBHUX 1 akTyallbHUX 3ac00iB
3abe3nedeHHs iHpopMaliiHo1 Oe3neku B YKpaiHi.
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Landina A.V. Actual Problems of Security of Information Safety by Facilities of
Criminal Justice in Ukraine

The article is devoted to specific aspects of information security criminal law means. Most
in this direction falls on the criminal law. Information security should be provided in the
course of activity of bodies of criminal justice.

One of the problematic issues of the researched issues is the question of determining the
circle of socially dangerous acts that infringe on the security of information, and their simi-
larities that unite them into one group of offenses. Also, you need to determine the main direc-
tions of activities of criminal justice in terms of ensuring information security in Ukraine at
all levels, given the presence of norms of the criminal code of Ukraine, which establish crim-
inal liability for crimes against information security.

1t is established that crimes against information security located in different sections of
the Special part of criminal code of Ukraine, but have common features of all elements of the
offense that united them into a separate group. All crimes against information security under
the criminal code of Ukraine, are United by a number of common features which distinguish
them from the totality of crimes: despite the fact that all these crimes are located in various
chapters of the Special part of criminal code of Ukraine, which determines their ancestral
object, they has as its direct object (primary or secondary mandatory) procedure for ensuring
information security in the sphere of circulation of information in society the use of informa-
tion resources and information technology. Whereas crimes against information security is
always associated with the violation of traffic specific information, all they should be consid-
ered as subject crimes because such information is perceived by the human senses and/or is
fixed with special technical means. Therefore, in the classification of these crimes by the pre-
liminary investigation bodies must set their subject, as the subject acquires the status of a
mandatory feature of the object of crimes against information security. The subject of crimes
against information security determines a type of the perpetrator. Common features for sub-
Jects of crimes against information security are those that are defined in article 18 of the crim-
inal code of Ukraine: sanity, sign of phisically, the age of criminal responsibility and com-
mitting a crime under the criminal code of Ukraine. No other common signs of constituent
entities of the type of crime can't be determined. Crucial in establishing the subject of the
crimes encroaching on information security, is the subject of such crimes. The objective side
of crimes against information security is always characterized by action. The subjective side
of crimes against information security is characterized by fault in the form of intent.

Defined the main threats that pose a risk to information society, which requires the devel-
opment of effective means of their prevention. The main threats that exist in the field of infor-
mation security include the following: attempts to manipulate public consciousness, in par-
ticular through the dissemination of inaccurate, incomplete or biased information. To other
types of threats some authors include: manifestations of curtailment of freedom of speech and
access of citizens to information; dissemination by media of the cult of violence, cruelty,
pornography, computer crime and computer terrorvism; disclosure of information which con-
stitutes a state secret, and confidential information which are the property of the state or
aimed to meet the needs and national interests of society and the state. Especially relevant
now the threat of information security is a so-called “information war”.
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In the framework the solution of this question before the organs of criminal justice, the
problem arises as to the application of existing tools and the development of new methods of
counteraction and prevention of socially dangerous actions in the field of information securi-
ty of Ukraine. Because information security is a special pravoohraniteli industry, the criminal
Justice authorities in the development of measures to ensure such security, is expected to
attract specialists from other areas (technical, economic, social, humanitarian, etc.). Only
their cooperation will ensure the development of effective and relevant means of ensuring
information security in Ukraine.

Key words: information security, criminal justice, crimes against information security,
object of crime, item of crime, subject of crime, the source of the threat, information warfare.



