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CUCTEMA ENEKTPOHHUX MITATEXIB
AK OB’EKT 3TOYNHHOIO NMOCArAHHA

Cmamms npucesuena npoonemi GU3HAYEHHs NOHAMMS CUCTEMU eleKMPOHHUX niame-
J1Ci6 AK 00 °'€Kkma, Ha AKUL CNPAMOBYEMbCA KPUMIHATbHE NPABONOPYULEHHS. 3anponoH08aHO
ymouneHe GU3HAYEHHS 3d2aNbHOIOPUOUYHO20 NOHAMMS CUCEMU eNeKMPOHHUX NAAMedCs.
Ha tio20 ocnoei 6cmanosneno, wo cucmema eiekmpoHHUX NAAmedicie K 06 €Km 310YUHHO20
nocsA2ansl — ye 6pe2yibO8aHUll HOPMAMU NPABA NOPSIOOK CYCRINLHUX 8IOHOCUH W00 nepekasy
2POUIOBUX KOWIMIG MIJIC YYACHUKAMU NAAMINCHOT cucmemu 3a 00NOMOo20i0 0CoOIU020 Nia-
MIJCHO20 MEXAHIZMY, AKULL € CYKYRHICMIO CROCODI8, IHCMPYMEeHmi6, Memoois, Wo 0arms 3MOo-
2y 30MCHIOBAMU PO3PAXYHKU, GUUHIOBAHT 3 MEMOIO eeKMUBHO20 i be3neuHo2o nepemiuyens
KOWIMIig 8i0 NiIamHuKa 00 Ompumysada y 4aci i y npocmopi ma pe2nameHmosani cneyiaibHum
3AKOHOM MaA NAGMINCHUMU NPAGULAMU, Peani3VIOmbCsi HA NIOCMABE 002080pY, NPOMU K020
CNpAMOBaHe 3104UHHE NOCALAHHA.

Knrouosi cnosa: cucmema enekmpoHHUX NIamedicie, NAAMIdicHa cucmema, oo’ ekm 310-
YUHHO20 NOCASAHMS, eIeKMPOHHI 2POULi, NIAMINCHI 3ACOOU.

Bacunenko A. B. Cuctema 3/IeKTPOHHBIX IJIaTexkell KaK 00bEeKT NMpecTyNmHOro Mmo-
cAraTeJbCTBa

Cmambs nocesujena npobneme onpedenenus NOHAMUSL CUCEMbl DNEeKMPOHHLIX niame-
Jrcell Kak 00beKma, Ha KOMOpbIll HANPAGIsiemcs y2onogHoe npecniynienue. Ilpednosceno
ymouHenHoe onpeoeneHue 00ueopuouteckux NOHAmue CUCmemsl 2AeKMPOHHbIX NAAmedicell.
Ha ezo ocnose ycmanosneno, 4umo cucmema 21eKmpoHHbIX naamedicell Kax 00bekm npecmyn-
HO20 NOCAAMENbCmBa - MO YPeyiupoSaHHblll. HOpMAMU npagd nopsaooK 0O ecmeeHHbIX
OMHOWEHUT NO NEPeBOOY OEHENICHBIX CPEOCME MeNCOY VHACMHUKAMU NIAMENCHOU CUCTEMbl
€ NOMOWBIO 0CO0020 NAAMENCHO20 MEXAHUIMA, KOMOPblll npeocmagisiem cobou co8oKyn-
HOCMb CNOCO008, UHCIMPYMEHIMOB, MEMOO08, NO3GONAIOWUX OCYIeCBIAMb PACUEMbL, CO8Ep-
waemvle ¢ yenvio IPhexmusHozo u 6e30nacHo20 nepemewyenus cpedcme on NAAmenbyuKa K
noyyamenio 60 6peMeHU U 8 NPOCMPAHCMEE U PeAMEHMUPOBAHbI CNeYUATbHBIM 3AKOHOM U
NIAMENCHBIMU NPABUILAM, PEATUZYIOMCA HA OCHOBAHUU 002080DA, NPOMUB KOMOPO20 HANPAB-
JIeHO npecmynHoe nocA2amenbCmeo.

Knrwouegvie cnosa: cucmema sneKmpoHHbIX naamedicell, NIAMeEXCHA cucmemd, o0bexm
NPecnynHo2o nOCA2amenbCmed, JAeKmpoHHble OeHb2U, NIAMENCHbIe CPeOCMEd.
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Vasylenko Oleksandr. Electronic payment system as an object of criminal encroachment

The article is devoted to the problem of defining the concept of electronic payment system
as an object to which a criminal offense is directed. A revised definition of the general legal
concept of electronic payment system was proposed. Based on it, it was established that the
system of electronic payments as an object of criminal encroachment — is regulated by law
the order of public relations for transfers of funds between participants in the payment system
through a special payment mechanism, which is a set of methods, tools, methods to settlements,
made for the purpose of efficient and safe transfer of funds from the payer to the payee in time
and space and regulated by a special law and payment rules, are implemented on the basis of
the contract, against which the criminal encroachment is directed.

Key words: electronic payment system, payment system, object of criminal encroachment,
electronic money, means of payment.

Beryn. CrpiMkuil po3BUTOK iH(pOpMaLifHUX TEXHOJIOTIH 1 HOBITHIX 3aC00iB Ie-
penadi pi3HOMaHITHOT iH(opMaLii 3yMOBHB JOKOPIHHI 3MiHU IPAKTHUYHO Yy BCIX cde-
pax cycrniipHOro *uTTs. Lle, CBO€r0 uepror, HeMHUHYYE MPU3BEIIO 0 301IbIICHHS
KUTBKOCTI MpaBonopyiieHs y cdepi obiry indopmarii.

OIIHUM i3 HOBOBBE/ICHb CTAJIO CTBOPEHHS 1 PO3BUTOK CHCTEMH EJICKTPOHHHX ILIa-
TEXIB, SIKa Hapa3i MII[HO BBIHIIUIA Y EKOHOMIYHE JKUTTS HAILIOI JIep)KaBH. 3a OCTaHHI
POKH KiJIbKICTh TUIATIKHUX OTEpallii, Kl 31iHCHIOIOTHCS 32 IOTIOMOTO0 €JIEKTPOHHUX
IUTATDKHUX CHUCTEM, CTPIMKO 3pOCiia, a OIHHUM i3 HAIPsIMIB JEep>KaBHOI €KOHOMIUHOL
HOJITHKY € YIOCKOHAJICHHs (DYHKI[IOHYBAaHHS TaKol CHCTEMH Ta Horo BceOiuHe 3a0e3-
nieyeHHs. JIifiCHO, CHCTEMH TUIATEXKIB y €JIeKTPOHHOMY (opMaTi MaKCHMAJILHO CIPO-
LIyIOTh yci (iHaHCOBI omepaiii y cdepi KymiBIi-mpogaxKy Ta CHPHUSIOTH IIBHIKOMY
311iCHEHHIO (HiHAHCOBO-EKOHOMIYHHX YTOI, 10 PO3BHBAE EJIIEKTPOHHY KOMEPLIIIO.

HesBaxkaroun Ha cTabiibHE 3pOCTaHHS OOCATIB E€JICKTPOHHUX IUIATEXKIB 1 ce-
pen Qi3udHuX, i cepell PUANIHHUX 0Ci0, 3aTHIIAETHCS HEBUPIICHUM 1 AN P
po0ieM, 3-IIOMIX IKUX MepelyciM HelloBipa 3HauHO1 KUIBKOCTI (pi3UIHUX 1 HAaBITh
IOPUIUYHAX OCi0 10 OCHOBHOTO IUIATKHOTO 3ac00y eIeKTPOHHOT KOMEpIIii — eleK-
TPOHHUX Tporured. | xoua 3axonu OE3MeKH y UX CHCTEMaX MOCTaTHbO e(EeKTUBHI,
OJTHUM 13 TepUIOYEProBHX 3aB/IaHb € 3a0e3rneueHHs 0e3MeKn eNEKTPOHHUX TIaTikK-
HUX Omepauiii 3 60Ky Jep:KaBy Ha 3aKOHOAABYOMY PiBHI Ta BUPOOICHHS e()EKTHB-
HUX 3ac00iB 0OpOTHOM Ta 3amOOiraHHs 3JIOYMHHOCTI y Wil cdepi. 3okpema, Hail-
OinbI HeOe3MeYHNMH KPUMIHAJIBHUMH IPABOMOPYIIEHHSMH, IO MOCSTaloTh Ha
HOPSIIOK 371MCHEHHS €IeKTPOHHUX IUIATEeXiB 1 HopManbHe (QYHKIIOHYBaHHS CHC-
TEMH TaKUX IUIATEXIB, € MAXPalCTBO, BANHEHE y BEJIHKHUX PO3Mipax, a0 IUIIXOM
HE3aKOHHHUX OMepaliii 3 BUKOPUCTAHHIM EJICKTPOHHO-OOUYHCIIOBAILHOT TEXHIKH
(4.3 c1.190 KK VYkpainn), He3akoHHI Ai{ 3 TOKyMEHTaMH Ha IepeKas, IUaTiKHUMU
KapTKaMH Ta IHITMMU 3ac00aMU JOCTYIy 10 OaHKiBCHKMX pPaXyHKiB, EIEKTPOHHUMU
rpomuma, obnagHaHHsIM ais ix BurotoBineHHs (ct.200 KK VYkpaiuu), HecaHKIIi-
OHOBaHE BTPYYaHHS B pOOOTYy €JICKTPOHHO-OOYHCITIOBAILHUX MAIIUH (KOMI IOTe-
piB), aBTOMATH30BaHUX CHCTEM, KOMIT FOTEPHUX MEPEK YU MEPEX CICKTPO3B’ 3Ky
(ct.361 KK Vkpainu), HecaHKIiOHOBaHi ii 3 iH(popMaIlli€to, sika 00poOIIOEThCS B
€JIEKTPOHHO-00YHCITIOBATIBHUX MallIHaX (KOMII I0Tepax), aBTOMaTU30BaHUX CHCTE-
Max, KOMII'IOTepHUX Mepexax abo 30epiraeTbcs Ha HOCISIX Takoi iHdopManii, BUu-
HEHi 0c00010, sika Mae IpaBo Joctymy a0 Hel (cT. 362 KK Ykpainu).

HaiiGinbin cyBopum 3acobom 3abe3neueHHst Oe3neku y Oyap-sKiit cdepi, y Tomy
4yucii y cdepi 3miHCHEHHsI eICKTPOHHUX IIJIATEXKIB, € KPUMIiHAILHO-TIPABOBI 3ac00H,
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IO BUMAarae BUPOOJICHH Ji€BUX €(PEKTUBHUX HOPM, SIKi BCTAHOBIIOBATHMYThH KpH-
MiHaJbHY BiJIOBIJAJIBHICTh 32 BUMHECHHS 3JIOUMHIB y CUCTEMI €JICKTPOHHHUX ILIa-
TEXIB, a TAKOXK YOCKOHAJICHHSI HOPM, fIKi B)XKe NepeadadyaioTh BiIOBiAaIbHICTD 32
KpHUMiHABHI IPaBONOPYIIEHHS Y Wil cdepi.

Ornsp aireparypu. [lana npoGlieMaTHKa y FOPHIUYHIN HAyIll, 30KpeMa Y KpuMi-
HAJILHOMY NPaBi, € BITHOCHO HOBOIO, OCKIJIbKH JIUIIIE 3aBSIKH Cy4aCHUM TEXHOJIOTISIM
Ta TEXHOJIOTIYHHM PO3pOOKaM BHHWKIA i HaOylna pO3BUTKY CHCTEMa eJIEKTPOHHHX
IUIATeXIB. AJle, He3BaKAIOUH HA Iie, LIS IPOOIeMaTHKa CTaja MPEeAMETOM JOCIiKEeH-
Hs y cdepl ekoHOMIKH Ta (piHAHCIB y MpalsiX TaKux aBTopiB, sk JI. A. ABpaMuyk,
C.B.Boposmosa, C.B.T'epacumosa, O. B. Edppemkina, A. M. Hosuibkuii, B. M. Coxyib-
cpkuid, 1. O. TpyOiH Ta iH.

IOpunnyHi acneKT peryinoBaHHs BIJHOCHH Y CHCTEM €JICKTPOHHHX TUIATEKIB,
30KpeMa i KpUMiHaJIbHO-TIPABOBI aCTIEKTH, € MEHII JIOCITiJUKEHUMH, X04a Psiji aBTOPiB
3aiiMaIucs NpoOIeMaTHKO0 OPUANYHUX aCIEKTiB y cepi eIeKTPOHHUX IIaTHKHUX
cucrem: O.1. brownin, O.€. buuea, H. Oninaep, O.0. Conogiioa Ta iH.

Arne TepeBaKHa OUIBIIICTh MUTaHb SK IOPUIUYHOTO BH3HAYCHHS OKPEMHX ac-
TCKTIB 3/[iHCHEHHS! CIICKTPOHHUX IUIATEKIB, BUSHAYCHHS Py TEPMIHIB y Liii cepi,
TaK 1 KpEMIHAJIBHOI BiIIOBIIANTBEHOCTI 3 3JI0YMHH Y JaHii cdepi 3aInumaroThCs Bia-
KPHUTHMH, [0 CTBOPIOE YCKIATHEHHS i/l 4ac MPAaKTHYHOTO BUKOPUCTAHHS CHCTEMH
€JICKTPOHHHUX IUIATEKIB.

IlocTanoBka mpodjeMu AocTimkeHHA. UMHHE KpUMIHAJIBHE 3aKOHOJIABCTBO
MICTHUTh OKpeMi HOpMH, sIKi 3aTHI 3a0e3neunTr Oe3MeKy eeKTPOHHOT IJIaTiXKHOT CHC-
temu (4.3 ct. 190, c¢1.200, c1.361, c1.362). AJie HEAOCTaTHS TOCIIHKEHICTh OKPEMHX
TEOPETUYHUX ACIHEKTiB KPUMIiHAIBHOI BiANOBINANBHOCTI 3a L€l BUJ KPUMiHAJIBLHUX
MPaBOMOPYIIEHh 3HAYHO 3HIDKYE e()EKTHBHICTh KPHMiHAIBHO-TIPABOI OXOPOHH Ja-
HOi cepu KUTTEMIsIBHOCTI. OMHUM 13 TaKMX ACIEKTIB € TeOpeTUYHA HEeBU3HAYC-
HICTb 00’ €KTY, SIKUH ITiINafa€e MiJ OXOPOHY KPHMiHAIBbHOTO 3aKOHOIABCTBA. 30KpeMa,
HIeThCs PO BIICYTHICTh TEOPETHYHOTO BU3HAYCHHS CHCTEMH €IEKTPOHHUX IUIATEXKIB
3 TOUKH 30py 00’€KTa, IKUA TIOCTABJICHHUH ITiJ] OXOPOHY KPHMIHAIBHOTO 3aKOHY.

MeTta Ta 3aBIaHHS JOCJTITKeHHs. 3a3HauCHE, a TAaKOK BaXKIHMBICTH HOCIIi-
JDKYBaHOI IpoOIEeMaTUKH Ta HEOOXiMHICTh MiABUILEHHS €(EKTUBHOCTI UYHUHHOIO
KpuminanpHOTO KOZEKCY YKpaiHH 3yMOBJIIOIOTH METY NaHOTO JOCITIDKEHHS, sKa
MOJISITAE Y BU3HAYCHHI MTOHATTS CUCTEMH €JICKTPOHHHX IUIATEXIB K 00’ €KTa KpUMi-
HaJIbHO-IIPAaBOBO1 OXOPOHH. J{J1s1 JOCATHEHH 11i€1 METH HEOOXiTHUM € Y0CKOHAIEH-
HsI BU3HAUCHHS MOHATTS CHCTEMH eJICKTPOHHUX IUIATeXiB (eIeKTPOHHOI IIaTiXHOT
CHUCTEMH) 3 TOUKHU 30pY TEOpii KPUMIHAILHOTO ITPaBa.

Buxiiag ocHoBHOro marepiaiy. KpuMiHaiabHi NpaBONOpYyLICHHS, SIKI BUMHS-
I0TBCS B CHCTEMI 3MiHiCHCHHS eJICKTPOHHHUX IUIATEXIB, HAJICXKATh 10 SKICHO HOBOTO
BUIy KOPUCIIMBOI 3JI0YMHHOCTI Y OaHKIBCHKii cepi, sika 6e3rmocepeiHb0 OB’ a3aHa
3 MOJICpHI3alli€l0 CKOHOMIYHUX BIJHOCHH Yy CYCHIILCTBi. BOHU OXOMuto0Th chepy
€KOHOMIYHHUX 1HTEepEeCiB AePHKaBU B LIJIOMY, OKPEMUX IOPUIMIHUX 0Ci0, 1110 3AiHCHIO-
10T Pi3HI BHIM MiANPHEMHHIBKOI Ta €KOHOMIYHOI AISUTTBHOCTI, a TaKOX OKPEMHX
¢bi3ndHuX 0Ci0, IKI BHKOPUCTOBYIOTh CIICKTPOHHY IUIATKHY CHCTEMY Y BIACHUX MPHU-
BaTHHX iHTepecax. A TOMY, OCKIIbKU BKa3aHi 3JI04MHU HE € OMHOPIAHUMU 1 3a4ilIatoTh
Ppi3HOpiBHEBI €KOHOMIUHI iHTEpecH, BUHUKAE OTpeba y BUPOOIEHH] yHIBEpCAIbHOL
KPHMiHAIFHO-IIPABOBOI TEPMIHOJIOTIi 3 METOIO yIOCKOHAIEHHSI HOPMAaTHBHO-TIPaBO-
BOT 0a3u, sika perfiaMeHTy€e BiTHOCHHHU y cepi 3MiHCHEHHS eJIeKTPOHHUX ILIATEXKIB.
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KpiM TOro, OCKITbKH HAETHCS MPO TaKy CUCTEMY IUIATEXIB, SIK €IEKTPOHHA, TO I
3JI0YMHU TOPYUIYIOTH 1 IEBHUI MOPAAOK y chepi iHpopMmariiiiHoi Oe3neku — ToOTo
Oesmexa 31iHCHEHHS €IEKTPOHHUX IUIATeXiB, Oe3neka (yHKLIIOHYBAaHHS CHUCTEMH
eNIEKTPOHHUX ILIATEXKIB € CKIIAJOBOIO iH(OpMaIiifHOT Oe3neKH.

Jns BU3HAUSHHS TOHSTTS CHCTEMH €JIEKTPOHHUX IUIATEXIB 3 TOYKH 30Dy FOPH-
CHpYHeHIi, 30kpeMa i K 00’€KTa KPUMiHaJIbHO-IIPABOBOI OXOPOHH, HEOOXiJHO
CIIepIly BCTAaHOBUTHU CaMy CYTHICTb IOHSTTS €JIEKTPOHHOI IUTATIXHOI CUCTEMH SIK
€KOHOMIKo-(hiHaHCOBOTO TepMiHa. Take MOHATTS HAJACTh MOXJIMBICTH BU3HAYHATH
HaMOIIBII CyTTEBI 03HAKH JAHOTO MOHSTTS.

B3arani Oynp-fika IUIaTiXHA cUCTeMa — L€ Halip IUIATDKHUX IHCTPYMEHTIB,
0aHKIBCBKUX TPOLEIYD i, K MPaBUIO, MDKOAHKIBCHKAX CHCTEM IepeKa3y KOIITIB,
MOEJIHAHHS SKUX 3a0e3Meuye TPOIIOBHIA O0IT Pa3oM 3 IHCTHTYLIHHUMHU Ta OpraHi-
3alifHUMK TIPaBUIIAMH Ta MPOLEAyPaMH, IO PErIAMEHTYIOTh BUKOPHCTAHHS LIUX
iHCTpyMeHTIB Ta MexaHi3MmiB'. | Oyap-sika 3 TAKMX IUIATDKHUX CHCTEM, BKITIOYAIOUH i
€JICKTPOHHY, TOBUHHA BKJIFOYATH MEBHI CAMOCTIHHI MiZCUCTEMH, K QYHKIIOHYIOTh
KOXKHa OKPEMO, aJIe Y3TO/KCHO 13 IHIIUMH y OKpeMiit cucteMi. Jo Takux ImicucremM
HAJIeXKaTh: CUCTEMH «KJIIEHT — OaHK»; BHYTPIIIHbOOAHKIBCHKI IUIATIXHI CUCTEMU;
CUCTEMH MiXKOaHKIBCBKHMX PO3PaxXyHKiB; CHCTEMH MaCOBHX IIIaTEXkiB2,

CTBOpEHHSI CHUCTEMH €NIeKTPOHHMX IUIATeKiB 3yMOBWJIO BHHHKHEHHS Takoro CIie-
1ugivHOrO 3ac00y OIUIAaTH, SIK EJIEKTPOHHI TPOL, Ta PO3BUTOK EJIEKTPOHHOI KOMEPIIii,
OCKUTBKH Ii (hiHAHCOBI HOBAIi{ BIMAraJy sIKiCHO HOBOTO ITiIXO/Ty JIO BPETYJIIOBaHHS i CHC-
TeMaTH3allii BITHOCHH, sIKi TIOYAJIH PO3BUBATUCS Y CYCIILILCTBI (TIPHIOMY JOBOJTI IIBUIKH-
MH TeMnamu). Takium 4HHOM OYJI0 YTBOPEHO CUCTEMY €JICKTPOHHHUX TPOIIEH — CYKYITHICTh
CYCNUIBHUX BiTHOCHH, III0 BUHUKAIOTh MK IUIATDKHUMH OpraHi3aiisiMi, OaHKaMU-eMi-
TEHTaMH, YIaCHUKaMH IUIATDKHOI CHCTEMH TMPH 3IIACHEHHI PO3paxyHKOBHX OITepariii
3 BUKOPHUCTAHHSAM eJIEKTPOHHMX rporeir’. CaMe cucTeMa eleKTPOHHHX TPOIIei € oc-
HOBOIO €JIEKTPOHHOI IJIATDKHOI CHCTeMH, 00 OCTaHHI (PYHKIIOHYIOTh HAa OCHOBI €JIEK-
TPOHHOTO TPOLIOBOrO 006iry*. EiekTpoHHi rporioBi 3acobu (eIeKTpoHHI rpomi) — 1ie,
10 CyTi, IM(POBHUIA EKBIBAJICHT TOTIBKOBHX I'POILICH, sKi 3a(hiKCOBaHI HA EIEKTPOHHOMY
MPUCTPOI U1 Ha BiJiajieHOMY cepBepi i 30epiraloThesl Ha ClielianbHUX HOCIIX (KpeauTHI
KapTKH, JIEKTPOHHI raMaH1li Toio). EnekTpoHHi Ipolosi 3acobu i Ipoliosi 3acobu Ha
0aHKIBCHKHX PaxyHKaX BTLTIOIOTH y COOI OJHOPIIHI 32 CBOEIO CYTHICTIO 30008’ I3aIbHi
BUMOTH KJIi€HTA Ta KPSAUTHOI OpraHizaliii: ToOTo JaBHO BIZIOMHIA «pO3paxyHKOBHIi pa-
XYHOK» Ta BIJIHOCHO HOBHIA 3aCi0 «EJIEKTPOHHUH raMaHelby, 10 CyTi, SIBJISIOTH COO0I0
pi3Hi criocoOH 30epiraHHs Ta BUKOPUCTAHHS OE3TrOTIBKOBHX IPOILEH.

BuzHaueHHS MOHATTS €JIeKTPOHHOI IUIAaTHKHOI CHCTEMH (CHCTEMH €JIEKTPOHHUX
IUTAaTEeXKIB), Ha Xajb, He HaOyJI0 HAJEXKHOTO PO3BUTKY Hi B (piHAHCOBO-€KOHOMIUHIH
ctepi, HI y FOpUCTIPYICHLII, a TI BU3HAUEHHS, 10 ICHYIOTh, HE € YITKMMHU Ta TaKH-
MU, II0 MICTSTh MEePeIiK CyTTEBUX O3HAK TaKHX CHUcTeM. EJeKTpoHHa IuiaTiHa CH-
CcTeMa BU3HAYAEThCS K CUCTEMH, TIPU3HAYCHI IS 3IHCHEHHS IIaTKHUX Olepartiit
y InTepHeri’. Binbll KOHKpPETH30BaHE MOHATTS MIPONOHYETHCS y IHIINX JDKEepenax:
€JICKTPOHHA IIJIaTKHA CUCTEMa — I1€ CHCTeMa PO3paxyHKiB MiXK Pi3HHUMH OpraHizaifi-
siMu Ta [HTepHET-KOpUCTYyBaYaMH TIPH KyMiBJi a00 Mpoaaxy Oyab-IKOro TOBapy 4u
nociyr uepe3 IHTepHeT; e 3py4yHuii crocid po3paxyHKiB A IOPUANYHUX 1 Gi3uy-
HHX 0Ci0 npu 3aifiCHeHH] orIaTh Oy/Ib-SKUX HOCITyT 1 ToBapis®.

Yirkilie BH3HAYEHO TMOHSTTS CHCTEMH CJICKTPOHHHUX IUIATEXKIB SK BIACHOCTI
Hario-nHanpHoro 6anky YkpaiHu: 3arajbHOJIEpKaBHa IUIATIXHA CHCTEMa, 1110 3a0e3-
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reyye 3iHCHEHHs pO3paxyHKiB Mi>k OaHKIBCBKMMH YCTaHOBAaMH, OpraHaMH JIePKaB-
HOTO Ka3HaueicTBa Ha TEPUTOPii YKpaiHH i3 3aCTOCYBaHHSIM CJIEKTPOHHUX 3aC00iB
npuiMaHHs, 00pOOJIeHHS, IIepeaBaHHs Ta 3aXUCTy iH(popmarliii’. Xoya HaBiTh Take
pO3LIMpeHe TIYMa4eHHsI He MICTUTP YCiX CYTTEBHX O3HAK CJICKTPOHHUX TUIATIKHUX
CHCTEM, a TOMY HE Ja€ MOBHOTO YSBICHHS IPO CYTHICTh JaHOTO SBUIIA.

SIk 3a3HAYAETHCS Y ACSKHUX JIOCIHIKEHHSX, 10 O3HAK CUCTEMH IUIATEXKIB Y IIi-
JIOMY BiJHOCSTB TaKi: 0COOIMBICTb Ii Cy0’€KTHOro ckiany (IUIaTHUK 1 OTpUMYBad,
HAaI[lOHAJIbHI, 3apyOiKHI Ta MKHApPOJHI OAHKIBCHKI YCTAHOBH); HASBHICTH CYKYII-
HOCTI B3a€MOIIOB’I3aHUX BIHOCHH MK YYaCHHKAMH IUIATI)KHOI CHUCTEMH 3 TPHBO-
Iy TIepeKa3y TPOIIOBUX KOIUTiB; 0COOIUBOCTI IUIATINHOIO MEXaHi3My — CYKYITHICTh
CHoco0iB, IHCTPYMEHTIB, METOJIIB, 10 JalOTh 3MOTY 3[IHCHIOBATH PO3PaXyHKH MiX
YYaCHHUKAMHU TUIATIXHOT CHCTEMH; CICIlialibHy METy B3aeMOJii MK Cy0’€eKTaMu
IUIAaTDKHOI cucTeMu (eeKTUBHE 1 Oe3reuHe nepeMilleHHs KOIITIiB BiJl IUIaTHUKA J10
OTpUMYBa4a y 4aci Ta y IPOCTOpi); 3AiICHEHHS AiSVIBHOCTI YYaCHUKIB IIATiKHOI
CHCTEMH Ha MIJICTaBi JOrOBOPY, 3aKOHY Ta IUIATDKHUX MpaBuir’. BoYeBHIb MOHAT-
TS CHCTEMH EJICKTPOHHHX TUIATEXIB (€JICKTPOHHOI IUIATIKHOI CHCTEMH) TaK camo
MOBHHHO BKJIFOYATH BCi BKa3aHi O3HAKHM, IO JACTh 3MOTY YiTKO BU3HAYMTH i caM
XapakTep CYCHUTbHUX BITHOCHH MiX Cy0’€KTaMH — yYaCHUKaMHU TUIATKHUX CHCTEM,
a TaKOXX BCTAHOBUTHU TIOPSJIOK TAKUX BITHOCHH Ha 3aKOHOJIABYOMY PiBHI.

CucreMa eJIeKTPOHHUX IIATEeXKIB, SKa Jii€ B YKpaiHi, 32 CBOEIO CYTHICTIO Ta ce-
POIO AIATBHOCTI HE BiAPI3HAETHCS BiJ €NEKTPOHHMX IUIATDKHUX CHUCTEM B 1HIIMX
kpainax. ToMy i Ha3BaHI BHIlLlC O3HAKHU ITOBUHHI OyTH i BIACTHBI.

BpaxoByroun 3a3HayeHi BHIIE O3HAKH CHCTEMH €IEKTPOHHHX IUIATEXIB, MH Ma-
€MO 3MOT'y 3aIPOIIOHYBATH YiTKEe BU3HAYCHHS Ii€] CUCTEMH: CHCTEMA SJICKTPOHHUX
IUIATEXIB — 1€ B3a€MOIIOB s13aHi BITHOCHHH MK YYaCHHKAMH TUIaTKHOI CHCTEMH 3
MIPUBO/TY MEPEeKa3y IPOIIOBUX KOIITIB 3a JJOMIOMOTO 0COOIMBOTO IIATIXKHOTO MeXa-
Hi3My, 1110 € CYKYyIHICTIO CII0c00iB, IHCTPYMEHTIB, METO/IB, SIKi 1aI0Th 3MOTY 37iMc-
HIOBATH PO3PAXyHKU MK yYYaCHHKaMH IUIATIXHOI CHCTEMH, BUMHIOBAHI i3 METOIO
e(eKTHBHOTO 1 OE3MEeYHOr0 MEePEeMIIIeHHS KOIITIB BiJl TUIATHUKA JI0 OTPUMYyBa4a y
yaci i y mpocTopi, U0 PEryaro0ThCs CHELialbHUM 3aKOHOM Ta IUIATIXKHUMHU MPaBH-
JIaMU 1 peaizyloThbes Ha MiJCTaBi J0rOBOPY.

EnexTpoHHa IUIaTiXKHA CUCTeMa — Iie CKJIJI0Ba YacTHHA iH(QOpMaIiifHOro mpo-
cropy, iHpopmariiiHoro o6iry. Tomy i 6e3mneka y cdepi 1iei cucremu Takox Oyne
CKJIaJ10BOIO iH(opMalliiiHOT Oe3neky B YkpaiHi. Buxonsuu i3 3aKoHiB JIOTiKH, YacTH-
Ha He MOXK€ MaT! CyTHICHO iHITIe BU3HA4YCHHS, HiX I1ine. ToMy i eleKTpoHHa cHcTeMa
IUTATEXKIB K 00 €KT 3JIOYMHHOTO MOCSTaHHS Oy[e KOPETIOBATHCS 13 BU3HAYCHHSIM
iHpopmaniiinoi 6e3meKu K 06’ €KTa 3I0UNHY.

OO0’€eKT 37104MHY (3JI0YMHHOIO IOCATaHHA) Yy Teopii KpUMiHAIBHOIO IIpaBa BU-
3HAYA€THCS MO-pizHOMY. He 3armmOmiorounch y AUCKYCi0 3 MPUBOAY BH3HAYECHHS
LBOTO MOHSTTS, 3a3HAYMMO JIMIIE Ty JOKTPHHAIBHY TEOPilo, IKY BUKOPHCTOBYBATH-
MEMO y JaHill cTaTTi Ta y HACTYIHUX JOCHILIKEHHIX. MU IIJIKOM IOIUIIEMO TyMKY
O.M.KocteHka, sSKHif 3a3Ha4ae, MO «CYTHICTh YCiX 3JIOYHHIB IIOIATAaE HE B TOMY,
1[0 BOHU TMOCSTalOTh Ha OE3MeKy CYyCHUIbCTBA, TOOTO € CYCHIIbHO HeOe3NeUHUMH,
a B TOMY, 110 BOHH € IPOSBOM CBaBOJI i HOCATAIOTh Ha BCTAHOBICHUHN y CyCHiJIb-
CTBI 3a JOIIOMOTO0 3aKOHONABCTBA MOPSAOK, HEOOXIMHUI 11 OS3NEeKH JIFOACTBA.
TakuM 4UHOM, 3arajIbHUM 00’ €KTOM Oy/ib-SKHX 3JIOUMHIB € HE CyCITiIbHA Oe3meka,
a 3aKpiIUIeHUH y 3aKOHOJABCTBI MOPSIIOK BIAHOCHH MIX JIFOAbMH, HEOOXITHUN JIs
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3abe3reueHHsI Oe3MeKr KOKHOIO 3 HUX». 3 ODBILY Ha e MU MATPUMYEMO TOUKY 30pY
1I0/I0 BU3HAYEHHS 00’ €KTa 3TI0YMHY TAKUX OCIITHUKIB, sk O. M. Koctenko, O. O. Ksana,
A.B.Jlanpina, A.C.HepcecsiH, siki BU3HaYalOTh HOr0 HACTYITHUM YHHOM: 00 €KT 3JI04YH-
Hy — II¢ OXOPOHIOBAHMH KPHMIHAJIEHAM 3aKOHOM ITOPSIIOK BIHOCHH MK JIFOIBMH, IO
BHHHKAIOTh Y CYCITUTLCTBI 3 TIPUBOLY MaTepiaibHUX 1 HeMaTepialbHuUX MpeamMeTiB!C.

Onnak HalOLIBII TOYHUM, HA HALly TYMKY, € BU3HaueHHS iHpopMmaiiinoi Oe3-
HEKH SIK 00’ €KTa 3]I0YMHHOTO ocATaHHA: iHpopMaliiiHa Ge3neka K 00’ €KT 3710YHH-
HOTO IOCSTaHHs — IIe BPeryJIbOBaHUI HOPMaMH IpaBa MOPSIOK CYCIUTBHHUX BiITHO-
CHH y YaCTHHI peanizauii iHpopmamniiHoi moTpedn Pi3NUHUX Ta HPUANIHUX 0CiO,
CYCIIUIBCTBA, JIePXKABH, IPOTH SIKOTO CIIPSIMOBAHE CyCIIJIBHO HeOe3neyne MissHHs .

TakuMm YHHOM, CHCTEMa ENEKTPOHHUX IUIATEXIB SIK 00°€KT 3J0YHHHOTO IOCS-
TaHHS — IIe BPEeTYJIbOBAaHWH HOPMaMH IpaBa MOPSIOK CYyCHITBHUAX BIXHOCHH IOAO
nepexasy IPOIIOBUX KOIUTIB MDK yJaCHMKAaMHM IUIATDKHOI CHCTEMH 3a JIOIIOMOTIOIO
0COOJIUBOrO IUIATDKHOIO MEXAHI3MYy, SIKUH € CYKyINHICTIO cll0CcO0iB, IHCTPyMEHTIB,
METOJIB, IO AAIOTh 3MOTY 3IIHCHIOBATH PO3PaxXyHKH MK YYaCHUKAMH ILIATIKHOT
CHUCTEMH, BUNHIOBAHI 3 METOIO €()EKTUBHOTO 1 OE3MEYHOTO MEePEMIIIICHHS KOIITIB Bifl
IUIATHHUKA JI0 OTPUMYBayda y 4aci i y IpocTopi, peIaMEeHTOBAaHi CliellialbHUM 3aK0-
HOM Ta IUTaTDKHAMH TpaBUIaMU, PEali3ylOThCsl Ha MiCTaBl IOTOBOPY, MPOTH SIKOTO
CHPSIMOBAHE 3JI0YMHHE MTOCATaHHS.

BucHoBkH. YV 1aHOMY IOCIIKEHI yTOUHEHO BU3HAYEHHS IIOHATTS CUCTEMU €JIeK-
TPOHHUX IUIATEXIB (EIEKTPOHHOI IUIATIXHOI CUCTEMH), B sKOMy Oy/lu BKa3aHi yci
HAMOITBII XapaKTepHi 03HAKY i€l crienn(iuHOT CHCTEMH: CHCTeMa eJICKTPOHHHUX I11a-
TEXIB — 1€ B3a€MOIIOB’13aHi BITHOCHHH MK yYaCHHKaMH TUIATIKHOI CHCTEMH 3 TIPH-
BOJIy IlepeKa3y TPOILIOBUX KOIITIB 3a JIOTIOMOTOK) 0COOIMBOTO IIIATIXHOTO MEXaHi3MY,
10 € CYKYIHICTIO Croco0iB, IHCTPYMEHTIB, METO/IB, 1110 JAIOTh 3MOTY 3/IiHCHIOBATH
PO3paxyHKH, BYMHIOBAHI i3 METOK ¢()EKTHBHOTO 1 OE3MEYHOr0 MEePEeMIllICHHS KOIITIB
BiJl IUIaTHUKA 70 OTPUMYBaya y 4aci i y MpocTopi Ta perIaMeHTOBaHi CrieliaIbHUM
3aKOHOM Ta IUIATIXHUMU [PaBUIIAMU 1 peasli3yloThCsl Ha MifICTaBl JOTOBODY.

Cucrema eeKTPOHHUX IDIATEXIB SK 00’ €KT 3JIOYMHHOTO TOCSTaHHS — L€ BPETy-
JILOBAaHUH HOPMaMH NPaBa NOPSAIOK CYCHIIBHUX BITHOCHH IOAO IEPKa3y IPOIIOBUX
KOHITiB MJK y4aCHUKaMHU ILIAaTIKHOI CUCTEMHU 3a JOIIOMOIOI0 0COOIMBOrO IIATHKHO-
r'0 MEXaHi3My, 110 € CYKYITHICTIO CII0CO0IB, IHCTPYMEHTIB, METO/IIB, SIKi JAFOTh 3MOTY
3IIHCHIOBAaTH PO3paxyHKH, BUMHIOBaHI i3 METOI e(DEeKTUBHOTO i Oe3neyHoro nepe-
MIIIEHHS KOIUTIB BiJl MJIaTHUKA JJO OTPHUMYBa4a y 4yaci i y IpocTopi Ta periaMeHTo-
BaHI ClleniaJIbHUM 3aKOHOM Ta IUIAaTIKHUMHE IpaBUIIaMH, Peasli3yloThes Ha MiACTaBi
JIOTOBOPY, POTH SKOTO CIIPSIMOBAHE 3II0YWHHE ITOCSTaHHS.

Jlane BU3HaUECHHS BKa3ye Ha crelndiKy eleKTPOHHOI CHCTEMH IUIATeXKIB K 00’ €KTa
37104UHY, a TAKOX MICTUTh IePelliK yCiX HAHOLIbIN BaXJIMBUX O3HAK L€l CUCTEMH, 110
CIpHUATAME MPaBUIIBHIN KBaTi(iKaIii 37104KMHIB, BANHIOBAaHUX Y AaHii cdepi. [IpoBeneHe
JOCITIDKCHHSI BIIKPHBAE LUISIX JI0 MOAAIBIINX TEOPETUYHHX TOLIYKIB 1 MPAKTUYHUX
PO3po0OK Yy cdhepi KpUMIHATBHOI BiIIOBIIAIBHOCTI 32 KpUMiHAJIBHI ITPABOIIOPYILICHHS,
110 TTOPYIIYIOT OPSIIOK BUKOPHCTAHHS €TEKTPOHHOT IIIATDKHOT CUCTEMU.
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Vasylenko Oleksandr. Electronic payment system as an object of criminal encroachment

Introduction. In recent years, the number of payment transactions carried out using
electronic payment systems has grown rapidly. Despite the steady growth of electronic pay-
ments among both individuals and legal entities, a number of problems remain unresolved,
which primarily include ensuring the security of electronic payment transactions by the state
at the legislative level and the development of effective means of combating and preventing
crime. in the specified area.

The current criminal legislation contains certain rules that can ensure the security of the
electronic payment system. But insufficient research of some theoretical aspects of criminal
liability for this type of criminal offenses significantly reduces the effectiveness of criminal
law protection of this area of life. One such aspect is the theoretical uncertainty of the object
that falls under the protection of criminal law. In particular, there is a lack of theoretical
definition of the system of electronic payments in terms of the object, which is placed under
the protection of criminal law.

The aim of the article. The importance of the researched problems and the need to increase
the efficiency of the current Criminal Code of Ukraine determine the purpose of this study, which
is to define the concept of electronic payment system as an object of criminal protection.

Results. Criminal offenses committed in the system of electronic payments belong to a
qualitatively new type of mercenary crime in the banking sector, which is directly related
to the modernization of economic relations in society. They cover the sphere of economic
interests of the state as a whole, individual legal entities, as well as individuals who use
the electronic payment system in their own interests. There is a need to develop a universal
criminal law terminology in order to improve the regulatory framework governing relations
in the field of electronic payments.

Unfortunately, the definition of electronic payment system (electronic payment system) has
not been properly developed either in the financial and economic sphere or in jurisprudence,
and the existing definitions are not clear and contain a list of essential features of such systems.

Conclusions. The system of electronic payments as an object of criminal encroachment - is
regulated by law the order of public relations for the transfer of funds between participants in
the payment system through a special payment mechanism, which is a set of methods, tools,
methods to make calculations for effective and safe transfer of funds from the payer to the re-
cipient in time and space and regulated by a special law and payment rules, are implemented
on the basis of the contract against which the criminal encroachment is directed.

This definition indicates the specifics of the electronic payment system as an object of
crime, and also contains a list of all the most important features of this system, which will
further contribute to the correct classification of crimes committed in this area.

Key words: electronic payment system, payment system, object of criminal encroachment,
electronic money, means of payment.



