IIporpamnui cucremu 3axucty indgopmanii

YK 004.02+004.05+005.93+ 510.3

€.C. Pooin

https://doi.org/10.15407/pp2018.04.082

METO/I IHOOPMALINHO-AHAJITUYHOI NIATPUMKH
YIIPABJIIHHSI PUBUKAMU BE3MEKHM PECYPCIB BIIOMYMX
IH®OPMALIIMHUX CUCTEM

3ampornoHoBaHO (popMaizamiro Bpa3lIUBOCTEH Ta 3arpo3 3a JONOMOTOI0 BBEICHHS JIHTBICTHYHHX 3MiHHUX.
[IpakTraHO BUKOpPUCTAHO TiOpUAHI Moemi Ta soft computing mpu moOyI0Bi 3aJIe)KHOCTI PiBHS PU3NKY BUHHUK-
HEHHS IOMWJIOK 32 ABOMa (hakTopamH. 3arpoIloHOBAHO J[Ba BapiaHTH OLIHIOBAHHs BIUIMBY BPasziIMBOCTEH Ha
PIBEHBb PU3UKY PE3yJIbTYIOUOT0 (akTopa. 3anpornoHOBaHO KOMOIHALIF0 BUKOPUCTaHHS CTATUCTUYHUX JaHHUX Ta
EKCIIePTHHX OLIHOK JUIsl aHai3y cTaHy iHpopMaliiiHol Oe3neku opraHizaiii. 3arpoNOHOBaHO BU3HAYEHHS CY-

KyITHOTO pU3MKY iH(popMaliitHOro pecypcy.

KnrouoBi croBa: pusuk, iHpopmairis, 0e3mneka, 3arpo3a, Bpas3iuBicTh, HEUITKICTh, JIOTiKa, MOJICTb.

Beryn

AKTYaJlbHICTh JOCTIDKEHb Yy Tamy3i
yIpaBIiHHSA PU3UKOM iH(popMaliiHol Oe3me-
KW 3yMOBJICHA!

- POCTOM KIUJIBKOCTI 1HITMICHTIB 1H-
dbopMmariiiHoi Oe3neku K B JAepKaBHOMY, TaK
1 B Oi3Hec-ceKkTopi YKpainu;

— HecTayero clerjaiicTiB B 00yacTi
iHpopManiiiHoi Oe3neKy;

- HECTauel0 aBTOMATHU30BAaHUX Me-
TO/IB BHU3HAYEHHS Ta YIPAaBIIHHS pU3UKAMHU
iHpopMaiiiHoi Oe3neKu.

Hacamnepen 06’ekTomM aaHOrO JOCIHI-
JDKEHHS € TIporiec iH(pOopMaIliiiHO-aHATITHYHOT
MIATPUMKY  YIIPABIIHHA pHU3UKaMU Oe3MeKH
pecypciB iHopmauiiiHux cucreM. Ilpenmer
JNOCTIDKeHH — 11e¢ Meroja  1HdopMaliitHo-
AHAIITUYHOI MIATPUMKHU TIPOLECIB aHATIZY Ta
OLIIHIOBaHHSI pU3UKIB O€3IEKN PecypciB BIJIOM-
quX 1H()OPMAIIMHUX CUCTEM.

Eranu metoay ouiHIOBAaHHSI PU3HKY

Meton ymnpaBiiHHS pU3UKOM i1HGDOP-
MaliifHoi 6e3neku pecypcy (puc. 1) mepen-
Oauae:

- a”am3 1HQPaCTPyKTypH Ta OIUC
1H(pOpMaLIHHUX PecypciB 3a BCTAHOBICHUMHU
XapaKTepUCTUKAMU;

- moOyIoBY JiepeBa BapiaHTiB;

- TIEpEeTBOPEHHS €NEMEHTIB JepeBa
BapiaHTIB (BPa3JIMBOCTEH, 3arpo3, HACTIIKIB)
Ha JIIHTBICTUYHI 3MiHHI Ta HEYIiTKI PaBUIIa;

- moOymoBYy MoOjei BIUIUBY Bpas-
JMBOCTEH, 3arpo3, HACIiAKIB Ha PiIBEHb PU3H-
Ky [1].

3riJHO 3 HOPMATUBHUMHU JIOKYMEHTAMH
JACTY, H T3I 1.1-003-99, ISO, NIST, na-
BE/IEMO BU3HAYCHHS 0A30BUX MOHSTE.

Pusuk — QyHKIis HMOBIPHOCTI BUKO-
pPHUCTaHHS 3arpO3010 BPA3JIMBOCTI Ta BEINYH-
HU 30UTKY BiJ mojii (HACHiJIKy), IO cTalacs
BHACJIIJIOK [[OTO BUKOPUCTAHHS [2].

3arpo3a — mojis, 10 Bele OO BTparT.
Jlxepena 3arpo3: MPHPOIHI, JIOJICHKI, OTO-
yenns [3].

BpaznuBicTe — ciaOKicTh oprasisariii,
1110 MPOSABISAETCSA B OpraHi3aliifHii CTpyKTy-
pi, mporeaypax QGyHKIIIOHYBaHHS Oprasizaii,
B NPOrpaMHOMY 3a0e3leyeHHl, MaTepialbHO-
My 3abe3rneueHH1. BiqnmoBiqHO O CTAaTUCTUKA
NIST (https://nvd.nist.gov/), Hapasi Hamiuy-
eThest Oumpie HiX 94000 BpaznuBocTeit iH)O-
pMartiitaoi 6e3meku [2].

Hacmnimok — sikicHa Ta KUJIBKICHA BEJIH-
YMHAa, 1110 XapaKTepPU3YyeThCs BTPATOIO KOH(]I-
JEHIITHOCTI, ILTICHOCTI, TOCTYIHOCTI [4].

VYrpaBiniHHA PU3MKOM SIBJSIE COOOIO
CYKYTHICTB 3aX0/IiB IIOJI0 OIIHFOBAHHS PU3H-
Ky, BUOOpY, pearizallii i BIPOBA/PKEHHS 3aX0-
JiB OE3MEeKH, CIPSIMOBAHUX Ha JOCATHEHHS
NPUUHATHOTO PIBHSA 3aJIMIIKOBOTO PHU3HKY.
VYrpaBiiHHA pU3MKOM Tependayae Tpu Mpo-
LIECH: OILIIHIOBAHHS PHU3UKY, 3MEHILICHHS pHU-
3UKy (OpUMHSATTA PHU3UKY), OL[IHIOBAHHS 3a-
XOJIIB 111010 3MEHIICHHS pU3UKY [5].

OIiHIOBaHHSA PHU3UKY CKJIQJA€ThCS 3
TaKHUX €TalliB:

1) onuc cucremu;

2) BU3HAUEHHS 3arpo3;

3) BU3HAYCHHS BPA3JIMBOCTEH;
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MNepenik iHpopmauiliHMX pecypcis,
BMMOTU A,0 iX CTaHy, nepecyBaHHA
pecypciB, cknafosi iHdpacT pyKTypu
(N3, T3), cTatcTMKa iHUNAEHTIB,
NPUYNH, HACNIAKIB.

CknagaHHAa npodinto pecypcis, Bpa3nMBOCTeN, 3arpos,
BapiaHTiB Nogji i HachigKis.

CTaTUCTUYHUX J,@HU X J,OCTAaTHbO A1 BU3HAYEHHA CTaHy
BPA3/IMBOCTEN, 3arpos, HaCNiAKiB HA MOMEHT BUHUKHEHHS
iHUM AeHTY ab0o NobyA0BM B3AaEMO3B'A3KIB.

MpeacTaBneHHA cTaHiB BPa3/IMBOCTEN, 3arpos, pUsKKis,
HaCNigKiB HEYITKMMW 3MiIHHUMU

i

36ip eKcnepTHUX AaHUX BU3HAYEH HA
TEepPMiB CTaHiB BPa3/IMBOCTEN, 3arpos,
HacnigKis.

CTaTUCTUYHUX AaHUX A0CTaTHbO ANA NobyA0BM Ba3U HEYITKMX
npasun.

MNMobyaoBa mopeni B3aEMO3BA3KY BPas3/IMBOCTEN, 3arpos,
HacnigKis.

OuiHKa napameTtpis moaeni, HABYaHHA Mmogeni.

Y
HeuiTKi BUBOAM CTaHY PU3SUKY
pecypcy. BUHMKAE MOXKIMBICTb
3MOAE/t0BATU 3HUK EHHA PiBHA
PU3MKY, 3MIHIOIOYN TEPMU NEBHUX
BPA3/IMBOCTEN M 3arpo3

36ip eKCnepTHUX AaHUX BU3HAYEeH HA
HeuiTKMXx npasun

Puc. 1. [IpouecHa cxema meroty iH(hOpMaIiifHO-aHATITUYHOI MATPUMKHU YIIPABIiHHS pU3UKAMHU
0e3mneKu pecypciB BioMYHX iH(OPMAIIHHUX CUCTEM

83



IIporpamni cucremn 3axucTty iHdopmamii

4) aHami3 CHCTeMH KOHTPOIIO Oe3rie-
KM, BU3HAYCHHS WMOBIPHOCTI BHUKOPHCTAHHS
3arpo300 BPa3IMBOCTI, aHATI3 HACTIAKY, BU-
3HA4YCHHS PU3HKY;

5) po3poOka peKoOMeH IaIlii;

6) TOKyMEHTYBaHHS Pe3yJIbTaTiB [6].

Cy4acHi migxoau OUiHIOBAHHS PU3UKY

IcHyrO4i MeTOAM OLIHIOBaHHS PU3UKY
MO’KHA 0XapaKTepU3yBaTH TAKUMHU T€3aMHU:

- aHaT3 CHUCTEMH KOHTPOIIO Oe3MeKd
3a0e3IevyeThCs MTPOXOPKEHHAM IE€PEBIPOYHOrO
CIHUCKY MaKCHUMAaJIbHOI KUTBKOCTI BUMOT,

- BHU3HAUCHHS HMOBIPHOCTI BHKO-
pHUCTaHHS 3arpo30l0 BPA3IMBOCTI 3abe3meuy-
€TBCSI EKCIIEPTHUM METOJIOM, 3/A€0UIbIIOr0 —
HAJIAaHHSAM TPHOX PIBHIB CTYIIEHsI HMOBIPHOCTI;

- aHayi3 HACIIIKY 320€3MeuyeThCs K-
CIIEPTHUM METOJIOM, 37COUTBIIIOr0 — HaIaHHAM
TPbOX PIBHIB CTYNEHS MOXJIMBUX BTPAT;

- BHU3HAUEHHS pPHU3HUKY 3abe3neuy-
€TBCS €KCIIEPTHUM METO/IOM CKJIaJIaHHS MaT-
pUIll TEpPeTHHY PEUTHHIIB HMOBIPHOCTI Ta
HACJTIJIKY;

- PUBHMK TPHUAMAETHCS, SKIIO BH-
TpaTh WMOBIPHOTO TIOPYIIHUKA IE€PEBHILY-
I0Th Horo HMOBipHHUH 3apoOiTok abo SKIIO
nepeadavdyBaHi BTpaTH HE MEPEBUIIYIOTH J0-
nycTuMui mopir [7].

CydacHi (ppeliMBOpKH 3 YIIpaBIIIHHS
pu3uKamMu iHpopmaniiiHoi Oe3nekn 6a3yroTh-
cs Ha 3acagax NIST 1 ISO Ta BiaTBOpEHi B
OJTHOMMEHHHUX MPOJYKTaX:

- OCTAVE (Operationally Critical
Threat, Asset, and Vulnerability Evaluation);

- COBIT (Control Objectives for
Information and Related Technologies);

- CRAMM (CCTA Risk Analysis
and Management Method);

- FRAP (Facilitated Risk Analysis
Process);

- RiskWatch [7].

BaxnmuBy mpoOieMaTHKy Cy4acHUX
JOCIIKEHb y Tany3i iHdopmaiiifHoi 6e3neku
CTaHOBJIATh MIAXOAWM II0A0 (opmamizamii
yrnpaBiiHHsA pu3ukoM. Hapasi HaifOinpmn mo-
mpeHuMu miaxonamu € Soft computing (He-
oJlHO3HauH1 obuucienHsa) abo Hybrid models
(ribpuaHi MoJieni).

Soft computing 6a3yeTbcsi Ha BUKOPH-
CTaHHI:
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- Machine learning (MamuHHE Ha-
BUYaHHS, MOJICJI, IO 37aTHI HAaBYaTHUCH);

- HediTKa JIOTIKa;

- EBOJIIOIINHI oOuuciIeHHS (IITYy4-
HUH 1HTEIIEKT);

- ¥iMoBipHicHI o0uncienns [8].

OcHoBoIO TiOpUAHUX MoJenel € AHa-
TTUYHUR  lepapxiuyHuii  mpomec (Analytic
hierarchy process, AHP).

IIpukiaja 3acTocyBaHHsI METOAY

KomOinyroun 10cBia cydacHHUX MiIXO-
JiB [IOJI0 OLIHIOBaHHS PU3HKY iH(OpMariii-
HOI O€3IIeKy Ta HaMararuyuch HAIlIJIATH OLli-
HIOBaHHS PU3UKY Ha KOHKpETHI iH(popMartiiiHi
pecypcu CUCTEMH, MOXKHA 3alpOlOHYBaTH
TaKW# Meperik 3aBJaHb, Mo 3a0e3MeYnuTh 10-
JlanibIlle MOJIEIOBaHHS B3a€MOJIT Bpas3IUBOC-
Tel, 3arpo3, pU3UKiB, HACIIIKIB, IPOTHIIN:

- BHU3HAUUTH Npodinb iHPoOpMaiii-
HUX PECYPCIB;

- BHU3HAYUTH poji cy0’exTiB (y TO-
MY YHCIII TOPYIIHHUKIB);

- BHU3HAUUTH LUIIXH TEPeCcyBaHHS
iHdopmaniiinux pecypcis (IP);

- imeHTH(}IKYyBaTH Bpa3IMBOCTI IO
KOXHOMY [P;

- 1IeHTH(]IKYBaTH 3arpo3u MO KOX-
HoMmy [P;

- BHU3HAUUTH  (PAKTOpPU  BIUIUBY
(Bpa3nMBOCTI, 3arpo3H, HACIIJIKHA) HA BEIHYU-
HU pHU3MKY (BaromocTi) peaizamii KOMXHOI
3arposu;

- BU3HAYUTH PiBEHb PH3HKY IO KO-
XKHil 3arposi [4].

HaBenemo npukiaa BUZHaYEHHS PiBHS
pu3uKy pecypcy «KiieHTcbka 6a3a JaHuX».

Bukonanns 3aBianp 1-5 3abe3neuyernes
MPOXO/KEHHSIM ~ TEPEBIPOYHOrO  MEpeNtiKy
XapaKTepUCTHK 1H(GOpMaLIHOTO pecypcy,
110 KOHCOJIIYETHCS B aHKETi pecypey [9].

Ingpopmayitinuti pecypc. 6a3a mgaHuX
KJIIEHTIB.

1. ®opma mpencTaBiIeHHS: EIEKTPOH-
Ha 06aza CRM, nokymeHT y dopmari Mms-
excel.

2. CTaTu4HICTh: pecypc TMepeMimry-
€THCA.

3. OpuriHajbHICTh: OpPHUTiHAJI Ha 30B-
HinmHiT CRM, € nexinpka eKCIIOPTHUX KOTIIH.

4. Micue moOsBM: Ha TNEpPCOHAIBHUX
npuctposx (1K, dbnem-nakonuyysad, mo0i-
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IpHUNA TenedoH), Ha cepBepax 30BHINIHBOT
Mepexi (3oBHIITHA CRM, XMapHe CXOBHIIIE).

5. llnaxu mnepecyBaHHA: Ha uiem-
HAKONHUYYBayi, JICKTPOHHA TIONITa, Yepe3 va-
TH, JIOCTYII Ha XMapi.

6. Bapiantu nmoctymy: 0OMEKEHHI
JIOCTYH JUIi  BHYTPIIIHBOTO  TEPCOHATY.
VYrpaBiaiHHA JOCTYIIOM MAalOTh T'e€HEpalbHUM
TUPEKTOP Ta AUPEKTOp 3 MapkeTuHry. IIpasa
YUTaHHS Ta peJaryBaHHS MalOTh: T'CHEPasb-
HUH JAUPEKTOpP, TUPEKTOpP 3 MAPKETHHTY, Me-
HEJDKEP 3 TPOJIAXKIB.

7. 3arposu pecypcy:

a) mpu MOpyIIeHHI KOHbITeHIii-

I) BTpara pemyTallii nepen Kii€H-
TaMu (TaK, Hi, BIPOTiIHICTB),

i) mopyIleHHs TOTOBOPY MPO He-
PO3TOJIONICHHS — TPOIIOBUH mTpad (Tak,
Hi, BIpOT1/IHICTb),

iil) MoJMBa BTpara KIi€HTa —
BTpaTa Joxoay (Tak, Hi, BIPOT1IHICTD);
b) npu mopymieHHi wiTiCHOCTI: €

c)
d)

HOCTI:

KOITii;
IpHU TOPYIICHH] TOCTYITHOCTI: €
KOIIiT;

IpU TOPYIIEHHI KEpOBaHOCTI:

Hacnigok: Brpata
penyTaLji nepes,
KnieHTamu (Tak, Hi,
BipOriAHICTb)

Hacnigok:

MopyweHHa NDA —
rpowosuit wrpad

(TaK, Hi,

BiporiAHICTb)

MpOCTii y poOOTi BiATYy MPOAAXKiB, BEAE 10
MopyuIieHHs a, b, ¢;

€) MOpYIICHHS BiJHOBJIIOBAHOCTI:
BTpaTa KII€EHTIB, JOXO0]y, permyTallii, mpocTii
y poOOTI BiALTY IPOJAXKIB.

Bpaznueocmi nepwiozo pisns pecypcey:
30epexeHHs Ta IMEepecyBaHHS Ha
(bnenr-HaKoM4IyBay;

MEPEeCyBaHHs EJIEKTPOHHOIO TIO-

IITOXO;

Jl0CTyTLY;

MIOMUJIKU TIPU KEPYBaHHI paBaMu

BPAa3JIMBOCTI HACTPOIOBAHHS BHY-

TPIITHBOI CITKU Ta HasBHICTH ¢aeprod, IDS.
Bpasznusocmi opyzoeo pieus.

piBeHb KBali(ikalii nepconany;

piBeHb sikocti [lomituku iH(OP-

MalliiiHO1 O€e3IeKH;

piBeHb HAMIHHOCTI BHYTPIIIHBOTO

cepsepHoro [13;

piBeHb HaMIHHOCTI BHYTPIIIHBOTO

cepsepHoro T3;

HeHailina 3oBHimHI CRM;

BIJICYTHICTh PE€3€pBHOI KOMII.
3aBnaHHs 6 BHUKOHYETHCS IMOOYIOBOIO

3B’s3KiB BIUTMBY BPa3JIMBOCTEH, 3arpo3 Ta Hac-

JIJKIB HA CYMapHUil piBeHb pU3UKY (puc. 2).

Hacnigok:
Monwsa BTpata
Kni€eHTa — BTpaTa
poxogay (Tak, Hi,
BiporiAHICTb)

Hacnigok:
nopywweHHsA
KoHiaeHUiHOCT

Hacnigok:
nopyLeHHaA
uinicHocti

CymapHWii piseHb
PpvBUKY
NOWKOMLKeHHs abo
8TpaTV 6a3u AaHWX
KAIEHTIB

Hacnigok:
NopyLeHHA
AocrynHocTi

Hacnigok:
Momunka s
JMCTYBaHHI

AOKYMEHTIB,
nopyueHHa

KOHiAe HUjiHOCT

KAiEHTa.

Hacnipok:
MpocrTiii 8
pobori Bigainy
npojaxis.

Hacnigok: BTpara
Kni€HTiB, AOXOAY,
penyTawji, npocriit 8
pobori sigainy
NpoAaxis

Hacnipok:
nopyLeHHA
BiHOB/IIOBAHOCTI

Bpa3zmsicTb:

Bpasnusicrb:
PiseHb
HaajiHoCTI
BHYTPILWHLOTO
cepsepHoro M3

Bpasnusicrb:
PiseHb
HaajHoCTi
BHYTPILWHLOrO
cepsepHoro T3

Bpaznmsicrb:
HanABHICTb
(BiacyTHiCTb) KOMIiT

Bpa3znmsicTb:

HeHapijitHa
308BHiWwHA CRM

Bpaamsictb: € .
Monituka
36epeeHHn Ta . AV
iHbopmaLjiiHoT
3; : HEPGK(;/I?ESJHH " 6Gesnekn
3arposa: 3arposa: arposa: el
nopyLweHHa 3arposa: nopyLeHHA NOpyWeHHA Hakonuuysad T
Bnactmeocti nopyweHHa uinicHocti KoHbine HuiiHocTi B
Bi HOB/IOBAHOCTI Aocrynkocri ) <
A BpasznmsicTb: €
L A A MepecyBaHHA
ALA At 2 T €/1EKTPOHHOI
NoWTo0
Bpasmsictb: [«
Momunkm npu
l KepyBaHHI
- npasamu gocTyny

Bpasmsicrb:
HaCTPOIoBa HHA
BHYTPILUHBOT CITKM Ta
HAABHICTb: Gaepsos,
IDS, minitapnsosaHoi
30HU

A A

BpazamsicTb:

KBanigikauia
nepcoHany

Puc. 2. 3B’3ku BIUIMBY BPa3JIMBOCTEH, 3arpo3 Ta HACIIIKIB HA CyMapHUM PIBEHb PU3UKY PeCypCy
baza naHux KiIi€HTIB
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3aBnaHHs 7 po30MBaEThCA Ha MOCIi-
JIOBHE BU3HAYCHHS BIUIMBY OKPEMHX BPa3JiH-
BOCTEH 1 3arpo3 Ha BEJTMYHUHY PU3HKY.

Posrasinemo 3adauy nobyoosu mooeni
8NIUBY 8pazIUBocmell 0pyeo2o pieHs PiBeHb
kBamidikamii mepcoHany Ta PiBeHb SKOCTI
[MonmiTuku iHpOpManiliHOi Oe3neku Ha Bpas-
JUBICTH mepmoro piBHA [lomuiku mipu kepy-
BaHHI ITPaBaM# JIOCTYITY.

[TocraHoBKa 3aa4i Taka:

- IlobymoBa Momemni B3a€MO3B’S3KY
TPHOX BPA3JIUBOCTEH 3a CTAaTUCTUYHHUMH Ja-

HHUMHU.

— HaBuanns mogneni.

- IlobymoBa Momemni B3a€MO3B’S3KY
TPhOX BPA3JIMBOCTECH 33 CKCIIEPTHUMHU JaHU-

MHU.

- TlopiBHsIHHS MOIETIEH.

[IpencraBieHHs Bpa3iIUBOCTEH JIIHTBi-

CTUYHHUMHU 3MIHHAMH HaBeleHOo B Tadi. 1.

Tabmuus 1. IlpeacraBieHHs Bpa3nIuBOCTEH JTIHIBICTHYHUMU 3MIHHUMU

JlinrBictuuna 3minna — PiBeHnb sikocTi
noJiiTuky ingopmaniiiHoi 6e3nexku

bl

Cranu gKocTi JoKymMeHTa nojituku 1b
(Tepmn)

VYHiBepcallbHa MHOKHHA
(peittunr sxocti 0-10)

3Ha4yeHHs (QyHKII1
HaynexHocTi =1

POKY

JOKYMEHT TOJIITHKH BiJICYTHIH 0 0
JIOKYMEHT € B HasiBHOCTI, aJie He I0CKO- 1-3 9
HaIuu

OKYMEHT JIOCKOHAJINH, ajiec He OHOBJIIO-
FIOKYMEHT A ’ 4-7 5.5
€ThCA

OKYMEHT IOBHUI Ta OHOBIIIOETLCS IIIO-
JIOKYM B 7-10 10

JlinreictuyHa 3minHa — PiBeHnL KBaJi-
(dikanii nepconany

b2

Tepmu piBHS KBamidikarii

VHiBepcallbHa MHOXKHHA!
IIPOLIEHT CMIBPOOITHUKIB 3
JIOCB1I0M poOOTH OinbIIe 5

pokiB (0-100 %)

3Ha4yeHHs (QyHKIIT
HaJeKHOCTI =1

nepcoHan ciado KBayniQikoBaHUI 0-40 20
NEepCOHAN CEePeHbO KBaTi(PiKOBaHUM 41-70 55.5
MepCcoHa JOCTaTHHO KBaIi(piKOBaHUHN 71-100 85.5

JlinrBictnuna 3minna — [lomuiaky npu
KepyBaHHIi IpaBaMH J0CTYILY

b8

Cranu noxii: KIIbKICTh IIOMHUJIOK 3a
OCTaHHI! pIK (TepMu)

VYHiBepcaibHa MHOKHHA (Ki-
JILKICTB MOMIJIOK 32 pik 0—10)

3Ha4yeHHs (QyHKIII1
HaJeXHOCTI =1

Henonyctumo 6arato momMmiok 5-10 7.5
[TomipHa KUTBKICTh TOMIJIOK 14 2.5
Hemae momumnok 0 0
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bynyemo ANFIS-mMoznens 3a craruc-
TUYHUMH JTaHUMH, a TaKOX (PYHKIIIT HaIex-
HOCTI IUIIXOM BHKOPHCTaHHS METOAY HediT-
koi  kmactepusamii  k-cepeanix  (Fuzzy
C-Means Clustering) i CTaTUCTUYHHX JaHUX
(puc. 3, 4).

DopMyEMO CUCTEMY HEUITKHX MpPaBUII
(puc. 5) [10]. 3a Sugeno: KoXeH TepM 3MiH-
HOi bl 1 KOXeH TepM 3MiHHOT b2 MarOTh 1aBa-
T TepM 3MiHHOI b8. OTxe, maemo 12 TepmiB

st b8. Bynyemo 12 knacrepiB i b8 3a cra-
tucTuuyHUMU Janumu. st Sugeno ¢yHKITii
HAJICKHOCT] HE MOTPIOHI — JIMIIE EHTPH KJIa-
cTepiB. 3B 530K MK TepMaMu 3MiHHHX b1, b2
Ta b8 BCTAHOBIIOETHCA TAKOXK MO IIEHTPAX
KjacTepiB (IIyKaeEMo 3a CTATHUCTUYHUMH Jia-
HUMH BIJNOBigHE 3Ha4YeHH b8 1 HalOIMOKUMiA
HEHTpP KIIacTepa, 3a SIKUM 1 BU3HAYaeEMO HE00-
XigHuid Tepm by).

Puc. 3. ®yHK1is HAIGKHOCTI PiBHS SIKOCTI MOMITUKA 1HPOpMaLiiHOT Oe3neKn

b21

Puc. 4. ®yHk1ist HaJIEKHOCTI piBHS KBani(ikallli nepcoHany

1. If {in1 iz 11} and (in2 is b21) then (out1 is out1clustert) (1}
CIf (in1 is b11) and (in2 iz b22) then {out1 iz out1cluster2) (1)
f(in1 iz b11}) and (in2 iz b23) then {out! iz outlcluster3) (1)
f(in1 is b12) and (in2 is b21) then (out! is ocutlclusterd) (1)
Cf (in is b12) and (in2 is b22) then {outl is out1clusters) (1)
Cf (in1 iz b12) and (in2 iz b23) then {out! iz outlclusters) (1)
f (int is b13) and (in2 is b21) then (out! is outdcluster?) (1)
CIf (in1 iz b13) and (in2 is b22) then {outl is out1clusterd) (1)
9. If {in1 iz B13) and {in2 iz b23) then (outl iz outlclusterd) (1)
10. [ (in1 iz b14) and (in2 iz b21} then (outl is ocutl cluster10) (1)
11.1f {in1 iz b14) and {in2 iz b22} then (outl iz outlcluster1 1) (1)
12, If(in1 iz b14) and {in2 iz b23} then (outl i= outl cluster12) (1)

0O = N LN e L R

If and Then

Puc. 5. Cucrema HE4iTKUX MpaBUII



IIporpamni cucremn 3axucTty iHdopmamii

[IpoBonumo HaBYaHHS MoJIei
(puc. 6). HaBuanns ANFIS BinOyBaeTbcs 3a
JIOTIOMOT'0I0 TiOpUIHOTO METOAY, SIKUi 0a3y-
eTbcsd Ha pekypcuBHomy MHK Ta rpamient-
HOMY CITYCKY.

[TepeBipsiemo moOymoBYy Mojeni po3-
paxyHkoM b8 1o xoxxHoi mapu bl, b2 Ta mopi-
BHIOEMO 31 CTaTUCTUYHUMHU JaHUMHU (CHHI
KoJia Ha puc. 7).

CnpoOyeMo BHU3HAUUTH (YHKIIiIO Ha-
neXHOCTI b8 3a moOymoBaHOIO MOJEILTIO.
I'enepyemo Bci HewiTKi BUBOAM 3a MOOYIO-
BaHoto moaemio ANFIS Ta ninumo ix Ha Tpu
TpyNH BXE 3TiHO 3 €KCIEPTHUMH IpaBUiIa-
mu [11].

Bukonyemo mpoueaypy OLIHIOBaHHS
(GyHKLIT HaNIEeXHOCTI 3a yacToTaMu. bynyemo
ricrorpamu (puc. 8).

Puc. 6. KpuBa momuiok

Puc. 7. I'padik nopiBHSHHS Moenen
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Puc. 8. OuintoBanHs QyHKIIN HATEKHOCTI

I3 ricrorpam BuAHO, MO (QYHKIIT Ha-
JeXKHOCTI 61u3bKi 1o QyHkii ['aycca. Otxe,
OIIIHUMO iX TIapaMEeTpPH: CEPeIHE Ta TUCTIEP-
Cifo:

cepeliHe aucnepceis
6.1631 2.1658
2.5439 1.2682
1.2130 1.4284

PesynbTyroul GyHKIIIT HaTeKHOCTI [
b8, orpumani 3a mozemnto ANFIS i3 Bukopu-
CTaHHSIM TPHITYIIEHHS II0JI0 X TayCCOBOCTI,
noka3aHo Ha puc. 9.

Membership function plots

Byayemo mMonens 3a 10MOMOroro anapa-
Ta HEYITKOI JIOTIKM EKCIEPTHHX OIlIHOK, a
TakoX (QyHKIII HanexxHocti bl, b2, b8 Bixg-
HOBITHO JI0 METOAY MPSIMOT0 pPEUTUHTY
(puc. 10).

bynyemo monens Mamdani 3a excriep-
THUMH HEYITKUMH TipaBuiiaMu (puc. 11).

[TopiBHsieMo moOynoBaHi Mozeni, Oy-
JyIoud Tpadiku HeUiTKuX BUBOJIB b8 mpu ik-
camii oxHlel 3MIHHOI UIS BCIX 3HA4Y€Hb I1HIIOL

(puc. 12).

plot points: 181

mf3 mf2

mf3

Puc. 9. Pe3ynbrytoui pyHKIiT HamexxHOCTI 17151 b8
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Puc. 11. Pe3ynbTytoui mpasuia 3a Mmozetto Mamdani

b8 vs b2 with fixed b1=3

8

ANFIS
Mamdami Experls 7.5

4.5

20

30

40

Puc.

50 60 70 80 20 100
b2

b8 vs b1 with fixed b2=25

ANFIS

Mamdami Experts

12. IopiBusinasg mozenei 3a ANFIS tTa Mamdani
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[TopiBHSIEMO TOCTOBIPHICTH MOJENEH.
OTpumaemMO HEHITKI BUBOAM JABOX MOJIENCH 32
TECTOBUMH JTaHUMH.

CepeTHbOKBaIpaTHYHI ITOMUJIKH
(Mean Square Error):

-ANFIS: 2.4681,

-Expert: 5.0442.

BigxocHi MPOIEHTHI OMUJIKHA

(Relative Percentage Error):
-ANFIS: -4.0967 %,
-Expert: -13.5927 %.

OTxe, eKCrepTHE OILIHIOBaHHS IOKa-
3y€ TipiIl pe3yiabTaTH, HIK CaMOHaBYaJIbHA
MOJIEJIb 332 CTATUCTHYHUMHU JaHUMHU.

BucHoBKHn

1. IcHyrodi MeToau YNpaBIiHHS pHU-
3UKOM iH(opMaIiiHoi Oe3neku mnependaya-
I0Th TEBHY IOCIIJIOBHICTh KpPOKIB, Hampas-
JICHUX Ha OIIHIOBAHHS CUCTEMH, ii Bpa3iu-
BOCTEH, 3arpo3 Ta HACIIAKIB BUOAAKY 3 0e3-
MEKH.

Y po0oTi MPONOHYETHCSA METO/I, AKUHI
nependayae MOJICIIOBAHHS B3aEMOMIl Ta
BILUIMBY BPAa3JMBOCTEH 1 3arpo3 Al CTaHy
pu3uKy pecypcy. Lle 103BOIUTH BIACTEXH-
TH, AKi caMeé BPa3JIMBOCTI Ta 3arpo3u IeB-
HOI0 MIpOI0 BIUIMBaIOTh Ha CTaH Oe3MeKu
pecypey.

2. IcHyroui MeTonu ympaBIiHHS PH-
3UKOM iH(opMariiiHoi Oe3neku mnependaya-
I0Th BUMIPIOBAHHS PIBHS PU3MKY 3a 3HA4Y€H-
HSM BIPOTIAHOCTI HEOE3MEYHOro BHUMAAKY
3arpo3d Ta PIBHS HACHIJIKy HeO0e3MeuHOro
BUMAJIKY.

VY po6oTi MPONOHYETHCSI BUMIPIOBATH
piBEHb PU3MKY JIi KOHKPETHOTO iH(opMma-
HIHHOTO pecypcy 3a CyMapHUMHU pIBHSIMHU
pu3uKy HeOe3MmeuHuX Mol 3 JepeBa MOIiH,
o BioOpaxkae 06araropakTOPHICTH BILIUBY
Bpa3JIMBOCTEHN Ta 3arpos.

3. 3a momomororo amapary HediTKOi
JIOTIKM Ta MiAXOJIB II00 MOOYI0BH CaMOHa-
BUAJBHUX MOJIENEeH y poOOTI MPOMOHYETHCS
OyayBaTH aJanTUBHI MOJeNi BIUIMBY (hakTo-
piB Bpa3iIMBOCTEN Ta 3arpo3 Ha KUIBKICTH Ta
AKICTh HEOE3MEeUHNUX BHUIAKIB.

10.

11.
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