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FORMALIZED REPRESENTATION OF INFORMATION AND TECHNO-
LOGICAL PROCESSES OF DIGITAL MEDICAL DATA EXCHANGE
IN THE DIGITAL MEDICINE INTEGRATING ENVIRONMENT

The general structure of information flows of the digital medicine integrative environment is described and the formalized repre-
sentation of health care business processes are developed. An analysis of the characteristics of the main actors actively involved in
medical care was done. As an obligatory condition of personal medical data secure exchange, the access level to medical informa-
tion of each participant, which is in particular in the case of mobile medicine, was determined. A model of business processes for

medical care has been developed using descriptive logics.
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Introduction

The digital transformation of society has led to the
emergence of digital medicine, which effectively
affects the quality of health care and communica-
tion methods for participants in this process. Tele-
medicine, artificial intelligence-enabled medical
devices, and electronic medical records are just
a few specific examples of the digital transforma-
tion in healthcare that are completely change the

way health professionals interact, the way data ex-
change between providers, and the decision-ma-
king mechanisms for diagnosis, treatment, reha-
bilitation, and health outcomes.

There is no doubt that the secure health informa-
tion exchange will enable citizens to more actively
manage of personal health data, to improve their
health. The ability to accumulate large amounts of
health data and its changes due to internal and ex-
ternal factors also provides for large-scale and in-
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depth clinical studies, so interoperability is defined
as one of the leading principles of digital medicine
[1, 2]. The demand for electronic medical record
systems (EHR), which collect and manage per-
sonal health data, and the need for free access to
them increases with the development of health care
management system |3, 4].

To ensure the effectiveness of health services, it
is important to involve available mechanisms for
interaction between patients and health care facili-
ties (HCF) at different levels. The balance between
the medical care availability and its quality is quite
shaky, so it is necessary to identify the most impor-
tant barriers to patients' rapid access to informa-
tion, as well as ways to overcome them [5]. To do
this, it is necessary to analyze the technological
process of information exchange in the medical
care process and identify the main participants in
this process and their characteristics. This analysis
makes it possible to take into account the tasks for
all participants, the requirements for access to the
necessary information for the medical data rapid
exchange to make adequate decisions on diagnosis
and treatment, as well as to form mechanisms to
increase access to health care.

Problem Statement

All the shifts in the digital transformation in the
medical field are innovative, the main goal of
which is to streamline the work of doctors, op-
timize the health care system, improve patient
outcomes, reduce human error and reduce costs,
primarily through experience on the Internet and
mobile devices.

Unfortunately, the healthcare industry is lagging
behind in implementing digital strategies. Stu-
dies of the pace of digital medicine implementa-
tion have found that by 2014, only seven percent
of health care facilities in different countries have
switched to digital technology, compared with 15
percent of companies in other industries [6]. In
most European countries and the United States,
where the electronic medical records implemen-
tation in health care is expanding, electronic sys-
tems for monitoring patient-physician interactions
are still slowly being introduced [7]. And Ukraine

needs to make much greater efforts to turn its stan-
dard practice into advanced digital technology.

Advances in health information technology have
contributed to the eHealth paradigm development,
which aims to improve the means of obtaining, sto-
ring and analyzing health data. The term eHealth
was introduced in the field of health information
technology to define the scientific and practical
field, which combines the development of medical
informatics, health care and business and is the ba-
sis for improving health services and expanding the
data exchange provided by the Internet and infor-
mation technologies [8, 9].

Recently, the vast majority of patients visited
their doctors only when they felt a sharp health de-
terioration and underwent the necessary examina-
tions on average once a year. At present, with the
development and implementation of digital tech-
nologies, prevention and maintenance of one's own
health are among the top priorities, so it becomes
important to provide patients with the necessary
prompt and more complete information about
their health. Many devices are designed to provide
mobile monitoring of patients’ state, especially for
those who are at high risk of sudden deterioration.
As noted in [10], by 2023 the volume of the market
for mobile medical devices will reach more than
$ 27 million, while in 2017 this volume did not
exceed $ 8 million.

The use of eHealth technologies will facilitate the
exchange of clinical, administrative and other health
data. We provide the basic definitions of the compo-
nents of the eHealth system information model.

Participants in the health care system are actors in
digital medicine systems. In a broad sense, the term
"health system participants” is defined as a "person”
or "group” that has a relationship with the health
care system, including patients and their fami-
lies, physicians, nurses, laboratory technicians,
and employees of other external management
organizations, insurance companies, etc.

Patients are end users of services. A large group
of providers include clinicians, consultants, nurses,
nutritionists, health managers, social workers and
hospital administrators, who offer and provide
medical services to solve the specific health prob-
lems faced by these consumers.
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Patients and healthcare providers are connected
by communication flows, and their interaction can
be facilitated through common eHealth programs
and basic infrastructures, which are usually crea-
ted and maintained by network operators, data-
base managers, system administrators and include
objects such as specialized software applications,
information processing algorithms and data sto-
rage systems.

For such diversity of participants in the medical
services process, it is necessary to define their spe-
cific features and clearly set restrictions on access
to personal medical information.

Electronic medical records. The most well-
known form of clinical data is the electronic medi-
cal record, which contains a lot of important infor-
mation. An electronic medical record is a digital
version of medical information and medical history
maintained by a healthcare professional. Specific
blocks of the electronic medical record must be
clearly and in detail prescribed taking into account
the technological features of obtaining and analy-
zing medical information.

Sources of health data. Interaction of patients
with healthcare professionals serves as a health
information source at the main points of contact
between the healthcare professional and the patient.
This information, once recorded, becomes health
information. These data usually include metadata
(record of services received, time and conditions of
these services, etc.) and clinical outcomes resulting
from these services [11]. Information that is often
collected and contained in medical records also
includes administrative data, patient demogra-
phics, progress information, vital signs, previous
diagnoses, doctor's appointments, immunization
dates, allergy information, and laboratory test re-
sults [12].

Undoubtedly, a person is the source of all data
about the state of his health. There are many cases
where the easiest way is often informal personal
data collection, in particular through mobile de-
vices. Also examples of direct collection of infor-
mation about patients' compliance with medical
instructions are entries in the personal calendar
of medical procedures, ie individual verification
of how they took their medication or counting the

amount of sleep indicating the period of observa-
tion. Such data require formalization to allow for
further storage and analysis.

With the fusion of eHealth and mobile techno-
logy, the concept of mHealth has emerged, which
is generally defined as a medical practice supported
by mobile devices. The development of mHealth
has provided new opportunities for generating pa-
tient health data, including biometrics, treatment
history, lifestyle choices, and other information
created, recorded, collected, or transmitted by pa-
tients to healthcare facilities to track, analyze, and
store personal medical information. mHealth al-
lows patients to monitor and report their condition
outside the clinical setting [13].

Considerable attention is now being paid to
strengthening patients 'responsibility for their own
health and ensuring patients' self-control over
changes in their health through mobile applica-
tions. For this purpose, it is extremely important to
carry out operational monitoring of these changes
and to establish constant communication with their
doctor in real time, supported by a smartphone,
especially in the case of chronic diseases [14]. At
the same time, it should be emphasized that the
data of self-monitoring by means of a mobile ap-
plication should be transferred to the system of
electronic medical records of the hospital for fur-
ther infection and analysis.

Thus, eHealth and mHealth are organizing a pa-
tient-centered healthcare system in which patients
may manage their own health through new mobile
technologies that enable the collection and evalua-
tion of online digital information [15].

The purpose of the paper is to analyze and forma-
lize the components of the integrative environment
of digital medicine to ensure effective interaction
between patients, family physicians and health care
workers at different levels.

General Structure of Information
Flows in the Integrating Environ-
ment for Digital Medicine

The integration environment for the digital medical
data exchange between different participantsin the
medical care process combines several main func-
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tional components: formalized business processes
with definition of information flows and characte-
ristics of participants (actors), digital medical data
storage subsystem (CMD), and functionalities
(algorithms) of accumulation and further exchan-
ge of digital medical data.

The Draft Global Strategy on Digital Health
2020—2025, published by the WHO in July 2020
[16], noted a change in the health actors defini-
tion. The implementation of information tech-
nologies and mobile medicine has necessitated
the consideration of a wide range of participants
in medical care or medical services: public or pri-
vate hospitals, various laboratories or clinical di-
agnostic centers, family physicians, paramedics,
pharmacists, and other related service providers.

To ensure the safe interaction of such a wide
range of participants in the digital medicine inte-
grative environment, the requirements for deter-
mining the levels of their access to medical infor-
mation and the ability to change this information
have been increased.

Users can be divided into two generalized cate-
gories: healthcare professional and patient, each
of which may have a set of subcategories. De-
pending on the model of interaction of health
care entities, the number of subcategories may
vary. Suppose we are considering a "home hospi-
tal" or palliative care system, and in this case the
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Fig.1. Scheme of interaction between the partici-
pants of the digital medicine infrastructure

medical staff will include a doctor (therapist),
a paramedic or a nurse. The patient can follow
the doctor's recommendations himself or rela-
tives are responsible for him. If we take the scale
of the secondary level of medical care, it is neces-
sary to add doctors-diagnosticians, doctors-con-
sultants, and in case of hospitalization — hospital
doctors.

The generalized structure of interaction be-
tween mentioned participants can be given by
such model (Fig. 1).

Consider the characteristics of the main com-
ponents of medical care in the structure of digital
medicine [17].

1. Patient is a person, who can control access to
personal medical data and their content, has the
opportunity to change them within its authority.

2. Means for measuring or diagnosing medi-
cal, psycho-emotional and statistical data of the
patient: devices or software products that in auto-
matic or manual mode, through its own interface
or with the help of third-party software, can record
personal medical data and enter database tables.

3. The family doctor is a person authorized by the
patient, so he has access to the patient's medical
data and can provide advice and make recommen-
dations for further treatment or rehabilitation.

4. Laboratory doctor is an unauthenticated per-
son who provides the results of laboratory tests.
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5. Physician-diagnostician is an unauthenticated
person who provides the results of research of in-
strumental functional diagnostics.

6. Hospital doctor is an authorized by the patient
person who has access to the patient's medical data,
medical records and recommendations of the fami-
ly doctor, and can provide recommendations for
further treatment or rehabilitation.

Note that the overall structure of information
flows is a patient-oriented model, but depends on
the aggregate characteristics of all participants in
the interaction in this information environment
(Fig. 2).

Model of Information Interaction
Between Participants in Digital
Medicine Infrastructure

The realization of the principle of interoperabi-
lity in digital medicine infrastructure is based on
the formalization of the main business processes
of information exchange during the medical care
processes as a first step. To accomplish this task,
a model of information interaction between the
participants of these processes has been developed
with the help of descriptive logic, which makes it
possible to describe the procedures for generating,
accumulating and storing personal data about the
patients’ health.

Let's define in detail some steps of digital medi-
cine subjects interaction according to the deve-
loped model.

The interaction of each subject (primarily the pa-
tient) with another subject (family doctor, doctor-
consultant, etc.) is the leading line of the model.

Taking into account the mobile medicine needs,
we will consider such an interaction with the pa-
tient's use of a mobile device to determine and
record their physiological indicators for further
communication with the family doctor with the
possibility of transmission to either a doctor or a
consultant:

V _(peP)c3 has.(smartfonelindica-
tors.7) > VvV _(pe P).set treatment(internist N
indicators),

where: p € P is patient p from a set of P patients.

In the next step, the family doctor caring for the
patient (internist) sends his or her recommenda-
tions for treatment or rehabilitation to the patient.

If the family doctor deems it necessary, he gives
the patient an electronic referral for examination to
a clinical laboratory or functional diagnostics de-
partment, then we have:

— V_(peP) research =3 has.(internist U
indicators U electronic referral. 7).

In the absence of the need for such examinations
and their recording in the patient's electronic card,
the following objections are used:

set treatment =—EHR or V_(p e P)C set
treatment. L,
where EHR is thepatient's electronic card.

In the absence of information about the medical
examinations results, carrying out medical services
to the patient will be detained:

internist.set treatment < 3 has.(indicators
p.T)— internist.set treatment < Vv to appear.
recommendation — .

The Functional Diagnostics Department, having
an electronic referral from the family doctor, carry
out the laboratory tests and then sends the results of
the study to the doctor as an record in an electronic
medical document:
functional diagnostics.set research < Vresearch

result.internist NEHR
laboratory c 3 has.(electronic referral Ninter-
nist. 7)) —

Similarly, the clinical laboratory, having an elec-
tronic referral from the family doctor, carry out
a study of the patient and sends his results to the
doctor as a record in an electronic medical docu-
ment.:

laboratory.p_research < 3 realize.(electronic
referral U patient)

laboratory.set research c Vresearch result.

internist( N EHR

In turn, the family doctor, having the results of
clinical examinations received from the patient or
recorded in EHR, if necessary, recommend them
the consulting physician, using mobile means:

internist.p_data < 3p _data.EHR

internist.diagnosis 3 realize.(laboratory N

functional diagnostics M telemedicine Doctor
Consultant) »>
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Fig. 2. The general structure of information flows in the participants interaction in the integrative environment of digital

medicine
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The DoctorConsultant analyzes the received
medical data (extract from the electronic medical
document, digital images, etc.) and sends the re-
sults of the consultation to the doctor who sent this
data with a request for a consultation.

After receiving an advisory opinion, the family
doctor enters it in an electronic medical document
(EHR) and makes recommendations to the patient
for correcting his health:

individual treatment period < 3 determined.
(patient N diagnosis)
DoctorConsultant < 3 consultation. (indicators 1
internist. 7)) -
Doctor Consultant.set consultation < Vv
consultation result.set
functional diagnostics < 3 has.(electronic
referral (N internist.7 ) »>
functional diagnostics.p_research < 3 realize.
(electronic referral U patient).

It is mandatory to define restrictions on the
specified roles of participants in providing medical
services.

Thus, the formed model formalizes the main
business processes of information exchange during
the medical care, taking into account the pecu-
liarities of the objects’ interaction, generation and
exchange of medical data, as well as the necessary
supporting documents.
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®OPMAJI30BAHE MOJAAHHA IHOOPMALIVHO-TEXHOJOTTYHUX MPOLIECIB
OBMIHY UTU®POBUMU MEANYHUMU JAHUMU B IHTETPYBAJIbHOMY
CEPEJOBULII UM®POBOT MEAULIUHU

Beryn. /1ns 3a6e3neyeHHsT e(eKTMBHOTO HaJaHHS MEAUYHUX MOCIYT BaXJIMBO 3a0e3MeuyBaTh JOCTYIIHI MEXaHi3MU Uit
B3a€EMOJII MiX 3aKJlaZaMu OXOPOHM 3I0pOB’s pi3HOro piBHsI Ta mauieHTamu. mHealth, eHealth Ta iHIIi TeXHOJOTIUHI
PO3p0o0KHM, TaKi SIK TeJIEeMEIUIIMHA, CTAHOBJISITh HOBY LIM(POBY IapaaurMy 3IM0POB's.

Mertoo po6oTn € po3pobIeHHST HOPMATiZ0BAaHUX CKIIATHUKIB iHTETPYBAJILHOTO CepemoBUIa U(GPOBOT MEMUIITMHI
IUTst 3abe3rnedeHHs e(DeKTUBHOI B3aEMOIii MiX TMaIlieHTaMM, CiIMETHUMU JIiKapsIMU Ta TIPAIiBHUKAMU 3aKJIaIiB OXOPOHU
3I0POB’SI PiI3HOTO PiBHS.

Pesynsratu. OmnucaHO 3arajbHy CTPYKTYpY iH(MOpMalliiHMX TOTOKIB iHTETpyBaJbHOIO CepeloBUIlNA IM(PPOBOL
MEIULIMHU Ta po3pobjieHO ¢hopMaiizoBaHe IMOMaHHS Oi3HEC-NPOolieCiB 3aKjiaLy OXOPOHM 310poB’s. HamaHo aHaini3
XapaKTepPUCTUK OCHOBHHMX YYaCHHUKIB (aKTOPiB) MpOLeCy HalaHHS MEIWYHOI JOIIOMOTY Ta BU3HAYEHO PiBeHb IOCTYITY
0 METUYHOI iH(opMallii KOXKHOTO yJaCHWKa, IO € HEBil'€MHOI0 YMOBOIO, 30KpeMa y pa3i 3aCTOCYBaHHS MOOITHHOT
MEIUIIMHU. 3 BUKOPUCTAHHSM 3aCO0iB NECKPUTITUBHUX JIOTiK PO3pO0JIEHO MOAe b Oi3HeC-TIPOLIeCiB HATAHHS MEIMYHOI
JIOTIOMOTH.

Bucnosku. @opmanizoBaHe mojgaHHS Oi3HeC-TIPOIECiB HaZaHHA MeIMYHOI JOIMOMOIM i3 3aCTOCYBaHHSM 3aco0iB
mHealth ta e Health BinoGpaxae B3a€EMOJIi10 YYJaCHHUKIB LIMX MPOLECiB (MMallieHTa Ta pi3HUX Py MEAUYHUX MpalliBHUKIB) Ta
iHopMauiiiHi MOTOKM, SIKi BAHMKAIOTh 32 i€l B3aeMoii. Jluist 3a0e3reueHHsI HaailiHUX MeXaHi3MiB 0OMiHYy LM(DPOBUMU
MEIMYHUMU JAHUMU NPOMUCAHO PiBHI JOCTYMY MiJ Yac MiKIOYEHHS KOXHOT0 YYaCHUKA 10 cucteMu e Health.

Karouosi caosa: yugposa meduyuna, ingopmayiiini nomoku, 6i3Hec-npoyecu Ha0aHHs MeduuHoi donomozau, pieerb docmyny 0o
yugposux meduunux danux, eHealth.
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