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Terminology
Problem Statement

With the development of communication tech-
nologies and the Internet, the opportunity to con-
duct teamwork online arose. This type of work has
many advantages as more convenient individual
work schedules and increased productivity due to
fewer interruptions [1]. Special software systems
are used to organize teamwork. But along with
the important benefits, remote work creates new
problems.

That is why the creation of web application for
organizing team work online, which is aimed at
solving problems typical for remote communica-
tion, is important. Since the use of cloud resources

and services (cloud-first strategy) today is beco-
ming common not only for commercial enterpri-
ses, but also for government organizations [1], the
developed software should be focused on the use of
cloud services, for example Microsoft Azure.

To do this, the following tasks must be solved:

= jdentify the main problems that are inherent in
the remote communication of team members;

= review existing software systems used to orga-
nize teamwork;

= identify the main functions which are common
for software systems of this type;

= design the architecture of the software system,
using the services of the cloud platform Microsoft
Azure and based on the functions of the system;
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Fig. 1. Problem tree

= perform software implementation of the sys-
tem (select development technologies and develop
system using them);

= analyze the developed system.

The purpose of this work is to create a web ap-
plication for organizing teamwork online

Causes of Problems in
Organizing Teamwork Online

First of all, during the remote work of team mem-
bers there is the problem of synchronization of
various meetings and events that are necessary to
conduct the work process. The main reason for this
is the unique schedules of each employee, who can
work at will at any time of the day and even in dif-
ferent time zones. Under such conditions, without
information about the plans of team members, it
is impossible to choose a time that could satisfy at
least the majority.

However, even a well-timed meeting does not
guarantee that team members will show up, as po-
tential participants may forget about the meeting or
not receive relevant information about it at all.

Also, a significant problem faced by 88% of em-
ployees [2] working remotely, according to surveys,
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is the growing number of misunderstandings with
their colleagues compared to working in normal
conditions. At the same time, 83% [2] of respon-
dents believe that their work processes are overly
dependent on emails.

If the software system is inaccessible as web ap-
plication, it is required for users to install the ne-
cessary software, which reduces the ease of use.

In addition to misunderstandings when wor-
king with colleagues, 88% of surveyed employees
[2] working remotely indicate that there are in-
compatible practices in their work processes that
affect performance. In most cases, these problems
arise because of bad organization and the lack of a
clear structure of tasks and goals.

The above problems can be displayed as a prob-
lem tree in Fig. 1.

Review of Software Systems
for Online Cooperation

The three most popular services [4] for online co-
operation have been selected for review.

Zoom. Zoom is a software for video conferen-
cing [5]. The system is one of the most popular col-
laboration tools. Its capabilities are used by 36% of
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surveyed employees who work remotely [4]. The
system is available on Windows, Linux, MacOS,
iOS, Android.

The main functions of this application include:

= scheduling of meetings and events for users;

= support for audio and video conferencing up to
100 participants and 40 minutes for free accounts
and up to 1000 participants without time limits for
premium accounts;

= ability to present the screen during video con-
ferencing;

= exchange of messages in group and personal
chats;

= file sharing support;

= platform extensibility with plug-ins and third-
party programs based on the Zoom platform.

The disadvantage of Zoom is the limitation on
the number of participants and the time limit for
audio and video conferencing in the free version.
While restrictions on the number of participants
is not a problem for most teams, restrictions on a
meeting duration does not allow to always com-
plete meetings in one session and bring inconve-
nience for a team.

Zoom also doesn’t have the tools to organize
users into permanent groups, so you need to find
and add team members individually each time.

In addition, you must install a client to use the
capabilities of online conferencing, because there
is no web application for Zoom.

MS Teams. MS Teams — is a software for orga-
nizing teamwork from Microsoft [6]. The system is
one of the most popular collaboration tools. Its ca-
pabilities are used by 19% of respondents who work
remotely [4]. The system is available on Windows,
MacOS, iOS, Android and has web application.

The main functions of this solution include:

= scheduling of meetings and events for users;

= support for audio and video conferences for
up to 100 participants and 60 minutes for free ac-
counts and up to 10,000 participants and 24 hours
for premium accounts;

= exchange of messages in group and personal
chats;

= the ability to present the screen during video
conferencing;

= file sharing support;

= integration of the platform with other Micro-
soft services and extensibility of the platform with
third-party plug-ins;

= grouping users into teams that can share files
and information with each other via specialized
channels and have common meetings and events.

The disadvantage of MS Teams is the limitation
on the number of participants and time limit for
audio and video conferencing in the free version.

An additional advantage of MS Teams is that
it has plug-ins from services used to organize the
workflow, such as Atlassian Jira and Azure Boards.
This allows the team to receive real-time updates
on the status of their tasks.

Skype. Skype is a software that provides Internet
telephony, audio and video conferencing and in-
stant messaging services [7]. The system is one of
the most popular collaboration tools. Its capabilities
are used by 17% of surveyed employees who work
remotely [4]. The system is available on Windows,
MacOS, iOS, Android and has web application.

The main functions of this solution include:

= support for audio and video conferences for up
to 100 participants;

= exchange of messages in group and personal
chats;

= the ability to present the screen during video
conferencing;

= support for audio calls to regular phones via
Internet telephony;

= file sharing support.

The disadvantage of Skype is the lack of time
management tools. Skype users do not have calen-
dar functionality, but it is possible to inform other
users about their own availability status.

Also, Skype does not have the tools to organize
users into permanent groups, so each time you need
to find and add team members individually.

Defining the Function
and Software System
for Organizing Teamwork Online

According to the results of the review, the functions
to be implemented in modern systems for organi-
zing teamwork online are identified as following:
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= maintaining individual and joint calendars;

= organization of audio or video conferences;

" messaging;

= file exchange;

= screen presentation;

= availability of a web application;

= organization of users into permanent groups;

= task management according to the chosen de-
velopment methodology.

Implementation of these functions in the soft-
ware system will solve the problems commonfor
the remote work.

Software Architecture Based
on the Microsoft Azure Services

The developed software is a web application built
on a client-server architecture. The client part pro-
vides high-level functions:

= customer interaction with the system and use
of its capabilities;

= display of data received from the server part;

= support for online meetings between system
customers.

The server part of the software system provides
functions:

= processing of requests received from the client
part;

= interaction with the database;

= sending notifications about the processing of
requests to add new messages and appointments to
other web clients and via email.

The AGILE iterative development methodo-
logy, in which requirements and solutions evolve
through cooperation between multifunctional
teams capable of self-organization, was chosen to
manage the tasks.

Figure 2 shows the architecture of the software
system. It is based on the use of the following ser-
vices of the cloud platform Microsoft Azure [8]:

= Azure App Service;

= Azure SignalR Service;

= Azure Functions;

= Azure Service Bus;

= Azure SQL Database;

= MongoDB Atlas;

= Azure Blob Storage.

Azure App Service is a web service provided by
the cloud platform and is used to quickly create
fully functional cloud web applications.

Azure SignalR Service is also a web service and
provides easy addition of real-time functionality
for cloud applications.

Azure Functions belongs to the category of cal-
culation services and provides the ability to perform
event-driven serverless calculations (launch the ap-
propriate functions).

Azure Service Bus is a reliable messaging ser-
vice provided as a service or as a hybrid integration.
Used to process the message queue.

Azure SQL Database is a scalable relational da-
tabase service provided. It is a fully managed SQL
database, where resource management is automa-
ted to accelerate software development.

MongoDB Atlas is a cloud service that provides
automated non-relational database services based
on the MongoDB database core.

Azure Blob Storage is a cloud storage that pro-
vides file storage and management services.

Consider in more detail the services of the deve-
loped system.

The Client web application service is respon-
sible for hosting the client part of the web ap-
plication and is an Azure App Service. It is as-
sociated with a domain name by which users can
take the SPA application and use it to access the
functions of the software system via HTTP and
the SignalR library, which uses the WebSocket
protocol.

To process requests from the client side, there
are several services implemented as Azure Func-
tions, which are designed to interact with different
entities and respond to HTTP requests and SignalR
Service, which is used to implement real-time in-
teraction.

The first of the HTTP request handlers is the
Credentials service. He is responsible for registering
and authorizing users into the system. For autho-
rized users, the service provides a special JWT token,
which is used by other services to authorize the user.
Also, during registration, the service is responsible
for sending the activation letter to the queue of the
email service (Service Bus). The authority service
stores entity data in a relational database.
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Fig. 2. Software system architecture

The Chat service is responsible for creating
and editing the chat entity and its relationship
with users. It is activated via an HTTP request and
requires the appropriate user rights to work pro-
perly, such as being a chat administrator to change
its name. The chat service stores entity data in a
relational database.

The Team service is responsible for creating and
editing the team entity and its relationship with
users. It is activated via an HTTP request and re-
quires the appropriate user rights to work correctly,
such as being a team administrator to change its
name. It is responsible for creating the appropriate
chat and KANBAN board for newly formed teams.
The command service stores entity data in a rela-
tional database.
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The Page service is responsible for creating and
editing the page entity and saving it in a non-rela-
tional database.

The AGILE service is responsible for creating and
editing entities related to the AGILE methodology
and storing them in a non-relational database. For
the first iteration of the software system, AGILE
tools are represented only by the KANBAN board.

The Organizer service is responsible for creating
and editing the meeting entity and storing it in a
non-relational database. Also, when creating a new
appointment, the service is responsible for sending
a reminder letter to the queue of the email service
(Service Bus).

A real-time interaction service (SignalR ser-
vice) is used to process SignalR requests. It al-
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lows you to place users in special hubs that are
responsible for processing requests from hub
members and passing notifications and remin-
ders to other members. In the first iteration, such
procedure is a message processing. It consists of
several steps:

= sending a message by the user;

= message processing with
Function;

= after successfully saving the message in sto-
rage, notification is sent to other chat participants
or if the participant is not online, the reminder let-
ter is queued for email service.

The Messaging Service is responsible for crea-
ting and editing the message entity and storing it
in a non-relational database. Unlike other services
implemented as Azure Function, this service does
not process HTTP requests, but changes in the
SignalR service.

The Service Bus queue is the Azure Service Bus
service. It is a conditional data structure of FIFO
format, and stores requests for sending emails,
which are processed by the Email service which
sends the required letter. The letter is sent through
a third-party email service provider that receives a
request to send email via SMTP.

The File Service is responsible for the place-
ment of files in storage and generating URL links
which application users can use to obtain previ-
ously saved files. This service is not implemented
for the first iteration of the web application de-
velopment.

special Azure

Description of Software
Implementation

Features of the first iteration of the software sys-
tem:

= AGILEtoolsare represented onlyby KANBAN
board;

= interaction in real time is represented only by
notifications of new messages;

= adding file sharing between users is postponed
until the next iteration.

The C # programming language and the ASP.
NET Core platform were chosen to develop the
server part, as this programming language and

technology provides the greatest opportunities for
creating a high-quality program and is architectu-
rally neutral, safe and highly productive. Its biggest
advantage is the high integration with the Azure
cloud services.

The JavaScript programming language was cho-
sen to develop the client part, as it provides the best
opportunities for creating a web application and
full integration with HTML and CSS.

Angular was chosen as the framework because it
uses the Typescript programming language and a
component architecture approach which is highly
productive and scalable.

Testing was performed by Gray Box Testing.
Both the code and the software product itself are
checked for compliance with the functional re-
quirements. Among the functional tests, unit and
integration tests are performed. Non-functional
tests are represented by performance and interface
testing.

Conclusions

Web application that solves the problems arising
in the organization of team work online was deve-
loped using Microsoft Azure cloud services.

For the first time, the architecture of this
software system type based on Microsoft Azure
cloud services has been proposed. The architec-
ture is flexible and can be extended by adding
new modules.

Possibilities for improving the implementation
of the software system in the following versions
have been identified:

= expanding the tools of the AGILE methodo-
logy by including Scrum approaches;

= expanding real-time interaction, including
receiving notifications and reminders about mee-
tings, editing team pages and KANBAN boards;

= adding the ability to share files between users;

= expanding interaction with messages (forward,
reply, edit, delete);

= adding notifications other than email, such as
Telegram messages.

The implementation of these additional func-
tions will not affect the created architecture of the
software system.
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BUKOPUCTAHHS CEPBICIB XMAPHOT TNIAT®@OPMW MICROSOFT AZURE
7151 CTBOPEHHSA BEB-JOOATKY 3 OPTAHI3ALIIl KOMAHJHOI POBOTU B OHJIAMH PEXKMMI

Beryn. 3 po3BUTKOM TEXHOJIOTI 3B’ 13Ky Ta MepexXi IHTepHeT 3’siBujiacs MOXJIMBICTb 1Sl POBEACHHS KOMaHIHOI pOOOTH
B OHJIaliH pexxuMi. Ta pa3oM i3 BAXXJIMBUMU NepeBaraMu BijiajieHa podoTa CTBOPIOE HOBi MPOOJIEMH.

MeTtor0 1aHOi poOOTU € CTBOpPEHHSI BeO-10JaTKy 3 OpraHizallii KoMaHAHOI poOOTH B OHJIAMH pexXMMi Ha OCHOBI
cepBiciB xMapHoi atdopmu Microsoft Azure. CTBOPEHHS TaKO1 CUCTEMU € aKTyaJIbHOIO 3a1a4ueto, 00 103BOJISIE BUPIIIUTH
npo0IeMu, XapaKTepHi TSl AUCTAHIIITHOTO CIIKYBaHHSI Ta BAKOPUCTOBYE MOXJIMBOCTI Cy4aCHUX XMapHUX I1aT(GopMm.

Metoau. [TpoBeaeHo orJisia MOTOYHOI CUTYallii Ta iCHYIOYMX Mpo0JieM IpU opraHizailii KOMaHAHOI poOOTU B OHJIAMH
pexumi. BUKoHaHO aHaJIi3 iCHYIOUMX ITPOrpaMHMX pillieHb, BKa3aHO IXHi OCHOBHI XapaKTepUCTUKMU, TTIepeBarv Ta HeI0JiKu.
BusHaueHo dyHKIIii MporpaMHOi cUcTeMH, sika O BUpillIWIa MpodJeMU, XapaKTepHi MPU OpraHizallii KoOMaHAHOT poOOTU
B OHJIAWH PEXUMI.

Pesynbrar. 3arpornoHOBaHO apXiTeKTypy MPOTPaMHOI CUCTeMM IS OpTaHi3allii KOMaHIHOT pOOOTH B OHJIANH pexkuMi
Ha OCHOBI cepBiciB xmapHoi ruiardopmu Microsoft Azure. OniucaHo 0coOJMBOCTI MEPIIOI iTepallii TporpaMHoOi peatizaltii
CUCTEMM Ta OOIPYHTOBAHO BHMOIp TeXHOJOTIM s ii peanizauii. 3po0JieHO BUCHOBKM ITPO MOXJIMBOCTI MOKpAILEHHS
CHCTEMU B HACTYITHUX BEPCIsIX.

BucHoBku. Matepianu ctarTi MOXYTb OYyTM KOPUCHUMM NMPU BUOOPi iCHYIOUMX MPOTPaMHUX 3aCO0iB Ta Ha Pi3HUX
erarnax po3po0JieHHSI HOBUX ITPOTpaMHUX CUCTEM 3 OpraHisallii KoMaHJIHOI pOOOTH B OHJIAH PEeXUMi

Karouosi caoea: oucmanyiiina poboma, onaaiin poboma, komarnona pooma, Microsoft Azure, xmapni cepsicu, AzureAppService,
AzureSignalRService, AzureFunctions, AzureService Bus, Azure SOQL Database, Mongo DBAtlas, Azure BlobStorage.
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