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The article is devoted to solving the problem of determining the resilience of critical infrastructure systems to malicious
actions of adversaries. Different modeling methods and their integration are considered. Using the example of a system
of systems, including energy and transport networks, the application of methods of agent, network, economic modeling
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and the method of system dynamics are considered, which are combined into a single structure of analysis for the
development of algorithms for general decision-making support for the protection of critical infrastructure systems.

Keywords: modeling the resilience of critical infrastructure, agent-based modeling, network modeling, and system

dynamics methods.

Introduction

Currently, the large-scale war of the Russian Fe-
deration against Ukraine, the increase in the level
of terrorist threats, as well as the global trends
towards the significant consequences of natural
and man-made emergencies have led to the actua-
lization of the issue of protecting systems, objects
and resources that are critically important for life
society, socio-economic development of the state
and ensuring national security, i.e. protection of
critical infrastructure (CI), which is one of the top
priorities for providing national security.

The Law of Ukraine “On Critical Infrastruc-
ture” defines CI objects as infrastructure objects,
systems, their parts, and their totality, which are
important for the economy, national security, and
defense, the malfunctioning of which can cause
damage to vital national interests [1]. According to
this law, CI includes objects that satisfy the most
important functions and services of energy supply,
water supply, transport, health care, food supply,
finance, governance, and defense of the state. As
noted in the Law, “The goal of state policy in the
field of critical infrastructure protection is to en-
sure the safety of critical infrastructure facilities,
prevent unauthorized interference in their functio-
ning, forecast and prevent crises at critical infra-
structure facilities”. Therefore, the analysis of chal-
lenges and threats affecting the resilience of CI ob-
jects, the assessment of their security status to detect
and prevent incidents, as well as the development
of a set of measures to control security risks at CI
objects is a primary task and problem in the state.

To solve the above-mentioned problem, the
numerous CI analysis methodologies are used in
the world, which make it possible to obtain esti-
mates of its vulnerability, risks, and stability. Such
assessments help in planning investments in CI,
planning the continuity of its work, and making
operational decisions.

Simulation modeling, agent modeling, net-
work modeling, economic modeling, system dyna-
mics methods, etc., as well as methodologies for
modeling the interdependencies of CI systems and
objects, can be included in the world’s most widely
used methodologies for evaluating CI systems.

Problem Setting

Analyzing different approaches to CI modeling
and relying on world experience, we can conclude
that each methodology has its advantages and dis-
advantages. These methodologies can be deter-
ministic or probabilistic, static or dynamic, and
have different assumptions, levels of detail, data
requirements, properties, and scope. Therefore, it
is practically impossible to assess the entire criti-
cality of such complex objects as CI objects with
one type of model. In this sense, there is a question
of consideration and research of the problem of the
possibility of integrating different methodologies
to the modeling of risk assessment and security of
CI objects into a single analysis structure for the
development of algorithms for general deci-
sion-making support regarding CI protection.

Analysis of Recent
Research and Publications

Today in the literature can find many works devot-
ed to the use of different approaches to the mo-
deling of CI systems in order to assess their resi-
lience to threats, resistance to risks and to provide
recommendations for making decisions against
threats. There are both review articles describing
various methods and articles describing the appli-
cation of individual CI resilience assessment mo-
deling methods to specific challenges and threats.
Here is a brief description of some of them.

The review papers [2—4] describe, characte-
rize, and compare the currently most used ap-
proaches to CI modeling, such as: empirical, agent,
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network, based on the system dynamics and eco-
nomic theory. Issues of interdependencies of CI
systems are considered. The paper [3] highlights
the problems of CI protection against the back-
ground of the use of the latest technologies such
as the Internet of Things (IoT) and concludes that
none of the above-mentioned approaches provides
“comprehensive” threat modeling and assessment
of AI resilience. The article [5] presents an over-
view of the approach to agent modeling in trans-
port systems and discusses optimization problems
using agent models.

In works [6—8], a study of agent approaches
to CI modeling was carried out. In particular, [6]
presents an agent-oriented CI model taking into
account interdependencies between energy and
water supply systems (Interdependent Critical In-
frastructure Model — ICIM), which is intended
for long-term joint planning at the national and
regional levels in a specific geographic region in
order to avoid shortages electricity and water.

Papers [7, 8] are devoted to the management
of emergency response. In [7], a system for alerting
and reporting on emergencies, built on multi-agent
software architecture, is presented. The system
works in real time with social media support as a
decision support system for emergency manage-
ment. In [8], the use of large multi-agent systems
to solve emergency situations in dynamic envi-
ronments with uncertainty is considered. The use
of Markov, semi-Markov and partially observed
Markov decision-making processes is explained.

The work [9] is devoted to the study of the phy-
sical resilience of the operation of a nuclear power
plant (NPP) in the conditions of earthquakes. The
NPP is presented as a system of systems described
by various methods of relationships, such as a fai-
lure tree, a goal tree, a success tree, hierarchical
modeling, etc. A quantitative analysis of the safe
operation of the NPP is carried out, which is rep-
resented as the probability that it will not cause
damage during an earthquake. The time to restore
normal operation is considered an assessment of
the physical resilience of the NPP. The research is
conducted using the Monte Carlo method.

The works [10, 11] consider the use of net-
work approaches to the modeling of CI resilience

estimates. In particular, [10] presents a network
model that uses game-theoretic modeling me-
thods to assess the worst failures in the functioning
of interdependent CI systems and determine the
most effective protection measures against them.
The application of network flow with a defined set
of nodes and edges is shown on the example of in-
terdependencies of gas and electric networks. A
binary variable is used instead of a probabilistic es-
timate of the state of the node.

The paper [11] investigates the use of a net-
work approach to CI modeling based on the topo-
logy of the water basin for the analysis of the risk
of flooding of the catchment area. A multi-sector,
multi-level CI network is represented by points,
connectors, and polygons. Cascade effects under
different flooding scenarios are considered.

In [12], two interdependent network systems
are considered, each of which consists of several
components (nodes) connected by connections
(arcs) representing physical and/or logical connec-
tions between them. Interdependencies are mode-
led as links connecting the nodes of two systems
and are conceptually similar to the connections
of separate systems. Each node in system 1 can be
interdependent with any other node in system 2.
To estimate the average response of systems to
cascading failures and take into account the dy-
namics of changes in connections between two
systems, Monte Carlo simulation is performed,
where interdependence connections between no-
des change randomly during each test.

The works [13—15] use the system dynamics
approach to modeling interdependencies of Cls.

The article [13] investigates a dynamic model
for assessing the risks of failures in combined com-
plex infrastructure systems. A model of a coupled
dynamic complex system based on cellular auto-
mata is considered. Failures in connected and un-
connected systems are compared. It is concluded
that connected systems are more susceptible to
large-scale failures, and a failure in one system can
cause a similar failure in another.

Research [14] is devoted to solve the problem
of survivability of a complex dynamic system in
realistic operating modes. The energy network of
Scandinavia and the influence of its topology pa-
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rameters on the stability of operation are consi-
dered and investigated.

The work [15] is devoted to the study of the
system dynamics approach and presents the CRIS-
ADMIN project, funded by the European Commis-
sion for Critical Infrastructure Protection (CIPS),
which aims to develop a decision support system
(DSS) based on a system dynamic model of critical
infrastructures. The model of system dynamics al-
lows for a deep understanding of the interdependen-
cies between Cls, as well as possible impacts in case
of critical events on the socio-economic context.

The Object of Research
and the Purpose of the Article

During the bombing of the territory of an inde-
pendent state by an aggressor, in addition to the
population, all critical infrastructure objects of
both large cities and small towns and villages suf-
fer. However, energy facilities that produce, trans-
mit and supply electricity to the population (ther-
mal power plants, transformer substations, etc.)
receive the greatest damage. Transport also suffers.
The subway, trolleybuses stop, railway junctions
are damaged, model cars burn, bridges collapse.
There is a lot of destruction and casualties among
the population. Rescue services, firefighters, med-
ics, and energy teams are involved in restoring life
in places of such damage.

The purpose of the article is to build a model of
integration of various approaches to CI modeling
for a comprehensive analysis of the possibilities of
its protection and recovery.

The object of research of the article is the sys-
tem of CI systems, which consists of systems of
energy, transport and liquidation of the conse-
quences of emergencies.

According to the results of the literature ana-
lysis, it can be said that the agent, network, eco-
nomic approaches and the approach based on
system dynamics are currently the most used.
Therefore, the application of such approaches is
considered in the article.

Using the Agent Modeling Approach

In order to analyze the damage structure and re-
store the operation of the entire AI that is exposed

to an aggressor’s attacks, its model can be conven-
iently represented as a system of separate systems
that are represented by heterogeneous agents and
combined into one connected decision support
system (DSS).

Fig. 1 shows the multi-agent model of the sys-
tem of individual systems of the critical infrastruc-
ture of the CIMM (CI multi-agent model), which
allows us to present the CI as a set of agents that
have their roles (the names are shown in Fig. 1)
and perform functions corresponding to these
roles. This representation allows for a more de-
tailed and transparent review of the tasks and be-
havior of decision-making agents (DMs) and to
develop appropriate algorithms to support these
decision-making (DSs).

Let’s consider the structure of the model in
more detail.

Due to the fact that leaders of the Russian Fed-
eration very often threatens to use weapons of mass
destruction against the population of the European
continent, and in addition to this, other countries
strive to increase their nuclear potential, NATO is-
sued a document concerning its policy in the field
of defense from chemical, biological, radiological
and nuclear (CBRN) weapons [17]. According to
this document, NATO’s main policy principles and
commitments are to prevent, protect and recover
the lives of the population, territories and NATO
forces after the use of CBRN. Therefore, agents
whose role is to prevent, protect and recover Cls
after terrorist attacks should be part of the CIs sys-
tem of systems model.

As a result, the set of agents of the CIMM
model has the form:

ACIMM = {ACA’ AEn’ ATr’ AEr’ AContr’ APrev’ AProt’ ARec}’
where
A — set of agents of the CIMM model,

A, — situational awareness Agent (SA),

A, — energy Agents,

E

A — transport Agents,

A, — emergency response Agents,

Ao — CI resilience control Agent,
A, ., — emergency prevention Agent,
oy — Cl protection Agent,

A,,. — Clrecovery Agent.

R
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Fig. 1. Multi-agent model of the system of individual CI systems (CIMM)

Model input data. The input data of the CIMM
are data about the emergency that is about to hap-
pen or has already happened at CI objects and
the state of the CI: messages coming from various
sources, including from the Internet of Things
(IoT); intelligence data; media and social network
data; data from various sensors, etc. These data are
sent to A,

The functions of A, consist of verification,
aggregation and intellectual analysis of input data,
the result of which is the formation of the ope-
rational situation as a function of time and the
forecast of its development. Also here, prelimina-
ry modeling of emergency development options
should be carried out, including using the ap-
proaches and methods described in this article.

The functions of A, and A__include ensuring
the necessary needs of society, respectively, in

ISSN 2706-8145, Control systems and computers, 2024, No. 2

energy capacities and in passenger and cargo
transportation.

The function of A,  includes political deci-
sions at the state level and decisions on prevention
policies at the level of individual CI objects, the main
ideas of which are building up the potential of coun-
tering the enemy and investments in CI security. It
is also advisable to take into account the testing of
protection systems and personnel training.

The function of A,  includes ensuring the
safety and stable functioning of CI objects: physi-
cal protection; cyber defense; ensuring sustainable
work based on risk analysis and assessment; orga-
nizational resilience; anti-crisis management.

The functions of A, include, in addition to
eliminating the consequences of emergency situa-
tions, also functions to restore the needs for re-
sources that were damaged or destroyed as a result
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of the emergency (providing the population with
electricity and transport).

Model output data. On the basis of SA data,
the control agent A, produces decision-making
support algorithms and, based on them, forms
controlling influences on agents of prevention,
protection and recovery in order to ensure the
safe and normal operation of CI objects to meet
society’s needs for electricity and transport.
Controlling influences are the output data of
the model.

The control influence on the recovery of ser-
vices in electricity and transport consists in the
redistribution by the recovery agent A, of the
production of services between the corresponding
agents A, and A .

When the availability of certain types of tran-
sport becomes impossible, the load falls on those
types that remain available. In this case, the con-
trol agent A carries out fixation and regulation
by redistributing the load to individual types of
transport.

In the case of electricity, when it is impossible
to satisfy the population and industry in the re-
quired capacity as a result of damage or destruc-
tion of one type of supply, another comes to his aid.
In this case, the control agent A carries out
the dispatching of capacity redistribution between
the agents A_ , taking into account the demand
forecast.

Multi-agent CIMM model (Fig. 1) makes it
possible to carry out both a top-down and bot-
tom-up analysis of the CI system.

The advantages of the agent approach lie in
the possibility of representing the decision maker
and the main participants in the system as hete-
rogeneous agents with their own connections and
actions. The method makes it possible to simulate
“what if” scenarios (as described above) and eva-
luate the effectiveness of various management
strategies. Agent-based modeling can be integrat-
ed with other modeling methods for more comp-
lete analysis.

Disadvantages of the agent approach are a mo-
deling the behavior of agents and the configuration
of systems depends on the assumptions made by
the developer.

Using the System
Dynamics Approach

System dynamics (SD) approaches make it possible
to model the dynamic and evolutionary behavior
of CI components and systems, interdependent
ClIs, as they assess the impact of various factors on
the evolution of these systems over time. SD me-
thods can also use cause-and-effect diagrams
and stock-and-flow diagrams that describe the
flow of information and products through CI
systems.

SD-based approaches capture important cau-
ses and effects in disruptive scenarios, the impact
of political and technical factors. They make it pos-
sible to reflect the evolution of the system in the
long term and provide investment recommenda-
tions. These approaches can be used to compare
alternative strategies for the protection of CIs and
promote consensus among stakeholders in deci-
sion-making.

System dynamics approaches take into account:

1) Presence of time-varying values;

2) Variability based on causal relationships;

3) Feedback loops containing the main cause-
and-effect actions of a closed system.

The SD approach can be used to forecast the
evolution of all CI components and systems (fea-
tures of the territory, time of critical event, envi-
ronmental factors, types of participating entities,
etc.) from the occurrence of an emergency to its
implementation.

In the CIMM model (Fig. 1), considered in the
article, the SD approach consists of the following
stages:

= collection of data by the A, agent about
emergency situations in time (possibility of oc-
currence, occurrence itself, spread);

= analysis of data by agent A , and determi-
nation of importance SA(%):

» modeling of the further deployment of the
emergency over time (including relationships be-
tween CI components and systems and cascading
effects) and the development of DS algorithms
by the A agent;

= formation by the agent A of recommen-

A

ding control influences on the agents A

Prev’ Prot’
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Fig. 2. An example of a conditional network topology

A, (who act as DM) in accordance with the de-
veloped DS algorithms;

= formation of additional recommendations
toagents A, , A, , A,  andorderstoagents A ,
A, to continue overcoming the consequences of
the emergency;

= collection of data on the progress of emer-
gency situations and the state of CI systems in
the sense of the ability to meet the corresponding
needs of A, A agents (feedback);

= refinement of SA(t) by agent A_,;

= refinement of DS algorithms by agent A ;

» formation of additional recommendations
to agents APrev, AProt, ARec and orders to agents
AEn, ATr to continue overcoming the consequen-
ces of the emergency.

The described algorithm is repeated over ti-
me until the consequences are completely elimi-
nated and the CI operation is restored.

The model based on system dynamics of CIMM
represents a top-down analysis of the system of CI
systems.

The main advantages of the approach based
on system dynamics are, of course, the ability to
analyze the evolution of CI systems and the effec-
tiveness of methods for countering threats.

Disadvantages of the approach based on sys-
tem dynamics include the fact that it describes
the behavior of CIs at the system level and does
not analyze, for example, the topology of com-

Nodes:

@ Fully loaded (serviceable)
© Partially loaded (serviceable)
O Unloaded (at risk)

O Damaged (marginal)

. Broken (not working)

Working

S~ Affected area

ponents. Therefore, it should be combined with
other modeling methods.

Using the Network
Modeling Approach

CI systems of electricity and transport, which are
distributed over large geographical areas, can be
represented as network systems, where nodes rep-
resent their various components, and edges simu-
late physical or relational connections between the
components of these systems. Such network sys-
tems are described by their topologies and flows.
The threat resilience of such CI systems can be ana-
lyzed by first modeling failures of individual CI
components and systems, and then by modeling
cascading effects both within and between Cls at
the system level of interdependent CI systems.

In the network modeling of CI resilience ba-
sed on their topologies, such indicators of individ-
ual CIs are used as the number of working or da-
maged network nodes, the loss of communication
between them, the duration of their unavailabili-
ty, the number of lost customers, which is reflec-
ted in the form of losses that exceed possible va-
lues. Topology-based methods capture the topo-
logical features of individual CI systems, identify
their critical components, and provide suggestions
for increasing their resilience.

Flow-based methods consider services (flows)
that are created and transmitted by individual CI
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systems. Each node is represented as a node of
supply or demand for services, and a link as the
capacity of their delivery. Such a representation
makes it possible to perform flow dispatching, that
is, to redirect the load from one link to another
in the network, or to redistribute the load to other
nodes when a node fails.

Fig. 2 shows an example of the topology of a
conditional aggregate CI network, which can be
applied to both power grids and transport net-
works. In the case of a power grid, nodes charac-
terize individual components of CI, and links are
connections between them in the form of trans-
mission power. In the case of a transport network,
nodes model individual stations, and links model
the passenger or cargo flow between them.

In the CIMM model (Fig. 1), dispatching of
electricity power flows and passenger and cargo
flows is performed by the management agent
A, For the topology shown in Fig. 2, the load
that was on damaged (4, 9) and completely de-
stroyed (5—8) nodes of Network 2 is redirected
to partially loaded (4, 5) nodes of Network 1 and
to unloaded (3, 4) nodes of Networks 3. Since 6
nodes were loaded before the damage and only 4
after redistribution of flows, we can state the loss
of a part of the capacity in the general service sup-
ply network.

Binary and probabilistic assessments of node
states can be used for failure calculations. These es-
timates are determined by experts based on histor-
ical data or their personal professional opinion. In
the network modeling of CI systems, the binary
and multiple states of nodes are considered.

A binary state characterizes a node as either
working or not working. This binary state distin-
guishes nodes that have failed or are completely
damaged from nodes that can still work. This rep-
resentation of the state of the network allows us
to quickly determine the situation that is develo-
ping — whether it is safe or dangerous, to deter-
mine the approach of a dangerous critical situa-
tion and to take the necessary measures. However,
such a model can also give false results.

On the contrary, models of the multiple state
of nodes allow to get a more accurate approxi-
mation to reality, because they model different

states (for example, serviceable, marginal and risk
state) (Fig. 2), but they require knowledge or cal-
culation of the probabilities of occurrence of the-
se states.

Risk analysis. For probabilistic risk analysis,
the Monte Carlo method is often used for proba-
bilistic assessments of impacts on systems, the
simulation of which allows us to estimate the
probability of CI systems transitioning into a dan-
gerous state after external influences. Markov, se-
mi-Markov processes, interval analysis, and Baye-
sian networks can also be used to study probabi-
listic values of quantities. Probability estimates,
which are inputs to such methods, are usually de-
termined by experts based on historical data or
their personal opinion.

However, for risks that are difficult or even
impossible to predict (for example, due to the lack
of statistical historical data on the event), proba-
bilistic assessment cannot be applied. Furthe-
rmore, for deliberate threats posed by an intel-
ligent, targeted terrorist, probabilities may not be
suitable for modeling adversary behavior, and
probabilistic terrorism risk assessment may even
lead to erroneous results. To identify the worst fai-
lures in terrorist attacks, it can be assumed that a
hypothetical intelligent adversary (aggressor) has
perfect knowledge and is able to use unlimited
resources to deliberately damage CI.

In such a case, it is appropriate to consider fai-
lures as simultaneous losses of one or more com-
ponents of the CI system and evaluate its perfor-
mance in the worst cases. When using binary eva-
luation, if a network component (node or link) is
completely lost, then the state variable that de-
scribes it is equal to “0”, otherwise, when the com-
ponent is still working, it is equal to “1”.

In flow simulation, each link in the network
has a corresponding capacity corresponding to
the maximum amount of flow that can pass
through it, and each node has a bandwidth and a
necessary demand for its normal operation. In such
a case, the resilience to a destructive event of a CI
network (power grid or transport network) can be
represented by the level of its productivity im-
mediately after the event, quantified by the nor-
malized total level of satisfied demand:
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where R, — resilience of the k network to des-
truction (the part (percentage) of satisfaction the
needs of consumers in power produced by the CI
system);

n — node from the set of nodes N of the net-
work k;

D, — satisfied demand at the node n;

D, — required demand at the node n.

Using the example of the topology of the
conditional aggregate network considered above
(Fig. 2), it can be noted that in the event of its
damage, the stability of Network 2 (R,) will be sig-
nificantly reduced due to the lack of satisfied de-
mand in its damaged and destroyed nodes

(D,=0; D,=0; D, < D,
D, < ﬁ6; D, < 157; D, < 158).

Consideration of interdependencies. CI sys-
tems, as a rule, are distributed over large geogra-
phical areas, are complex collections of interacting
subsystems that have an internal dynamic struc-
ture and make up a single whole. More important-
ly, different CIs do not operate in isolation from
each other — transport networks often use com-
plex control and information systems, electricity
generation requires fuel, and so on. CI systems are
physically, geographically, cyber- and logically de-
pendent and interdependent.

For a set of CI networks, their total resilience
R to a destructive event can be represented by the
weighted sum of the resistance of each of them:

R=XW R

kTR

(k € K), (2)

where W, — weight coefficient of resilience of
the k network (determined by an expert);

R, — resilience of the k network, which is cal-
culated according to formula (1);

K — the number of networks in total.

The value R in this case characterizes the
combined resilience, which determines the share
(percentage) of the satisfaction of consumers’

need for power produced by interdependent CI
systems.

In the case of the topology of the conditional
aggregate network (Fig. 2), its aggregate resilience
will be reduced by the value of the resilience of
Network 2.

The decision-making model for protecting the
resilience R of CI networks in this case can be pre-
sented in the form of a triple “defense-attack-re-
covery” (3).

max _, min,_, max g . R, (3)

where

a is a protective investments in the resilience
R of CI networks from the set of investments A;

t — resilience threats R from the set of threats T;

s — decisions to restore the operation of CI
networks from a set of possible decision options
S (a, t) taking into account threats ¢ and invest-
ments a to counter them.

The algorithm of the model consists of 3
tasks: 1) the task of protection is to maximize
the resilience of CI to possible actions of an attac-
ker; 2) the attacker’s task is to minimize CI resi-
lience; 3) the task of recovery is to maximize the
resilience of CI after the actions of the attacker.

Consider the operation of the triple algorithm
(3) on the example of the CIMM model.

1) Solving the problem of protecting the resi-
lience of R networks against potential actions of
an attacker.

At the stage of planning the resilience protec-
tion R of the set of energy and transport networks,
the control agent A based on the data received
from the situational awareness agent A_, makes in-
vestment decisions to strengthen weak nodes in
interdependent CIs in order to maximize the per-
formance of the networks in the worst case of an
attack. It is assumed that the protected node should
become invulnerable to damage, that is, it should
work even under the attack of an attacker. A
uses controlling influences and orders agents of
prevention of A, and protection of A, in order
to strengthen the resilience of networks.

2) The goal of the attacker’s attack is to harm
the CI systems in the R network.
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Fig. 3. Oriented graph of emergency scenarios reflec-
ting cascading effects

The attacker chooses the weakest nodes for
attack in order to minimize the resilience of net-
work nodes.

3) Solving the problem of restoring stable ope-
ration of networks after damage to CI systems by
an attacker.

In order to mitigate the loss of resilience of
CI systems caused by an attacker’s attack and to
maximize CI performance, the recovery agent A
under the control of A_  carries out repeated
(relative to the original) dispatching of network
flows, which depends on the investment decisions
that were made at the first stage (expressed in the
state of protection of the nodes) and the attacker’s
decisions.

Consideration of cascading effects. Complex
interrelationships between different CI systems
create new vulnerabilities, and a failure in one
of them can propagate and cause failures in con-
nected ones, leading to cascading effects that can
affect areas located very far from the emergency
zone. For example, the destruction of a certain
energy structure can cause disruptions in the ope-
ration of industry, in providing the population
with communal and information services, in the
operation of electric transport; the destruction
of the transport structure can lead to disruptions
in the supply of necessary goods to the popula-
tion, industry, and energy structures.

The unfolding of cascading effects is conve-
niently represented and explored using graph theo-
ry. This approach uses graphs consisting of nodes
and arcs to describe the relationships between in-
dividual CI components or interconnected CIs in a
network.

Fig. 3 shows an oriented graph of possible sce-
narios for the deployment of an imaginary emer-
gency situation at the CI object, that are simulating
cascading effects, and the calculation of their pro-
babilities.

As a result of the occurrence of an emergen-
cy, it is possible to deploy k scenarios of the de-
velopment of the situation Sy S, o S)s each of
which, in turn, can consist of i events.

The probability of the deployment of each sce-
nario can be determined using the theorem of
multiplication of probabilities that are indepen-
dent in the aggregate:

P, =1-[](-P), (€S, (4)

where

Py — the probability of the scenario S, unfol-
ding;

P, — the probability of the occurrence of the
i event in the scenario Se keKk;

K — the set of possible deployment emer-
gency scenarios.

A mathematical model for assessing the threat
of cascading effects for various scenarios for the
development of events in the zone affected by the
CI object allows us to obtain a set of data for the
DSS and the subsequent response of the decision
maker to the unfolding of an emergency.

The advantages of the network modeling ap-
proach is the ability to analyze the resilience of a
CI by modeling failures and cascading effects, first
at the level of components (nodes) within a CI,
and then between ClIs at the system level, that is,
bottom-up modeling.

The disadvantages of the network modeling ap-
proaches include the fact that they do not provide
complete information about CI systems, for exam-
ple, about the characteristics of flows in real CIs.

Use of Economic Modeling Methods

Economic modeling is the construction of eco-
nomic (budgetary) models of the behavior of in-
dividual CI components and systems in their re-
sponse to vulnerabilities. The most common eco-
nomic model for analyzing the interdependencies
of CI systems is the input-output model.
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The input-output model (Leontief inter-in-
dustry balance model) is an economic and mathe-
matical balance model of all purchases, sales and
various services between sectors of the economy,
based on technological connections of production,
representing the inter-industry balance of the eco-
nomy, when each sector of the economy consumes
goods in its production process and services from
other industries. Thus, disruption of production in
one industry leads to disruption of production in
other industries, creating a cascading effect.

To establish mutual unequivocal correspon-
dence between the products of different CIs (for
example, electricity generation measured in kilo-
watt-hours, gas in cubic meters, coal in tons, etc.),
the model uses single value indicators — the set
price of products. This refers to the physical inter-
dependence of CI systems representing different
sectors of the economy. According to Leontief’s
model, for two interrelated sectors of the economy
the following equation is valid:

x.=2Xa.x+c, (5)
: ]y ¢

where

x, — total output (costs) of industry products 3

a,; — the ratio of the costs of industry i to the
costs of industry j in units of the total production
demand for the products of the industry i on the
products of industry j;

¢, — the total volume of production (costs) of
the industry 7 intended for final consumption by
end consumers (without investments and exports).

It follows from formula (4) that in the case of
physical inoperability of industry j caused by ma-
licious attacks on it, the output of the industry i
is reduced due to their interdependence.

In the case of the CIMM model (Fig. 1), if the
industry j is electric power industry, then the in-
dustry i is electric transport, which consumes elec-
tricity; if industry j is transport, then industry i is
energy systems that require transport for their
operation (nuclear, thermal energy).

The model makes it possible to take into ac-
count the disruption of one or more CIs and to
estimate the ripple economic effects measured by
the failure of Cls. In general, input-output models

for assessing the failure of individual CIs allow
analyze how violations spread between intercon-
nected Cls and how to implement effective mea-
sures to mitigate their consequences. Such an as-
sessment makes it possible to analyze the resilience
of a system of interconnected Cls or a separate CI
and carry out its replacement.

The advantages of the economic modeling
approach are its usefulness for analyzing inter-
dependencies at the macroeconomic or sectoral
level after natural disasters, malicious attacks or
random events.

Disadvantages of the economic modeling ap-
proach include its inability to analyze the inter-
dependence between Cls at the component level.

Conclusion

The paper examines various approaches to mode-
ling critical infrastructure and its resilience to ene-
my threats. In particular, methods of agent mo-
deling, network modeling, system dynamics, and
economic modeling are considered. Their advan-
tages and disadvantages are determined. It is noted
that each method separately from the others is
not effective for a full assessment of the resilience
of CI systems to threats.

A multi-agent CI model is proposed, which
takes into account the systems of energy, transport
and liquidation of the consequences of emergency
events. The roles and functions of agents are de-
scribed.

Using the example of the proposed multi-
agent model, the use of system dynamics, network
and economic modeling methods is shown. An al-
gorithm for assessing the resilience of a CI network
in network modeling based on flows with consi-
deration of interdependencies is given. The calcu-
lation of the probabilities of cascading effects is
shown. The application of the input-output eco-
nomic modeling method is described, which ma-
kes it possible to estimate material losses caused
by the failure of CI systems and their impact on
other sectors of the economy.

As a result of the conducted research, we can
come to the conclusion that CI systems and their
networks are complex dynamic systems with many
connections and interdependencies. Each of the
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considered modeling methods has its own advan-
tages and disadvantages and cannot fully describe
the resilience and risks of CIs. However, the in-
tegration of these modeling methods into one
system makes it possible to carry out a compre-
hensive analysis of CI resilience and identify weak

nodes in order to make investments to increase
their resilience.

The results of the work can be useful when
building a prototype of a simulation complex for
assessing the resilience of CI networks and systems
to the threats using various simulation methods.
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THTETPALIIA PIBHUX MIJIXOAIB JO MOJETIOBAHHA KPUTUYHOI IHOPACTPYKTYPU

Beryn. llInpokomacintabHa BiftHa Pociiicbkoi Depepaliii mpoty YKpainu, MiBUILCHHA PiBHA TEPOPUCTUYHUX 3a-
IPO3, @ TAKOX CBiTOBI TeHAEHIII O TSHKKUX HACHinkiB HagsBuyayiHux cutyauiil (HC) npupogHoro ta TeXHoreH-
HOTO XapaKTepy 3yMOBIWIN aKTyali3aliilo MMTaHHA 3aXUCTY CUCTeM, 00’ €KTIB Ta pecypciB, AKi KpPUTUYHO BaXK/IUBI
WIS SKUTTERIATIBHOCT] CYCIIbCTBA Ta 3a0e3edeHHs HallioHa/IbHOI 6e3IeKy, TOOTO 3aXUCTy 00 €KTiB KPUTUYHOI
inppacrpyxrypu (KI). Arani3 BUKIMKIB Ta 3arpos, 1J0 BIUIMBAIOTD Ha CTiliKicTh 06’ekTiB KI, orjiHKa cTaHy IXHBOI
3aXMIEHOCTI 3 METOI0 BUSB/IEHHS Ta 3aMO0iraHHs iHIMEEHTaM, a TAKOX PO3poOKa KOMITIEKCY 3aXOfiB I[OZO
KOHTPOJIIO 3a pusukamu 6esmexu Ha 06’extax KI € nepuiopsgHuM 3aBRaHHAM Ta IIPOOIEMOIO B eprKaBi.

Mera craTTi. MeTolo cTaTTi € aHami3 pi3HUX MifXOAiB o MopemoBanHA cTiiikocTi KI Ta mobynoBa Moperi ix
inrerpanii A BcebiuHOro aHamisy, 3axmucTy Ta BimHOBIeHHA. IIpenmerom pocnmimkens € cucrema cucreM KI, y
CKJIafi IKOI BXOZATD CUCTEMU €HepreTUKI, TPAHCIOPTY Ta nikBiganii Hacigkis HC.

PesynbraTu. [IpoBeneHo aHasIi3 YOTMPbOX MiAXOAIB 10 MOfienoBaHHA CTilikocTi KI: areHTHOTO0; MepexeBo-
r0; MiIXOAY, 1110 6a3y€eThCs HA CUCTEMHIN AMHaMIIll; eKOHOMIYHOTO HiaXony. Po3po6meHo CTPYKTypy My/IbTHareHT-
Hoi Mogeni cuctem KI enepretuku, TpaHcnopTy Ta niksifganii HacnigkiB HC. Onmcano BXifiHI Ta BUXifiHI faHi MO-
memi, poni Ta GpyHkuii areHTiB. Ha 0cHOBI po3p0o671eHOI My/IbTHMareHTHOI MOJjeIi IOKa3aHO 3aCTOCYBAaHH: METOfIB
CHCTEMHOI IVHaMIKI, MEPEXeBOTO MOJIe/IIOBaHHs (3aCHOBAHOTO Ha TOIOJIOTII MepeXi Ta Ha ITOTOKAX) Ta eKOHO-
MIYHOTO MoOfenoBaHHA. HaBefeHo anropuT™ ouiHknu criiikocti Mepexi KI mpu MopenoBaHHi, 3aCHOBaHOMY Ha
IIOTOKAaX 3 ypaXyBaHHAM B3aeMO3aleXHOCTel. [IoKka3aHO BMKOPUCTAaHHA METOY €KOHOMiIYHOTO MOJENI0BaHHA
“BuTpaTy — BUIYCK .

BucHoBKM. Y pesynbraTi npoBefeHNX JOCTIPKeHb MOKHA JiiiTH BUCHOBKY, o cuctemu KI Ta ix Mepexi €
CKJIaHVMMY AMHAMIYHVMI CYCTeMaMu 3 6e3/1iu4io 3B’3KiB i B3aeMo3ane>xxHocTell. KoyxxeH i3 po3risaHyTux MeToxiB
MOJIe/IIOBAHHSA Ma€ CBOI IlepeBaru Ta HeJO/IiKM i He MOyKe IOBHICTIO omycary cTifikictb Ta pusuku Kl. OpHax in-
Terpalif IMX MeTOJiB MOJIeTIIOBAHHA B OGHY CUCTEMY Ja€ 3MOTy IIpoBecT! Bcebiunmit ananis cririkocti KI ta Bus-
BUTHU CT1aOKi By3/IM 3 METOIO BK/IA[IeHHsI iHBeCTULIilT /IS ITiIBUILIEHH IXHbOI CTIMIKOCTI.

PesynbraTyt po60TH MOXYTb Oy TH KOPUCHUMIU IIPY TOOYAOBI IPOTOTHUITY MOLETIOI0YOTO KOMIUIEKCY /ISt OLIiH-
K1 cTifikocTi Mepex Ta cucteM KI 1o 3arpos 3 BUKOPUCTaHHAM Pi3HMX METOJiB MOJIeNIOBAHHA.

Kntouoei cnosa: modentosanusi cmiiikocmi KpUmuuHoi inpacmpykmypu, azeHmHe mMOOem08aAHHS, Mepercese MO-
0en1108aHH S, MerooU CUCMeMHOI OUHAMIKU.
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