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he development of global international economic

relations implies an active development of the

offshoring process in economy, which provides its
participants with attractive tax regimes, low tax rates or
their absence, simplified financial reporting conditions,
easy registration of legal entities, absence of restric-
tions on currency export, and the possibility of complete
confidentiality in doing business. However, despite the
latest positive trends, offshoring is a very controversial
process, because on the one hand, cooperation with off-
shore zones allows companies to optimize the level of
taxation, and on the other, it is the cause of uncontrolled
outflow of capital from the country, which adversely af-
fects Ukraine's economy. Therefore, the implementation
of measures to minimize the negative impact of money
laundering in offshore areas should be a priority of public
policy in the financial and tax area.

Works of domestic and foreign scientists deal with
the problems of regulating and taxing offshore zones,
as well as their functioning. In particular, we can name
such researchers as: O. K. Bozulenko, S. S. Brekhov [2],
L. V. Burakivskyi, Yu. O. Volkov, V. A. Dubrovskyi [5],
O. M. Diugovanets, O. O. Dudorov [6], Yu. H. Kozak [8],
H. A. Matusovskyi, O. V. Plotnikov, V. A. Predborskyi,
Ye. V. Redziuk [12], V. S. Cherkashyn [8], B. A. Heifetz,
E. Shambost, N. Shekson, etc. At the same time, studies
on money laundering in offshore areas are isolated and
occur in the works of V. Yu. Bozhanova, V. Hunko, and
I. Sokolova. Despite the significant contribution of scien-
tists to the research on the functioning of offshore finan-
cial centers, the dynamic development of global econ-
omy and tax systems in different countries necessitates
the continuation of scientific research in this direction.
In addition, the study of money laundering in offshore
areas, as a destructive lever of the national economy, re-
quires further study.

The purpose of the article is to reveal the essence of
money laundering in offshore zones and to identify the
negative consequences associated with this process; to
study measures taken by Ukraine in order to implement
international financial initiatives to “deoffshorize” its na-
tional economy.

Results of the research. Today, offshore zones and
related ways of conducting economic activity are firmly
entrenched in modern economy, and offshore business
has become widespread.

Accumulation of significant capital subject to le-
galization, lack of political and economic stability in the
country, unreliability of banking and monetary systems,
unreasonably high tax rates, dangerousness of declaring
high incomes, insecurity of property rights within the
country, prevalence of raiding and tax pressure, high cor-
ruption, as well as unfavorable investment climate and
business conditions in Ukraine [12] only increase the an-
nual outflow of capital to offshore zones. Registering a
business in offshore jurisdictions has a number of ben-
efits for owners, as shown in Fig. 1.
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According to the World Bank's “Doing Business”
rating (a rating of the ease of doing business), Ukraine
ranks 64th by 2020 [18]. It shows that Ukrainian compa-
nies are very likely to move to offshore jurisdictions.

It should be noted that annual growth of the num-
ber of Ukrainian companies registered in official juris-
dictions due to their legal and economic attractiveness,
causes the growth of shadow economy in Ukraine, which
is clearly a negative phenomenon. The use of offshore
schemes allows taxpayers to avoid paying income tax and
withholding tax.

The key factor influencing a business entity’s choice
of its business registration place is tax burden (Fig. 1). The
overall level of tax burden on Ukraine’s economy from
2011 to 2020 varied from 36.1% to 40.4% of GDP (Fig.
2), meaning that a significant part of the funds of eco-
nomic entities and the population was alienated in favor
of the state. The value of tax burden in Ukraine in 2020
was 40.4% of GDP. This is the highest level in the last 20
years due to reduced GDP.

Although the level of tax burden in Ukraine is low-
er than in Eastern and Western Europe, the problem of
tax burden on businesses is exacerbated by the fact that
about half of the economically active businesses are in
the shadows, and as a result, half of the taxpayers hide
their tax revenues. Tax burden is only carried by a small
part of the economically active population of the state.
Thus, the real tax burden in Ukraine, carried by law-
abiding taxpayers, is much higher than the one officially
stated [2, p. 927].

t the same time, the structure of shadow econo-

my in Ukraine is atypical in accordance with the

structure of the economy itself. Unlike most oth-
er countries , the vast majority of tax revenues in Ukraine
are lost due to such large-scale tax evasion instruments
as the transfer of profits to "tax havens", the violation of
customs rules, the theft of value-added tax, and counter-
feiting, which are widely used by large and extra-large en-
terprises that dominate the domestic economy and at the
same time have great opportunities to avoid paying taxes
due to their informal connections [5, p. 7].

Let's take a closer look at the process of moving
profits to offshore jurisdictions. The Institute of Socio-
Economic Transformation and the Center for Socio-
Economic Research "CASE Ukraine" have been studying
the main schemes of shadowing national economy and
the amount of losses the State Budget of Ukraine faces
due to their application. Thl. I shows budget losses from
schemes related to money laundering in offshore areas.

“Tax Justice Network’, an international justice
group in the field of combating tax evasion and transfer
of assets to tax havens, estimates the annual losses faced
by the State Budget of Ukraine due to offshore schemes
at 0.54% of GDP or US$ 777.44 million (about UAH 21.7
billion) in 2019, and at 0.84% of GDP in 2020 [19].
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Table 1

Dynamics of the amount of losses faced by the Ukrainian State Budget due to "parking" money in offshore zones

Indicator
Year Taxes that the scheme Approximate volumes Approximate budget losses
avoids (billion UAH per year) (billion UAH per year)
2017 Income tax 260-320 50-65
2018 Income tax, withholding tax 120-200 22-36
2019 Income tax, withholding tax 130-220 23-40
2020 Income tax, withholding tax 226-320 28-46

Source: based on [5].

The negative trend can be seen in the fact that while
previously companies used offshore jurisdictions to op-
timize taxation to organize the production of goods,
services, and their further sale in the importing country,
now tax havens are used mainly for "capital outflows".

It is worth noting that Ukraine is hostile to offshore
centers, they are seen as a way to "launder" dirty money
and transfer capital "in the shadows", because by applying
certain schemes it becomes possible to avoid taxation in
the offshore zone, in the intermediary country, where the
Ukrainian company is actually registered, and in Ukraine,
where profits are later returned.

hus, in addition to the reputation of a "tax haven",
offshore zones have gained a dubious reputation
for places where "dirty" money is laundered and
legalized. This term refers to money obtained by criminal
means. And the set of actions that pursue concealing the
true sources of origin of such money and give it signs of
legal origin, is called "money laundering" [8, p. 259].
According to the definition given by the Institute
of Encyclopedic Research of the National Academy of
Sciences of Ukraine, money laundering is a term used
to denote actions aimed at masking the source of funds
obtained by criminal means and transferring them from
criminal to legal circulation [7]. Laundering of "dirty"
money is, first of all, hiding money or other property
from the state or from confiscation and taxation, or even
from a combination of the former and the latter [6, p. 15].
The process of laubdering "dirty money" in offshore
areas includes a number of stages, or phases. It usually
occurs in three stages. However, it has been repeatedly
noted that the first stage is preceded by the preparation
of the entire process, which lies in transporting cash from
the place of activity to another place, which provides ini-
tial guarantees of success. The process of illegal transfer,
which precedes the placement of "dirty" money, is called
“preparation of the location” Understanding such an
introductory phase as a separate procedure is linked to
"money laundering countries", namely offshore zones.
In addition to the preparatory stage, the money
laundering process includes stages of placement, camou-
flage, and integration. The first stage, placement, is the
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stage in which "dirty" money is first placed in financial
institutions or used to buy various types of assets (in-
cluding securities) [8, p. 267]. Almost all mechanisms for
laundering "dirty" money are characterized by the par-
ticipation of legal entities that have signs of fictitiousness.
Such organizations are often created for a short time on
forged documents or on fictitious persons. They receive
funds obtained by criminal means, which are then con-
verted and transferred to the accounts of "friendly" or-
ganizations, which are often located in offshore zones.
These organizations legalize dirty money through the ac-
counts of various companies [17, p. 110].

The second stage, camouflage (concealment), is the
stage in which the first attempt to conceal or disguise the
source of origin and identity of the owner of money begins.
The third stage is the stage of integration (legitimation),
during which money is introduced into legal economic
structures and financial systems for the purpose of their fi-
nal assimilation with all the funds present there [8, p. 267].

n recent years, the latest technologies are increas-
ingly used in money laundering, and a new direction
of cybercrime is under development. For example,
in many cases companies, including financial institu-
tions, are registered offshore via the Internet. The pro-
cesses caused by globalization and integration of finan-
cial markets, especially technological innovations, have
allowed companies that launder "dirty" money to work
with greater efficiency and profitability. In particular,
technological innovations (development of electronic
payment systems, computerization of banking) make it
possible to introduce more complex and sophisticated
schemes for money laundering, but at the same time they
remain flexible and adapted. Such innovations have in-
creased the transactions execution speed, thus increasing
the number of serial transactions, through which money
launderers now can build a hugely complex system of
hidden mutual payments. They have also increased com-
munication opportunities, allowing transactions to be
conducted in more jurisdictions, making investigations
extremely difficult [17, p. 111].
There are five classic schemes for laundering "dirty"
money in offshore areas:
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1. Manipulation of export-import prices. In par-
ticular, selling goods produced by domestic en-
terprises to an offshore intermediary, which, as a
rule, belongs entirely to the "seller”, at low export
prices with their subsequent sale by an offshore
company at a global price. The difference is trans-
ferred to the controlled accounts of the interest-
ed parties [4].

2. Application of bank lending scheme. For example,
a banking institution provides loans to residents
of Ukraine under foreign trade contracts. Later,
the loan funds are transferred to the accounts of
non-residents in offshore banks. When 90 days
demanded by law expire, they are returned to the
Ukrainian bank due to the non-compliance of the
non-resident firm with the contract provisions.
However, during this time, the Ukrainian bank's
borrowed funds are used in the commercial ac-
tivities of offshore structures, and the profits re-
main outside Ukraine.

3. Making a partial or 100% advance payment to
the accounts of offshore commercial structures.
That is, agreements on foreign trade in goods or
services, which never reach domestic recipients,
are concluded with these structures.

4. Obtaining loans from offshore companies. At the
same time, interest on the use of loans goes to
the accounts of foreign companies and by regis-
tering intellectual property (patents, trademarks,
programs, etc.) in offshore zones. Subsequently,
the funds are transferred to offshore companies
for the use of the specified property.

5. Securities transactions. Capital is transferred to
the accounts of controlled offshore firms using
mechanisms for purchasing securities from con-
trolled Ukrainian business entities. Purchases
are made at low prices, usually at face value, or at
prices much lower than face value. In the future,
these securities are sold to another controlled
Ukrainian firm at prices ten or more times as
high as the pre-sale rate. The difference goes to
accounts in foreign banks. The funds transferred
to foreign accounts will be partially returned to
Ukraine’s economy in the future in the form of
investments, contributions to the statutory funds
of domestic enterprises, etc. [4].

others also working with offshore. For example, you

can reduce profits to zero with leasing schemes. For
instance, you can take helicopters on lease from your off-
shore firm and give all profits in the form of lease pay-
ments, the amount of which no one limits. Another loop-
hole is loans. The business entity owner borrows from his/
her offshore firm and asks the state to save the company
by repaying its external liabilities. It is also very conve-
nient to make expensive purchases through offshore. In

In addition to these basic schemes, there are many
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this case, no one asks, how a public servant with the of-
ficial salary of a few thousand hryvnias can buy luxurious
cars, apartments, and real estate around the world. An-
other purpose of withdrawing money from Ukraine is Pri-
vate Banking for investments and savings. Having an ac-
count in one of the private banks allows one with the help
of portfolio managers to make global investments in any
country. If such an account is opened in an offshore zone,
the investment income of non-residents does not usually
become subject to local taxes. In addition, funds storage
is ensured through geographical diversification, which is
extremely important for Ukrainian businesses [15].

According to the State Tax Service of Ukraine, the
vast majority of great exporters operate through inter-
mediaries located in low-tax jurisdictions (Netherlands,
Cyprus, Switzerland, and Luxembourg): the share of
indirect export contracts in 2020 is more than 76% (for
comparison: in 2012-2013, their number did not exceed
40%) [3].

he role of offshore jurisdictions remains high in

round tripping investment, i.e. : sending funds

abroad by residents, the money being later re-
turned to the country in the form of direct foreign invest-
ments [10].

The main factors in the use of round tripping op-
erations are: the protection of property rights; tax and
financial benefits; the existence of currency control and
exchange rate changes (to ensure flexibility in the man-
agement of assets denominated in foreign currency);
gaining access to better financial services [10].

The largest volumes of round tripping investments
were observed in 2010-2013, being at the level of 32.7%
of the total FDI, of which 87% were directed to real sec-
tor enterprises. In 2014-2015, there was an outflow of
financial resources from Ukraine for operations related
to political changes in the country, as well as the start
of hostilities in the East of Ukraine. In 2016-2019, there
was a gradual increase in net inflows of funds for round
tripping operations, but in smaller amounts. Thus, in
2016, FDI inflows, in which the ultimate controlling in-
vestor is a resident, amounted to 170 million USD and
provided 4.1% of all FDI to Ukraine [10]. In 2017, round
tripping operations provided 10.4%, in 2018 — 20,6% of
FDI inflows to Ukraine. In 2019, round tripping opera-
tions are estimated at 1 billion USD, which is 34.1% of
FDI inflows to Ukraine (88.9% of their volume is invest-
ment in the real sector of the economy). The dynamics of
foreign direct investment, including the cases when the
controlling investor is a resident are presented in Thl. 2.

In total, during 2010-2020, the volume of FDI
in which the ultimate controlling investor is a resident
(round tripping) is estimated at 9.5 billion USD, which
is 23.5% of the FDI inflow to Ukraine (40.4 billion USD).

Fig. 3 shows the impact of round tripping op-
erations on the volume of foreign direct investment in
Ukraine.
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Table 2

The amount of foreign direct investment in which the controlling investor is a resident (round tripping)
during 2010-2020, USD miillion

Year
Indicator
2010 | 2011 2012 | 2013 | 2014 | 2015 | 2016 | 2017 | 2018 | 2019 | 2020
Direct investment
in Ukraine (excluding 6495 7207 8401 4499 410 2961 3284 2202 1858 2610 453
reinvestment of income)
Round tripping 1296 | 3429 | 2908 | 1055 |-1038 | -162 134 270 419 956 230
Round tripping,
% to the total volume 20,0 47,6 34,6 23,5 - - 4,1 12,3 22,6 36,6 50,8
Source: based on [10].
10 5%
4,5 4,5
42 4.5%
8
37 4%
2
62 3.5%
6
3%
4 5 2.5%
2%
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" 34 0 0.5%
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-2 - 0%
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[ Round tripping
mmm Other direct investment

= = Direct investment to Ukraine

Direct investment to Ukraine, % to GDP

— —— Direct investment to Ukraine (without round tripping), % to GDP

Fig. 3. Impact of round tripping operations on the volume of foreign direct investment in Ukraine, billion dollars USA

Source: based on [10].

he largest volumes of round tripping operations

I in 2020 were carried out through Cyprus, the

Netherlands, Switzerland, and Austria. In gen-

eral, the main investor countries (including round trip-

ping operations) in Ukraine in 2020 are still Cyprus, the

Netherlands, the United Kingdom, Germany, Switzer-

land, Austria, and the Virgin Islands. Fig. 4 shows the per-

centage distribution of the Top 20 countries, the largest
investors in Ukraine in 2020.

This division has been relevant for several years,
primarily due to the fact that, although Cyprus is not le-
gally an offshore zone, Ukraine and Cyprus have had a
double taxation agreement for many years, and the Neth-
erlands, Switzerland, and the British Virgin Islands are
offshore areas where basic tax rates are very low.
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The main part of the investments received in Ukraine is
Ukrainian capital, the owners of which use companies in
offshore zones and "reinvest" these funds in the form of
EDI in Ukraine. Negative factors that cause only the "re-
investment" of previously laundered "dirty" money, rather
than a net inflow of FDI into Ukraine include: high level
of corruption; imperfection of the legal framework; lack
of proper support for the development of the investment
market by the authorities; shortage of highly educated
and qualified specialists; large percentage of the shadow
economy; military conflict; unsatisfactory level of socio-
economic development of the economy; unregulated
tax system; complexity in the registration and licensing
procedures; distrust of the judiciary; monopolization of
markets, etc. [14, p. 51].
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Source: based on [9].

hus, transactions of false investment, tax evasion,

I potential and deliberate violation of national tax

legislation have a generally negative impact, pri-

marily on the economic development of Ukraine and the

financial stability of the state, as well as reduce the level
of Ukraine’s financial security.

It should be noted that external threats to Ukraine's
financial security caused by money laundering in off-
shore areas include irrational investment structure, in-
efficient domestic tax policy, insufficient regulation of
Ukraine's international taxation system with a number of
other states, including offshore jurisdictions.

In addition, the growth of the shadow economy,
which is largely caused by the illegal removal of capital
to offshore areas, enhances the risk of losing the resil-
ience of financial security. Thus, in 2020, according to the
Ministry of Economy, the level of the shadow economy
amounted to 31% of the official GDP, and according to
the State Financial Monitoring Service, shadowing more
than 20% is considered to be a direct risk to national fi-
nancial security.

The results of the National Risk Assessment in 2019
show the existing risk of significant offshoring for the na-
tional economy (7hl. 3).

According to the results of the National Risk As-
sessment 2019, money laundering causes a number of
negative consequences, among which are the following:

+ reduction of the state and local budgets revenue,
which in turn does not foster financing various
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state and local development programs and forc-
es the state to resort to external borrowing: as
a result, there is a decrease in foreign exchange
reserves and internal sources of paying external
debts;

+ reduction of funding public-private partnerships;

+ reduction of the balance of payments indicators
due to transfer transactions;

+ decline in production and drop n GDP growth
(16, p. 19].

The issue of regulating offshore activities by Ukraine
and the international community deserves special atten-
tion, in particular, as for combating money laundering in
offshore zones.

nti-offshore regulation is carried out at four lev-
Aels: global (OECD, IMF, UN, FATF); regional

(within the commonwealth of countries, such
as the EU); bilateral (based on the signing of interstate
agreements); internal (by amending legislation). A num-
ber of international organizations, including the Orga-
nization for Economic Co-operation and Development
(OECD) and the International Anti-Money Laundering
Group (FATF), are paying close attention to struggle
against offshore zones, developing a set of recommended
measures for a country. A large set of actions has been
carried out since the end of the twentieth century: the
OECD Convention on Mutual Administrative Assistance
in Tax Matters was adopted, the AML / CFT process was

BISBHECIHOOPM Ne 8 2021

www.business-inform.net




Threats to Ukraine’s financial security related to offshoring

Table 3

Threat Vulnerability Risk Net risk level Value oft'he level
of risk
The country's economy and finan- High cash flow 9 High
cial system as a whole
Public finance management, fis- Shading and offshor-
High level of offshor- cal administration, hidden unem- | ing of the national 6 Medium
ing of the national ployment economy
economy Withdrawal of capital "offshore”, | Outflow of financial
weak government support for capital from the coun- .
. . . 6 Medium
private business, lack of favorable | try, laundering
investment climate of "dirty" money

Source: compiled on the basis of [16, p. 9-10].

deepened, blacklists of "tax havens" were put into circula-
tion, etc. [1, p. 71].

One of the important initiatives in the anti-offshore
struggle was the implementation of the OECD / G20 Base
Erosion and Profit Shifting (BEPS) Plan, which includes
15 steps needed to address tax avoidance. Figure 5 shows
the measures of the BEPS plan. The concept of “tax base
erosion and tax evasion” (BEPS) refers to tax planning
strategies that use gaps and inconsistencies in national
and international tax laws to artificially transfer profits
to low- or zero-income areas where economic activity is
small or absent. This causes reduction or avoidance of
income tax liabilities. The BEPS practice affects all coun-
tries, but it has a particularly large impact on developing
economies, in particular Ukraine, due to their high de-
pendence on corporate income tax [13].

enhanced cooperation on the implementation of the

BEPS Action Plan, and in early 2020 adopted the ex-
tremely important Law of Ukraine "On Amendments to
the Tax Code of Ukraine to improve tax administration,
eliminate technical and logical inconsistencies in tax leg-
islation", under which measures 4; 6; 7; 8, 9, 10, 13; 14
were introduced.

Step 15 (MLI) of the BEPS Plan was also imple-
mented with the adoption and coming into effect of
the Law of Ukraine “On Ratification of the Multilateral
Convention on the Implementation of Measures Con-
cerning Tax Agreements, in order to counteract the tax
base erosion and the withdrawal of income from taxa-
tion” Therefore, it can be argued that Ukraine, with an
understanding of the current negative impact of offshore
activities on its own economy, is moving towards the full
implementation of the BEPS Plan (Fig. 5).

Due to the global digitalization and the fact that
companies are actively cooperating with a significant
number of jurisdictions without their physical presence,
the OECD in 2019 presented the BEPS 2.0 Action Plan,
which is the implementation of the Program to address

In 2017, Ukraine joined the international program of
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the tax challenges associated with digital economy ad-
opted by the Inclusive Framework (a group of countries,
including Ukraine, cooperating under the OECD / G20
BEPS Enhanced Cooperation Program). This Plan is a
continuation of the sweeping reform in the area of pre-
venting tax evasion and includes two components:

1. Pillar One — applies to the rules for the distribu-
tion of tax rights between jurisdictions and the
distribution of profits (companies must pay taxes
in the countries where they make profit, not just
in the place of their legal registration).

2. Pillar Two - focuses on preventing multinational
corporations from moving profits to offshore juris-
dictions where they are not taxed at all or are taxed
at a low rate (Global Anti-Base Erosion) [11].

It can be argued that the implementation of the
Minimum Standard of the BEPS Action Plan in Ukraine,
and of all its measures in the future, will launch an effec-
tive mechanism for high-quality international taxation
and anti-offshore struggle, including money launder-
ing. However, in order to implement the BEPS Plan in
Ukraine, it is necessary to solve a set of complex tasks,
including:

+ introduction of tax and financial incentives that
will encourage companies to remain registered
and operate in Ukraine;

+ strengthening cooperation with foreign countries
(signing bilateral and multilateral agreements) in
the field of mutual disclosure of tax information;

+ maximum implementation of OECD and FATF
recommendations on combating tax evasion and
money laundering.

In addition, the modernization of domestic legisla-
tion eliminates all the reasons that may motivate national
entities to use offshore jurisdictions.

CONCLUSIONS

The choice of Ukrainian business entities to regis-
ter their business in offshore jurisdictions is explained by
a number of reasons, including the creation of favorable
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Fig. 5. BEPS Action Plan: 15 steps

Source: based on [13].

monetary, financial, and fiscal regimes for entrepreneurs,
high level of banking and commercial secrecy, and loyalty
to state regulation.

t the same time, the use of offshore schemes by

economic entities leads to a significant outflow

of capital from Ukraine, and in the illegal aspect,
to uncontrolled laundering of "dirty" money by various
schemes that depend on money laundering volume, as
well as geographical location and offshore legislation juris-
diction. Annual transfer of profits abroad to low-tax juris-
dictions in the amount of UAH 120-200 billion per year,
causes a shortfall in taxes to the State Budget of Ukraine
in the amount of up to UAH 36 billion. Equally important
is the inflow of net foreign direct investment, which, as a
determining factor, affects the rate of economic growth
and development of the country as a whole, as it makes the
basis for international cooperation and socio-economic
development. However, the share of round tripping invest-
ment in total direct investment in Ukraine has remained
significant for several years in a row, reaching 50%, this fact
indicating a "legal" return of previously laundered "dirty"
money from offshore in the form of net investment.
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In fact, money laundering in offshore zones causes
an increase in the level of shadowing of the national
economy, causing a negative impact on Ukraine's finan-
cial security. Threats to Ukraine's financial security relat-
ed to offshoring are assessed at reaching a medium and
high level, according to the National Risk Assessment
conducted by the State Financial Monitoring Service.

The implementation of the BEPS Plan and some of
its measures at the national level became an important
factor in the settlement of relations between Ukraine and
offshore jurisdictions.. In order to further implement mea-
sures on “deoffshorization” and relocation of companies
not regulated by law in the legal field, rules on taxation
of controlled foreign companies are implemented, new
reporting on transfer pricing and a mutually agreed pro-
cedure are introduced, and requirements for permanent
representations of foreign companies are strengthened. H
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