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TUNOoBI O3HAKN OCOBMU KIBEP3J104NHUSA
(KPUMIHAJIICTUYHWUIA ACNEKT)

Pozenasanymo numanus, wo 8UHUKAOMb Nid 4ac po3caioyeans Kibep3nouunie,
a came 6CMAHOBAEHHS 0COOU KiOep310uUHUs. 3a3Ha4eHo, w0 KibepnouuHeub
60400i€ CNeUianbHuUMU 3HAHHAMU MA HABUYKAMU 3 BUKOPUCMAHHS iHOpMAyiil-
HUX MEeXHO0A02Il, W0 i YCKAAOHIOE 11020 NOUYKU 3 OOKY 0peaty 00cy008020 po3ci-
0y8aHH3.

Tloxazano emanu cmanogieHHs 4eHHA NPO 0COOY 3A0HUHYS 6 HOPUOUUHIL
Hayui. IIpoananizoeano pisni HayKosi nioxoou 0o mayMaueHHs NOHAMMs «0cooa
3104UHEYb» BUEHUMU KPUMIHANICMamU. 3anponoH08aHo KpUMIHAAICMUYHE U3HA-
YeHHs 0co0U Kibep3n01uHys, nio AKUM cAi0 po3yMimu cucmemy 3a2anbHux, NCUXo-
A02IYHUX Ma cheyianbrHux 03HaK (0anux) makoi ocoou, wio cnpusioms ii egpexmue-
HOMY noutyky ma euxpummio. Haeedeno posmesicysanns mixc «npogheciinoro
(3104UHHOI0) 36UMKOI0» MA <«NOYepKOM» ocobu Kibepsnrouunus. lIpononyemucs
CMBOPEeHHsL OKpeMoi eneKmpoHHOI 6a3u ocib Kibep3nouuHyis.

Karouoei caoea: ocoba 3nouunys, ocoba Kibep3nouuHys, munogi 03HaKu 0coou
Kibep3nouunys, iHgopmayitini mexnonoeii, «<novepk» Kibep3n0uuHys.

Nedilko Yaroslayv. Typical signs of a cybercriminal’s personality (forensic
aspect)

The article is devoted to problematic issues that arise during the investigation of
cybercrime, namely, establishing the identity of the cybercriminal. It is indicated
that the person who committed cybercrime has special knowledge and skills in the
use of Information Technologies, which complicates his search by the pre-trial
investigation body.

The article presents the stages of formation of the doctrine of the identity of the
offender in legal science. An analysis of various scientific approaches to the
interpretation of the concept of “criminal person” by criminologists. The general
features of the person of the criminal from the criminological point of view are
specified. It is noted that during the pre-trial investigation, psychological knowledge
about the identity of the offender should be used.

A forensic definition of the identity of a cybercriminal is proposed, which should
be understood as a system of general, psychological and special features (data) of
such a person that contribute to its effective search and exposure. Common features
of a cybercriminal’s personality include: nationality, age, education, and profession.
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To psychological: temperament, character, interests and inclinations, motives and
style of behavior, certain mental deviations. Special features include «professional
habits» and «handwriting> of a cybercriminal. A distinction is made between the
«professional habit> and the <handwriting» of a cybercriminal. Separating the
«professional (criminal) habit> from the <handwriting» of a cybercriminal, it is
noted that «handwriting> is a characteristic action that a person consciously
commits, realizing that this distinguishes himself among others. These include:
choosing a nickname, choosing a specific photo (avatar), style of writing messages
and more.

Key words: the person of the criminal, the person of the cybercriminal, typical
features of the person of the cybercriminal, information technologies, «<handwriting»
of the cybercriminal.

CyTTEBY pOJb Yy CTPYKTYpi KPUMIiHAJICTUYHOI XapaKTEPUCTU-
KU KPpUMiHaJbHUX IMPAaBOIOPYILIEHb, 110 BUYMHSIIOTHCI 3 BUKOPHUC-
TaHHSAM iH(MOPMALIMHNX TEXHOJIOTIH (KiOep3I0uMHiB), BimirpaoTh
TUIIOBi O3HAKU IIPO 0COOY 3TOYMHIIS.

BosioaiHHSI He0OXiTHOK KpUMiHAIICTUUHOO iH(popMalli€lo 1010
cy0’eKTa Kidep3710urHYy Ja€ 3MOTY OpraHy JOCYI0BOIO PO3CIiTyBaH-
HST oJlepKaTy XapaKTepu3yloui AJaHi CTOCOBHO MMOBIpHOTO 3JI0YMH-
s, 3’ICyBaTM MOTMBM BUMHEHHSI HUM KPUMiHAJIbHOTO MPaBOIOPY-
LIEHHS$, BCTAHOBUTHU 3aJIMIIEHI CJIiId, BU3HAYUTH KOJIO OCi0, cepen
SIKUX CJTiJI BECTU MOro MoIyku, oopatu e(peKTUBHY TaKTUKY TTPOBE-
JIeHHS cTiaumnx (po31IyKOBUX) Mild.

YV KpuUMiHaTiCTUYHOMY acIeKTi 0co0a CydyacHOTO KiOep310UnHLIS
Ma€ MeBHY iHAUBiAYyaabHY crielUdiKy, 1110 OOYMOBIIOETHCS HasIBHiC-
TIO Y TaKMX OCi0 creuiaJlbHUX 3HaHb Ta HABUYOK 3 BUKOPUCTAHHS
iH(opMaLiiTHUX TEXHOJIOTi# IJ1 JOCATHEHHS 3JIOUMHHOTO HaMipy.

3a meBHUMM O3HaKaMM, SKi BJIACTHUBI 0araTboM i3 HUX, MOXKHa
BUSIBJISITH 110 KATETOPilO 3JIOUMHILIB.

3a cTaTUCTUYHUMU JaHUMU [eHepaabHOI MpoKypaTypu YKpaiHu
[1], 3a KpuMiHaibHi TMpaBONOPYILIEHHS, TepeadaueHUMU CTaTTsI-
Mu 361 — 363! KK Ykpainu, y 2018 poui 6y;10 obaikoBaHo 2301 Kpu-
MiHaJIbHE MPABOIOPYIIEHHS, 3 IKMX 0Ci0, 1110 iX BUMHUIN, BUSIBJICHO
jmie 136.Y 2019 poui o6ikoBaHo 2204 KpUMiHaJIBHUX ITPaBOITOPY-
1IeHb — BusiBAeHO 103 ocobu.

Ile cBimuuThH Mpo Te, 11O MpaliBHUKK ITPABOOXOPOHHMX Opra-
HiB HEJOCTAaTHHOIO MipOl0 BOJIOAiIOTh KPUMiHATiICTUUHOIO iHMOP-
Malli€lo o0 Cy0’€KTIB, SIKi BUMHSIIOTH 1Ii KpMMiHaJIbHi MpaBOMoO-
pPYILIEHHS, a 1Ie He CpUsI€e e(heKTUBHOMY MPOBEIEHHIO 1OCYI0BOIO
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pO3CifyBaHHS Y KPpUMiHAJIbHUX MPOBAIXKEHHSIX Ta BCTAHOBJICHHIO
BUHHUX 0Ci0.

BuBueHHI0O 0COOM 3JOYMHIS Ta 0COOU KiOEp3JOYMHIS B KpU-
MiHaJiCTULI TIPUALISIM yBary Taki HayKoBli, sIK PM, AxmeaiiuH,
H.M. Axtupceka, P.C. benkin, I1./1. binenuyk, B.Bb. Bexos, I'. Ipocc,
B.A. XKypasenb, O.H. KosiecHiuenko, B.O. Konosasnosna, JI.I1. ITana-
mapuyk, M.B. Canrescokuii, O.A. Camoiinenko, I.b. Cepreena,
B.1O. IllemiThKO Ta iH.

Oco6a 3104MHLS JOCTiIKYEThCS pi3HUMU HayKaMu. KpumiHoJio-
risl BUBYa€ 0COO0Y 3IOUMHIISL 3 TOUKU 30pY MPOoiIaKTUKHY 3T0YMHIB
y MaiiOyTHbOMY; KpUMiHaJbHE MpaBo — 3 OOKYy KBaji(ikalii Kpu-
MiHaJIbHUX MPaBOMOPYIIEHb; KPUMiHAJbHUI Tpoliec — ISl BCTa-
HOBJIEHHSI BiKy 0COOM Ta MPOBEIEHHS BiMOBITHUX MPOLIECYaTbHUX
Tii{; mCUXoJIoriyHa HayKa, y CBOIO YEpTry, BUBYAE MOBEAIHKY JIOIAUHU.
KpuminanictnuHa Hayka BUBYA€E 0COOY 3JI0YMHLIS 3 TOUKU 30PY PO3-
KPUTTS 3JI0YMHIB.

Ak 3ayBaxkye M.T. BegepHikoB, 3 KpUMiHAJiCTUYHOT TOYKHU 30DY,
BCeOiYHE Ta peTesibHe BUBUEHHS OCOOU 3JIOUMHIIS € OJHIEIO 3 Mepe-
JIyMOB YCITillIHOTO BUPILIEHHS 3aBAaHb, SIKi CTOSTh Neped OpraHoM
JIIOCYIOBOTO PO3CiimyBaHHsI |2, ¢. 36].

Bapro 3a3HaunTu, 110 BYEHHSI MPO OCOOY 3JI0YMHLISI MPOMIIIO
MEeBHi iCTOPUYHI Nepioau CTAaHOBJIEHHSI:

— TIepioA CTaHOBJIEHHSI BYEHHSI Mpo ocody 3mouuHus (1900-
1930 pp.). InTepec 10 ocodbu 37104MHIISL OYB HEOMHO3HAUYHUMA. [lesiki
BYEHI He 0a4YMJIM HeOOXiZHOCTI BUBUEHHST OCOOU 3JI0YMHII, OCKLIb-
KW BBaXKaju, 110 BCi MPUYMHU 3JTOYMHHOCTI MalOTh COILiaJlbHO-e-
KOHOMiUHe MiATpyHTS, SIKi 3 4aCOM 3HUKHYTb. [HIIIi BYeHi BOaUaiu
HEOOXiMHICTh BUBYECHHS OCOOM 3JTIOYMHIIS, OAHAK HE B KpUMiHalliC-
TUYHOMY 3HAYEHHI;

— TIepioJ irHOpyBaHHS BUYE€HHS Tpo ocolOy 3moumHis (1930-
1960 pp.). ¥ 3B’43Ky i3 CUJIBHUM iZIcOJIONIYHUM TUCKOM Y PansiHChbKO-
My Co1o3i Ta TTaHyBaHHSM TO3UlIii, 110 BCS 3JIOYMHHICTh i3 4Yacom
3HUKHE, JOCTIAXKEHHS CTOCOBHO OCOOU 3JIOUMHIS B KPUMiIHATICTUY -
HOMY 3HaY€HHi HE MPOBOIWIUCS;

— mepiof AeTaabHOrO BUBUEHHSI 0COOU 3I0YMHIIS 3 OOKY KpUMi-
HayictTuku (1960 p. — Hami yac) [3, ¢. 51-57]. 3aCHOBHUKOM BUYEHHSI
npo ocoOy 3JI0YMHLIS, 3 00KY KPUMiHATICTUKM, BBAXKAIOTh aBCTPiii-
cbkoro BueHoro laHca Ipocca, sikuii y cBOix Mpausx AOCTiIXyBaB
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«3HAHHS JI0JIei» Ta CTBEPAXKYBAB, 110 BaXKJIMBOIO YMOBOIO «TOYHO1»
JiSITBHOCTI CAiAYOr0 € TPYHTOBHE 3HAHHSI JIIOAWHU SIK TOJOBHOTO
MaTepiany ciincrtpa [4, c. 44]. Ha mpukJiiani 3JIOYMHILIB-IIMTaH Hay-
KOBellb 3IiICHMB aHaji3 IX XapaKTepHMX BJIACTMBOCTEI: BMiHHSI
LITUTYBATH, BiICYTHE TIParHeHHS 10 BJaAW, BIACYTHICTbh BiIUyTTs
COpOMY, JIiHb, JIIOOOB 10 XKUTTs Towo [4, ¢. 460-466]. JocaigxKeH-
Hs TaHca Ipocca Oynu MokjaaaeHi B OCHOBY BUBUEHHSI 0COOU 3710-
YUHIIA.

OpHUM i3 MeplIMnX Ha AUcepTaliiiHOMY PiBHiI 0COOY 3JI0UMHLS Y
KpUMiHaicCTUYHOMY 3HadyeHHi mociiguB M.T. BenepHikoB (mparis
«A3yyeHue JUYHOCTU TPECTYITHUKA B IPOLIECCE PACCIEIOBAHUS»,
1965) [5].

Cnin 3ayBaXkuTd, IO Y KPUMIHAJTICTUYHIN JiTepaTypi iCHYIOTh
Pi3Hi MiAX0aM A0 TAYMAY€HHSI IMTOHSITTS «0C00a 3JI0UMHIIS».

O.H. KojecHUUYeHKO CTBEepAXyBaB, 110 0CO0a 3J0UYMHIS — lIe
KOMILIEKC XapaKTEepHUX O3HaK, BJIACTUBOCTEH, 3B’SI3KiB i BilHO-
CUH 0COOM, a TaKOX MOpaJIbHUI i AYXOBHUI CBIT, SIKi Y B3a€MO/ii
i3 collialbHUMU Ta iIHAUBINYaIbHUMU XUTTEBUMU YMOBAMMU TIi€I0 U
iHILIOI0 MipOIO BIUTMHY/IM Ha BYMHEHHS 3104MHY |6, c. 38].

Inmoi nymxu gorpumyetrbess M.B. CanTeBcbhbKuUil: KpUMiHalic-
TUYHA XapaKTePUCTHUKA OCOOM 3JIOUMHIIS IMOBMHHA IaBaTH OIIMC
JIIONVHMU SIK COliaJIbHO-010/10TIYHOI CMCTEMM, BJIAaCTUBOCTI i 03Ha-
KM KOl BiOoOpaXxalThbCsd B MaTepiaJiLHOMY CepedoOBUILi Ta BUKO-
PUCTOBYIOTBHCS /151 PO3CiAyBaHHS 3I04MHIB. [0 TaK1X BIaCTUBOC-
Teli HajlexXaTb: (bi3MuHi, OioaoriuHi i couianbHi. KpumiHamicTuuHa
XapaKTepUCTHUKA, Ha MOro AyMKY, — lie TaKMi OIMC PUC 30BHIillI-
HOCTi i BHYTPILIHiX BJIACTUBOCTEM JIOAUHM, 11O TO3BOJISIE YSIBUTHU
00JINYYS JIIOAWHMU, 11 TOPTPET SIK COLliaIbHO-01010TIYHO1 icTOTH [7,
c. 422].

Ha nymky PJI. AxMmenmuHa, KpUMiHATICTUYHY XapaKTEPUCTUKY
0COOM 3JIOUMHIS CJil pO3MIsiAaTU B SIKOCTI CTPYKTYPHOIO €JIEeMEeH-
Ta KpUMiHaJIiCTUYHOI XapaKTepUCTUKU 3JI0YMHY Ta BU3HAYATH 11 SIK
CUCTEMY JTaHUX (03HAK) PO 0COOY, 1110 CITPUSIE TTOIIYKY Ta BUKPUTTIO
3nounHILsl. HaykoBelb 10 eJ1leMeHTiB 0COOU 37I0UMHIIS BiTHOCUTD:

1) i3zuuHi XapaKTepuCTUKU 0COOU 3JI0UMHIISL.

2) TICUXOJIOTiIUHI XapaKTePUCTUKN OCOOU 3JIOUMHIIS:

— piBeHb LiHHOCTEM (Te, 1110 LiKaBUTh 0CO0Y) — TUIT MUCJIEHHSI;
SIK 0c00a OLIHIOE Ta CTAaBUTHCS 4O 00’ EKTIB;
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— piBeHb BiIHOCUH (Te, UMM KEpPYEThCSI 0cobda sl JOCSITHEHHS
CBOiX 0aXkaHb) — PO3YMOBiI YCTAHOBKM OCOOU Ta OMNOCepeaKOBaHi
XapaKTePUCTUKU: BiK, CTaTh TOLIO;

— piBeHb JoMaraHsb (Te, sIK peajtizye ocoda CBO€ OaXkaHHsI) — CIO-
€i0 TOCSITHEHHSI CBOTO 3JI0YMHHOTO 3a1yMy (BUOip 3HapsiIs Ta 3aCO-
6iB) [3, c. 82; 117].

Kpim TOro, BUeHMIT MPOMOHYE BUKOPHUCTOBYBATU 3M00YTKU TICU-
XOJIOTIYHOI HAayKM B KPUMiHaJiCTUUHOMY AOCHiIXEHHI 0CO0U 3J10-
yuHug [3, c¢. 71]. Ha Haiy aymky, 11e € JOpeUYHUM, OCKIIbKU IJIs1
OpraHy IOCYI0BOro PO3CJidyBaHHS BaXKJMBE PO3YMiHHSI MCUXOJ0-
riYHOI XapaKTepUCTUKMU OCOOM, 1110 BUMHUJIA KpUMiHaAJIbHE IpaBO-
TOPYIIEHHS.

Ak cnymHo 3a3Havaroth I1JI. binenuyk, I.II. BineHuyk Ta
O.1. KoTasgapeBcbkuii, TOTPiOHO BUBYATU «IIPOPECiiiHi» 3BUUKU 3710-
YUHILIIB, SIKi IPOSBIISIOTHCS MEPEBAKHO B IMIEBHUX CIIOCO0AX i MpUito-
MaxX BUMHEHHS 3JIOUMHIB, Y XapaKTepHOMY «ITOYEPKY» 3JTOUMHIIS, SIKi
3aJIMILIAI0THCS HA MiCLli BUMHEHHSI 3JI0YMHIB, aJXKe Pe3yIbTaTh KOX-
HOI 3JI0YMHHOI AisIIbHOCTI MICTSTh CJIIIW JTIONUHHA, IKa iX 3aJIMIIIJIA.
CaMe BUSIBJIEHHST Ha MiCLli CKOEHHS 3JI0UMHY PEUYOBUX J0Ka3iB 103-
BOJISIE BU3HAYUTH JI€SIKi OCOOMCTI COLIiaIbHO-TICUXOJIOTIYHI O3HAKM
3JI0YMHLISI, MOTO AOCBiA, Mpodecito, colianbHi 3HaHHSI, CTaThb, BiK,
0Cco0JMBOCTI B3aeMoil 3 moreprtiauM [8, c. 367].

IIo cTocyeThes 3araiIbHUX KPUMiHATICTUYHUX O3HAK OCOOU 3710~
YUHIIS, TO B HAyKOBIH JIiTepaTypi TpaaAULliiiHO BUOKPEMITIOIOTh:

1) ocobuCTi 03HAaKM JIOJCHKOIO OpraHi3My: aHTPOMOJOTiUHi
(pacoBa HaJleXXHiCTb); €THIYHi (eTHiUHE ITOXOJXKEHHSI); 3arajibHO-
¢isnuHi (cTaTh, BiK, 3picT, OymoBa Tija, hi3MUHUM cTaH); OioJOTriyHi
(BUIiIeHHS JTIOOWHM); (PYHKIIIOHAJIBHI (X0ma, MiMiKa, JKeCTUKYIIS-
1is1, TOOYTOBi 3BUYKHM, MOBA, TOJIOC); MCUX0(i3UUHi (TITICUXOJOTIYHUMI
MOPTPET, 1110 BKJIIOYAE TEMIEPAMEHT, XapakTep, iHTePeCH Ta CXUJb-
HOCTI, 30i0HOCTI, TICUXiYHi aHOMaJIii, CTUJIb OBEIiHKM TOIIO); IIPO-
deciitHi (mpodecist Ta ping 3aHATh); 0COOJMBI 03HAKM Ta TIPUKMETH;

2) moOiXXHI 03HaKU (BigAajaeHi BiJl Tijla JIOAUHMN): TTOCTilHI (OIT,
B3YTTs1, TOJIOBHMI yOip TOIIO); TUMUYACOBi; OCOOJIMBiI O3HAKM; TIOMIT-
HI IPUKMETH;

3) cowianbHi O3HAKW: CiMEWHMI CTaH; OCBiTa, mpodecis, pin
3aHSTh; COLliaibHE Ta MaTepialbHE CTAHOBMIIE; HASIBHICTb CyIU-
MOCTi (3B’SI3KM 3 KpUMiHaJILHUM cepegoBuieM) [9, c. 170-171].
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ITocTae nuTaHHs, IKMI KOMILIEKC 3HAYYIIMX KPUMiHATICTUYHUX
O3HAaK, 10 BKa3ylOTb Ha Ccy0’e€KTa BUMHEHHSI KiOep3/OUMHY, MOXe
oytu BunineHuii. Ha nymxy O.A. CaMoiiieHKO, 3T0YMHLIi, SIKi BUM-
HSIIOTh KpUMiHaJIbHI IPaBOTIOPYIIEHHS Y Ki0epIpoCcTopi, BOJIOAIIOTh
CYKYITHICTIO TAKMX O3HAK:

1) 3maTHICTh BUKOPUCTOBYBATU TEXHOJIOTi1 aHOHIMi3allil JOCTYIy
o pecypciB Mepexi IHTepHeT (rpokci-cepBepiB (KOMILIEKCiB Mpo-
rpaMm), BipTyaJIbHUX MPUBATHUX MEPeX, iHIIMX 3ac00iB aHOHIMaii3e-
piB);

2) MOOIIBbHICTh 3710YMHLS (IHAUBigyanbHa TTpodeciiiHa, colianb-
Ha abo reorpacdiuHa);

3) mcuxoJyioriyHA XapaKTepuCTHUKa (O3HaAKaMM) 3JIOYUHIIA, IO
BILJIMBA€E Ha (hOpMYBaHHS i peatizallito 3JIOUMHHOI METH;

4) poJib y cKJIafi opraHizoBaHoi 3104nMHHOI rpynu [10, c. 1135].

AHaJi3 pi3HUX KPUMIHATICTUUHUX TOUOK 30PY JA€ 3MOTY BUOKPE-
MUTHU O3HAKU, SIKi XapaKTEPU3YIOTh 0CO0Y Kidep3aounHis. 1o Takux
O3HaK JOLIJIbHO BiTHOCUTH:

1) 3aranbHi (eTHIYHE TTOXOIXKEHHSI, BiK, OCBiTa, mpodecis);

2) ICUXOJIOTiUHI (TEMIEpaMeHT, XapaKTep, iHTepeCcH Ta CXUIbHOC-
Ti, MOTUBHM Ta CTUJIb ITOBEAIHKU, TIEBHI TICUXiYHi BIIXUJICHHS);

3) crieliaibHi («rpodeciiiHi 3BUYKIW» Ta «I[I0UepK» KiOep3T0UMHLIS).

PosrisiHeMo aeTanbHillle KOXXHY 3 HUX. 3arajbHi 03HaKU OCOOU
KiOep3JI0YMHIISI € TOYaTKOBUM OPiEHTUPOM [IJIsl OpraHy J0CYI0BO-
ro posciigyBaHHs. Tak, ocBiTa Ta mpodecis Kibep3ToUnHIIS 1al0Th
3MOTY 3pO3YMITU CHAiAYOMY SIKUMU CHELiAIbBHUMU 3HAHHSIMUA MOXKeE
BoJjioAiTH ocoba. ETHiYHE MOXOMXKEHHsSI Ta BiK MaloTh 3A€0iJIbILIO-
ro mpolecyajbHe 3HAUYeHHSI, OJHAK € IOIMOMiIXHMMU O3HAKaMH,
OCKIiJIbK MOXHa BU3HAYUTU KOJIO OCi0 i BUCYHYTU BEPCil CTOCOBHO
MOTHMBY BUMHEHHSI KiOEp310UnHY.

IlcuxonoriyHi 03HaKM 0cOOU KiOep3/JI0UMHIIS JOMOMOXYTh CJTifl-
YoMy MpY MPOBEACHHI MEBHUX MPOLECyalIbHUX Aill. 3HAHHS TeMIIe-
paMeHTy, XapaKTepy, iHTepeciB Ta CXWJILHOCTEH al0Th 3MOTY BCTAaHO-
BUTHU TICUXOJIOTIYHMI KOHTAKT MiX CJIiIUMM Ta KiOep3JTOUYMHLIEM TTifT
yac gonuTy. Po3yMiloun MOTHUB Ta CTUJIb MOBEAiHKMU, MOXHA BUCY-
BaTU BEPCii CTOCOBHO METU BUMHEHHS KPUMiHAJIbHOTO MPaBOIOpY-
LIEHHSI Ta MPOTHO3yBaTW HACTYITHI Aii ocobu. ITeBHi ncuxiyHi Bia-
XUJIEHHS Jal0Th MOXJIMBICTb 3pO3yMiTH MOBEAIHKY OCOOU Y COLIiyMi,
OCKIiJIbKY JAIOTh OLIIHKY TUM YU iHIIUM JisIM KiOep3JIOUMHIIS.
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CrneuianabHi 03HaKM MpUTAMaHHI KOHKPETHilt ocobi i gormoma-
raloThb ClIiguoMy B ineHTU(diKallii 1aHOI 0coOM 3a 1i AisiMU Ta 3ajIulle-
HUMU caigamu. OOHUM i3 TaKUX iTeHTU(IKATOPiB € 3BUYKA. 3BUY-
Ka — NeBHUM crnocib Aii, XUTTs, MaHepa MOBEAIHKM a00 BUCIOBIIIO-
BaHHSI, CXWJIBbHICTb 10 YOTOCh, 11O CTAJIM 3BUYHUMU, MOCTIHHUMU
st koro-Heoynb [11, ¢. 352]. Ilig «mpodeciiiHo 3BUUYKOI0» 0CO0U
KiOep3JIOUMHLIA CJIi PO3YMITU MEBHMIA CIOCIO Ail, XXUTTS, MaHEpHU
MOBENiHKU, BUCJIOBIIOBAHHS TOIIO, IKMI c(hOPMYBaBCSI B OCOOU TTifI
yac ioro npodeciitHo1 AisIbHOCTI Ta AicTa€e BimoOpaxkeHHs y (popMmi
3aUILIECHUX CIidiB.

[Tpuxnagom «mmpodeciiiHOi 3BUMKU» 0COOU KiOEP3TOUMHIISI MOXeE
OyTH: BUKOpPUCTAHHS TIeBHOI MapKu TexHiku (Apple, Acer, Asus
TOIIO), SIKOI0 0cOo0a 3BUKJA KOPUCTYBATHCS; BUKOPUCTAHHSI KOH-
KpeTHoi onepauiitHoi cucremu (Linux, Windows Ta iH11Ii); BUKOpU-
CTaHHS MMporpam, IKUMU 0coda KOPUCTYBaJIacs MPOTITOM TPUBAIOTro
yacy i Bimmae mepesary came im (6paysepu: Google Chrome, Mozilla
Firefox, Safari, TOR Tomo; BmKopumcTtaHHs Tporpam: Python,
JavaScript, C# Ta iH.), KOPUCTYBaHHSI KOHKPETHUMMU TOLIYKOBUMU
ceppicamu (Google, Bing, Yahoo Ta iH.) To10.

Tak, 3mounnens ming nceBmoHiMoM «Dread Pirate Roberts» (Pocc
Binbsam Yinb0opixT) BukopuctoByBaB 0pay3ep TOR (TexHosorito aHo-
HiMizalil gocTyny 10 pecypciB Mepexi IHTepHeT), abu mpuxoBaTu
CBOI HE3aKOHHI [Iii BiJl MpaBOOXOPOHILIIB [12].

Ha namry mymky, meBHy iHdopmaliito mpo «mpodeciiiHi 3BUIKn»
ocobu Kibep3TOUMHIIS CJIiTYOMY TaKOX MOXHA OTPUMATHU 3 aHaJi3y
ioro ¢aiinis 3a goromoroto cepriciB VirusTotal abo Hybrid Analysis,
sIKi TOTMTOMOXYTb BCTAHOBUTM TWIT (paiily, MOBY MporpaMyBaHHS,
MicClie, yac Ta 1aTy CTBOPEHHS YU 3MiHU TOILIO.

Binoxkpemiioroun 1npodeciiiHy 3BUUKY Bill «IIOYEPKY» Kibepsio-
YMHLIS, CJIiJ1 3ayBasKUTH, 1110 «ITOYEPK» — 1Ie XapaKTepHa Jisl, IKy ocoda
CBiIOMO BUMHSIE, PO3YMilOUH, 1110 LIMM BOHA BUOKPEMJTIOE cebe cepel
inmmx. Croay MOXXHa BifHEeCTH: BUOip TIceBaOHIMAa, BUOip KOHKPETHOI
¢otorpadii (aBaTapKu), CTUJIb HATTMCAHHS TTIOBiIOMJIEHD TOILIO.

Cnig 3ayBaxkuTH, 1110 BUOIp MCeBAOHIMA YM aBaTapKU CBiTYUTH
PO TMeBHi BMOA00aHHS MTeBHUX 0Ci0.

Tak, moTnaHackkuii xakep Iappi MakkiHHOH OOpaB MCEBIOHI-
MoM «Solo» (3 aHIIINCHKOI — CaMOCTIiHO), Jal0UM 3pO3yMiTH, 110
BiH mpalitoe oauH [13].
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Inmwmii xakep AHapiaHo JlaMo BHKOPUCTOBYBAB IICEBIOHIM
«Homeless hacker» (6e3moMHMII Xakep), OCKiJIbKMU BUKOPUCTOBY-
BaB KOMIT I0T€pU 3arajibHOr0 KOPMCTYBaHHS, Yepe3 110 3HAUTU 0ro
OyJ10 TOCUTH CKJIagHo [14].

IIo crocyeTbcst BUOOPY (PoTOKAapTKM (aBaTapku), TO emOjema
BimoMOi XakepcbKOi opraHizallii «AHOHIMYC» (KOCTIOM i3 3HAaKOM
MUTaHHS 3aMiCTh TOJOBU) CHMBOJI3yE aHOHIMHICTb Ta BKa3ye Ha
BiICYTHICTb 4iTKO BUpaxeHoro Jiigepa [15].

Ha nauy aymky, ciiigaoMy Oye qornoMaratu BUOKpeMIJIEHHSI BCiX
HasIBHMX O3HAK 0COOM, sSIKa BUMHMIIA KiOEP3JIOUMH, B OKPEMY eJleK-
TPOHHY 6a3y 0cCi0, 1110 BYNHUIIU Kibep310unHU. [10 e1eKTpOHHO1 6a31
CJIiJl BITHOCUTM TakKi BiTOMOCTI: €THIYHE MOXOMIXEHHS, BiK, OCBITa,
npodecisi, BCTAaHOBJIEHT MCUXOJIOTIYHI 03HAKM, a TAKOX «MpodeciitHi
(3JI0YMHHI) 3BUUYKU» Ta «[IOUEPK Kidep3nounHisd». EnekTpoHHa 6a3za
Oyze clyryBaTH ineHTHU(hIKaTOpOM ISl CIIYOro, a TAKOX JOTTOMOXKE
3pO3yMITH, SIKi CIiAU 3a/IMIIA€E KiOep3/TOUMHEb i HOro MOTUBHU.

Ot1xe, y KpUMIHAJICTUYHIN XapaKTEepUCTUL KiOeP3JIOUMHIB TIif
0c0000 Cy4acHOro KiOep3/JI0UMHIS CIifl pO3YMITU CUCTEMY 3arajib-
HUX, TICUXOJOTIYHUX Ta CHeliaJIbHUX O3HaK (JaHMX) TaKoi ocoowu,
IO CIPUSIOTH 11 €(PEKTUBHOMY TOIIYKY Ta BUKPUTTIO.

3’sicyBaHHSI MiJ 4Yac AOCYJOBOTO PO3C/iAyBaHHSI BaxKJIMBUX
KPUMIiHAJIICTUUHUX JaHUX TIPO OCOO0Yy KiOEp3JI0YMHLISI € OJHUM 3
OCHOBHUX (DaKTOpiB y PO3C/idyBaHHi KPUMiHAJIbHUX MPaBOIOPY-
IIEeHb, 110 BUMHSIOTHCS 3 BUKOPUCTAHHSAM iH(MOpMaLlifHNX TEXHO-
JIOTii (KiOep3/10UKnHiB).
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Nedilko Yaroslav. Typical signs of a cybercriminal’s personality (forensic
aspect)

The article is devoted to problematic issues that arise during the investigation
of cybercrime, namely, establishing the identity of the cybercriminal. It is
indicated that the person who committed cybercrime has special knowledge
and skills in the use of Information Technologies, which complicates his search
by the pre-trial investigation body. Statistical indicators that characterize the
faces of cybercriminals in Ukraine also emphasize the complexity of identifying
criminals of this category. The ability to identify and investigate typical signs of
a cybercriminal’s personality that are identified at the pre-trial stage of the
investigation will help the investigator effectively and quickly identify these
individuals.
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The article presents the stages of formation of the doctrine of the criminal’s
identity in legal Science: the period of formation of the doctrine of the identity
of the criminal (1900-1930); the period of ignoring the doctrine of the identity
of the criminal (1930-1960); period of detailed study of the identity of the
offender by criminology (1960 — our time).

The analysis of various scientific approaches to the interpretation of the
concept of «criminal personality» by forensic scientists is carried out. These
general features of the criminal’s personality from a forensic point of view,
which should include: 1) personal characteristics of the human body; 2) fleeting
signs (distant from the human body); 3) social characteristics. It is noted that
during the pre-trial investigation, psychological knowledge about the identity of
the criminal should be used.

A forensic definition of the identity of a cybercriminal is proposed, which
should be understood as a system of general, psychological and special features
(data) of such a person that contribute to its effective search and exposure.
Common features of a cybercriminal’s personality include: nationality, age,
education, and profession. To psychological: temperament, character, interests
and inclinations, motives and style of behavior, certain mental deviations.
Special features include «professional habits» and «handwriting> of a
cybercriminal. The distinction between «professional habit» and «handwriting»
of a cybercriminal person is given. A distinction is made between the
«professional habit» and the «handwriting» of a cybercriminal. Separating the
«professional (criminal) habit» from the «<handwriting» of a cybercriminal, it is
noted that «handwriting» is a characteristic action that a person consciously
commits, realizing that this distinguishes himself among others. These include:
choosing a nickname, choosing a specific photo (avatar), style of writing
messages and more.

It is emphasized that when choosing a nickname or avatar, you can say
about the preferences of these people.

It is noted that some information about the «professional (criminal) habits»
of a cybercriminal, the investigator, can also be obtained from the analysis of his
files using VirusTotal or Hybrid Analysis, which will help determine the file
type, programming language, location, time and date of creation or change and
other equally important information about the identity of the cybercriminal.

Also, due to the specifics of committing crimes of this category, it is
proposed to create a separate electronic database of persons who have
committed crimes using information technologies (cybercrime). The electronic
database should include the following information: nationality, age, education,
profession, established psychological characteristics, as well as «professional
habits» and «cybercrime handwriting». The electronic database will serve as an
identifier for the investigator, and will also help to understand what traces the
cybercriminal leaves and his motives.

As a conclusion, during the pre-trial investigation, important forensic data
on the identity of a cybercriminal is one of the main factors in the investigation
of criminal offenses committed using information technology (cybercrime).

Key words: the person of the criminal, the person of the cybercriminal,
typical features of the person of the cybercriminal, information technologies,
«handwriting» of the cybercriminal.



