~ 143 ~

VIIK 004.7

Mykola Khudyntsev, Candidate of Physical and Mathematic Science, Associated Professor,
The Institute of Telecommunications and Global Information Space of the National Academy
of Sciences of Ukraine

ORCID ID: https://orcid.org/0000-0002-9324-6901 e-mail: nh@te.net.ua

Oleksii Khomenko, postgraduate, The Institute of Telecommunications and Global
Information Space of the National Academy of Sciences of Ukraine

ORCID ID: https://orcid.org/0009-0007-4866-8244

e-mail: oleksii.khomenko.sci@gmail.com

The Institute of Telecommunications and Global Information Space of the National Academy
of Sciences of Ukraine, Kyiv, Ukraine

AUTOMATION OF STANDARDIZED CYBER INSURANCE
PROCESSES

Abstract. The study aims to develop a cyber insurance model that includes the
main requirements of international regulatory documents and provides for the
automation of individual processes of cyber insurance.

The objectives of the study are to analyze existing standards, business processes
of insurance of operational risks in cyberspace, means of automating insurance
processes, forming a profile of cyber risks in the national cybersecurity system,
critical information infrastructure, studying cyber insurance algorithms for their
further automation, and substantiating the use of individual automation tools in
practical activities.

The work contains a review of existing standards and processes of insurance of
operational risks in cyberspace (cyber insurance) and an analysis of cyber
insurance processes using information technologies. The state of the regulatory
framework of cyber insurance in Ukraine is briefly analyzed. The cyber insurance
processes provided for by the International Standard ISO / IEC 27102 Information
Security Management — Guidelines for Cyber Insurance are studied in detail.
Separate means of automating cyber insurance processes are also considered, and
approaches to optimizing their use within the framework of a risk-based approach
to the profile of risks in cyberspace (cyber risks) are proposed.

Analysis of cyber insurance and other preventive methods of reducing risks and
the negative impact of threats in cyberspace indicates an unsatisfactory state of
using such instruments in critical information infrastructure.

The work substantiates and proposes a systemized set of cyber insurance
processes for effective automation of these processes and further practical
application in the design tasks of relevant automated (information and
communication) systems.

The results obtained can be used in cyber insurance scenarios and algorithms.
Keywords: cyber insurance; information security; automation; cyber risks.
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M.M. XyauHnues, O.A. XoMeHKO

[HCTHTYT TenekoMmyHikamiii i TiobampHOTO iH(OpMamiitHoro mpocropy HamionaneHOI
akazeMii Hayk Ykpainu, M. Kuis, Ykpaina

ABTOMATU3ALIA CTAHIAPTU30BAHUX ITPOIECIB
KIBEPCTPAXYBAHHA

Anomauin. OcHo6HOI0 MemOK OOCTIONCEHHSL € PO3POOKA MOOETL KiDepCcmpaxyeanHs,
KA BpPAXOBYE OCHOBHI GUMOZU MIJCHAPOOHUX HOPMAMUGHUX OOKYMEHMIE ma
nepeobavae agmomMamu3ayiro OKpemux npoyecie KibepcmpaxyeauHsi.

3ag0anna OocniddcenHs nonAeaOmv 8 AHAMI3I ICHYIOYUX CMAaHOApmie, npoyecie
CMpaxyeaHHs ONepayiiHux pusuxkie y Kibepnpocmopi, 3acodie asmomamuzayii
npoyecie cmpaxyeauts, opmyeanti npoino KibeppusuKie y HaYiOHAIbHIN cucmemi
Kibepbesneku, Kpumuunitl iHhopmayitiHil ingppacmpykmypi, 00CHiOHCeHHI Aneopummis
KibepcmpaxyeauwHs 3 Memow iX nooanewiol agmomamusayii, O0OIPYHMYEAHHI
3aCmMOCY8AHHSL OKPEeMUX 3aC00ie asmomamu3ayii 8 RpaKmuyHii OBUIbHOCHII.

Poboma micmume 027180 icHylouux cmamoapmie ma Npoyeciq¢ CmpaxyeamHs
onepayiiHux pusuKie y Kibepnpocmopi (Kibepcmpaxy8anHs), a MaKodic anHaliz Rpoyecie
KIOepcmpaxyeauwHs i3 3aCMOCY8aHHsM  IHpopmayiinux — mexnonoeiu. Cmucio
NPOAHANi306aH0 CMAH HOPMAMUBHO-NPABOBOI 6a3u KibepcmpaxyséanHs 6 YKpaini.
Jlemanvro Oocnioxceni npoyecu kibepcmpaxyeanis, nepeddaueni MidcHapoOHUM
cmanoapmom ISO / IEC 27102 Vnpaeninus ingopmayiiinoro 6e3nexoro — Braszigku
wooo kibepcmpaxyeanus. Taxoxc O0ocniodceHi okpemi 3acobu asmomamuzayii
npoyecie  KibepCcmpaxyeauHsi, — 3anponoHo8aHi  nioxoou 0o  onmumizayii  ix
BUKOPUCMAHHS 8 PAMKAX PU3UK-OPIEHMOBAHO20 NIOX00y O npoimo pusuxie y
Kibepnpocmopi (Kibeppusukis).

Ananiz 3acmocy8anHs KiOepcmpaxyeauHts, d MAaKo#C IHUWUX NPEBEHMUBHUX MemoOie
3MeHWeHHs PUUKI6 Ma He2amueHo20 MUY 3azpo3 ) Kibepnpocmopi ceioyums npo
He3a008LIbHULL CMAH SUKOPUCTIAHHS TMAKUX MemoOI6 Y KPUMuyHil iH@popmMayiiHil
inghpacmpyxkmypi.

Y pobomi obipynmosano ma  3anponoHosaHo  cucmemamuzayilo  npoyecie
Kibepcmpaxyeants Onst eqhekmueHoi asmomamu3ayii yux npoyecie ma noodIbuo20
NPAKMUYHO20  3ACMOCY8AHHA 6  3a0a4ax  NPOEKMYBAHHA  GIONOGIOHUX
asmomamu308anux (iHhopMayitiHo-KOMYHIKaYilHUx) cucmem.

Ompumani pe3yromamu MOJ*CHA BUKOPUCHIOBY BAMU 8 ATI2OPUMMAX KIOEPCMPAXY 8AHHSL.
Kniouosi cnosa: «xibepcmpaxysauns, ingopmayitina Oesnexa;, aemomamu3ayis;
Kibeppusuxu.

https://doi.org/10.32347/2411-4049.2025.2.143-153
Beryn

[MuTanHs cTpaxyBaHHS OllepalliiHUX PU3KKIB y KibepripocTopi (KibepcTpaxyBaHHs:)
aKTHUBHO OOTOBOPIOIOTHCS Y HAayKOBiH CHUIBHOTI (OMB., HanpuKiaz, [1-5]). Ase Ha
BiMiHY BiJ HOpMaTHBHUX, TEPMiHOJIOT1YHUX Ta (HiHAHCOBO-€KOHOMIYHHX aCIIEKTiB,
npobiemMa aBTOMaTH3aIlil TPOIIECIB KibepcTpaxyBaHHsI (SIK 1 CTpaXyBaHHS) TiJIbKH
noynHae BUpimwyBatucs. [IuTaHHS  ynpaBlmiHHS  CTPaxOBHMH  PU3MKAMH
nocaimkysanocs K. Binmessmcom, C. BonmocoBuyem, X. ['prorgunrom, JI. KnankiBom
Ta 1H., KiOeppH3MKaMH y CTpaxyBaHHI — TakuMu pocmigHukamu: O. I'ynse,
H. Haraiiuyk, JI. CemiBepcroBa, A.Marotta, R.Bo6hme, A.G. Schwartz,
S. Romanovsky, R.R. Wagner, P. Ilikyc, M. /lyOuna Ta iH., aje, sIK MpaBUiIo, JIUIIE
3 €eKOHOMIYHOT TOYKH 30DY.
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l'octpa motpeba y CTBOpPEHHI HOPMATHUBHOTO MIAIPYHTA JUIS CTPaxXyBaHHS
KiOeppH3HKIiB Tpu3BeNa 10 MOSBH HHU3KH CIELialli30BaHUX CTAaHAAPTIB y Taiysi
CTpaxyBaHHs Ta iHQopmMariitHoi Oesneku [8-17], OCHOBHMM cepel SKHUX €
International Standard ISO/IEC 27102:2019(E) [8]. OcHoBHy yBary ii JOKyMEHTH
MPHUIUISIOT, BU3HAYEHHIO, TIPiOpWTE3allii Ta KaIbKYJMmii KiOeppH3uKiB Ta
IiIBUIICHHIO e()eKTUBHOCTI CTPaxyBaHHSI.

Jlo OCHOBHHMX HOpPMAaTHBHHX JOKYMEHTIB, SIKi HIIIOTh y cdepi cTpaxyBaHHS Ta
KibepcTpaxyBaHHA B YKpaiHi, Hajexxarh LuBinbHUI Komeke Ykpainu (31 3MiHaMu),
3akoHU Ykpainu «[Ipo crpaxysanuss» (2021), «IIpo ¢inancosi mociayru Ta (hiHaHCOBI
kommadii» (2021), ITocranoBu Hanionansaoro 6anky Ykpainu «lIpo 3aTBepmKeHHS
[lomoxeHHs Mpo BCTAHOBIIEHHS KPUTEPIiB, 32 SKUMHU BU3HAYAETHCS MPOQUTH PH3UKY
HajmaBaviB (HiHAHCOBHX TMOCITYT, iX CYyCHUIbHA BaKIUBICTh, Ha IMIACTaBI SKHX
BU3HAYAIOThCs HarsmoBi nii HarioHansHoro ©Oanky Ykpainum» (2023), «[Ipo
3aTBeppKeHH [100XeHHS PO TOPSIOK OOJIIKY CTPaXOBHKOM JOTOBOPIB, ITOB'I3aHIX
31 3miACHEHHSM JisUTBHOCTI 13 CTpaxyBaHHS, Ta BHUMOTH OO 3aXUCTy iH(opmarrii
crpaxoBukay (2023), «[Ipo 3arBepmxenHs [loJokeHHS NPO XapaKTEPUCTHKU Ta
knacugikarliifHi 03HaKH KJIACiB CTPaxyBaHHSA, OCOOIHMBOCTI 3[IMCHEHHS isSUHHOCTI 31
CTpaxyBaHHs Ta YKJIQJaHHsS JIOTOBOPIB 3a KiacamMu cTpaxyBaHHD» (2023). AnHami3
PHHKY CTpaxOBHX IOCTYT B YKpaiHi, CTpaxOBUX PHU3MKiB, iHHOPMAIIfHUX MOTOKIB,
0i3Hec MpOIIeCiB CTpaxyBaHHs Ta KibepcTpaxyBaHHs HaBeneHo B [18-21].

AKTyanbHI TUTaHHS MOHITOPHUHTY Ta YIIPABIIIHHSA KiOeppU3NKaMH, CTpaxXyBaHHSI
Ta KibepcTpaxyBaHHS aKTUBHO OOTOBOPIOIOTBHCS Y CBITOBiH HayKoBid Ta Oi3Hec
CHIIBHOTAX, KUIBKICTh BIAMOBIAHMX MyOJIiKaIiii 3pocTae HaA3BUYAWHO BUCOKHUMH
TemmaMu (IuB. orisau [22-24]).

Bognowac cucremarmzaiis, anropuTMi3allisi Ta aBTOMAaTH3aIlis TMPOIIECIB
CTpaxyBaHHSi ~Ta  KibepcTpaxyBaHHsS  BHACHiIOK  iX  CKIQJHOCTI  Ta
0aratoQakTopHOCTI, IO MiATBEPKY€EThCS YUCICHHUMH aHATITHYHUMH 3BITAMH Y
cepi cTpaxyBaHHsI, 3AIHIIAETHCSA CKIAIHOIO 1 OTHOYACHO 3aTpeOyBaHOI0 HAyKOBO-
MIPAKTUYHOIO 337a4€I0, sIKa TOTPeOye PO3B’ I3aHHS.

ABTOMaTH3allisl OKPEMHX CEpBICIB CTpaxyBaHHsS Ta KiOepcTpaxyBaHHS
peamizoBaHa y iHpopMaIiitHuX cucTemax (TuiaTdopmax) yHpaBIiHHS PU3HKAMH,
CTPaXxOBHMHU IHOAISIMH Ta JOKYMEHTaMH, MAapKETHHIOBUMH Ta CTATHCTUYHUMH
JAHUMH BEJIMKOT KIJIbKOCTI CTPaxOBUX KOMITaHi# (1110 Oy1e MpoaHaii30BaHO HIKYE).

Cranaaptu B cdepi kidepcTpaxyBaHHA

Haiinommpenimi Bu3HaueHHs a00 TpakTyBaHHS KibepcTpaxyBaHHS:

- KiGepcrpaxyBanHs — 11e MexaHi3M 3axUcTy Oi3Hecy Bif (piHAHCOBHX BTpaT,
MOB’sI3aHMX 3 KibepaTakamu Ta BHTOKOM jaaHux (DemepasibHa Toprosa
komicis CIIA / FTC) [25]. Tlomicn MOXyTh IOKPHBAaTH BUTpPaTH Ha
IOPUIMYHUI 3aX¥CT, BIJIHOBJICHHS JJaHUX, KOMIICHCAIIF0 30MTKIB KJTIEHTAM
Ta mTpadu BiJ peryasTOpiB.

- KibepcrpaxyBanus — 1ie piHAHCOBUIT IHCTPYMEHT JIJIsi SMECHIIICHHST pU3UKIB,
OB’ 13aHUX 3 TIOPYILIEHHAMH O€3MeKH JaHUX Ta KibepaTakamH, IKUi crpusie
MiJBUIICHHIO O0I3HAHOCTI KOMIAHIi MpO PU3UKH Ta iX MiHIMi3aIlio
(E€Bpomneiichke areHTCTBO 3 Kibepoesmneku / ENISA) [26].

- KibepcrpaxyBaHHS € KIIOYOBHM €IEMEHTOM CTpaTeTii Kibepoe3neku, ssKuit
JoToMarae KOMIIGHCYBaTH 30WUTKM BiJ aTak Ta MOKPAILUTH 3aralbHUil
piBeHb crikikocTi Kommadii (HarmiomampHUH 1HCTUTYT CTaHOapTiB i
texuomoriit CIITA / NIST) [27].
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Ho cranmapriB (y 1.94. peiimMBopkiB) B cdepi kibepcrpaxyBaHHs, 30Kpema,
HaJICKATh:

ISO/IEC 27102:2019 — Information Security, Cybersecurity, and Privacy
Protection — Guidelines for Cyber Insurance — crammapr ISO, sxuii
MPOTIOHYE BKAa3iBKM MO0 CTPYKTYPYBaHHS TIONICIB KiOepcTpaxyBaHHS,
BKJTIOYAIOYH OLIHKY PU3HUKIB 1 MipKyBaHHsI LIOAO MOKPUTTS MOJIICiB;

EU Cybersecurity Certification Framework (Regulation (EU) 2019/881) —
BCTaHOBITIOE MEXaHI3MH cepTHUdikarii kibepOe3nekn Iy IPOAYKTIB, TOCTYT
i mponeciB IKT, cipsiMoBannx Ha 3a0e3MeUeHHs] CTAHAAPTH30BAHUX PiBHIB
3abe3neyeHHs1 kibepOesneku B €C, akuil Mae BUpilIaTbHE 3HAUCHHS IS
OIIIHKM KiOeppH3HKiB Ta pU3UKIB KibepcTpaxyBaHHS,

ENISA Cyber Insurance: Recent Advances, Good Practices, and Challenges
(November 2016) — omucaHi KJIOYOBI acleKTH KibepcTpaxyBaHHs, Y T.U.
o0i3HaHicTh TIpo Kibeppusukw, perymsaropuuii BiomwB (GDPR, lupexTuBa
NIS, 3 noganemioro iMmuiemenTariero 1o NIS2), Halikpanii MpakTHKH;

NIST Cybersecurity Framework (CSF2) — pexomenpariii 3 KepyBaHHS
pu3MKaMu KibepOe3neKu Ta iX 3MEHIICHHS JJIs BUKOPHCTaHHS B IOJicax
(moroBopax) kibepcTpaxyBaHHS IS OLIHKH CTaHy O€3MeKH opraHi3arii;
Issues Paper on Insurance Sector Operational Resilience (May 2023) —
nokymeHT LlinboBoi rpynu [AIS 3 onepamniiinoi criiikocti (ORTF) mictuth
HATJSIOB] TPAKTHKH MO0 KiOEpBiMMOBOCTIHKOCTI (KiOeppe3MITLEHTHOCTI ),
aytcopcunry mporeciB IT Ta xibepOe3neku, ynpaBiiHHS Oe3mepepBHICTIO
Oi3Hecy (0Oe3mocepeHhO HE CTOCYETHCS KibepcTpaxyBaHHS, aje (aKTUIHO
ONHCY€E KITIOYOBI €JIEMEHTH aH/ICPalTHHTY);

Cyber Essentials Certification Ta Cyber Liability Insurance [28] — cuctema
ceprudikamii  ocHOB  KiOepOe3mekn Ta  KibepcTpaxyBaHHS — Bif
HamionansHoro nentpy kibepOesnexu Benmkoi Bpuranii NCSC Ta #ioro
odimiitHoro maptHepa MixHapomHOoi acorialii Oe3MeYHOro yIpaBIiHHS
nianpuemcteamu IASME.

Amnani3 cranaapTiB Ta ppeMBOpKiB KibepcTpaxyBaHHs CBIUUTH MPO:

BuxopucranHs miAXomiB Ta MoJened OIIHKH PU3WKIB Ta YIpaBIiHHS
TaKUMH PU3HKAMU;

3acrocyBaHHsl KiOEppU3HWKIB, OIEpallifHUX pPHU3UKIB Yy KibepmpocTopi,
(hiHAaHCOBHX PH3HKIB, TOB’S3aHUX 3 WMOBIPHICTIO BTpPaTH TPOIIOBHX
KOILTiB, HEOTPUMAHHAM (HEAOOTPUMAHHSIM) A0XO0iB (IPUOYTKY), 1HIIUMH
30UTKaMHu Ta/ab0 BUTPAaTaMH, BKIFOUAIOYN MOXKITHBI 30UTKH (BUTpATH);
3acrocyBaHHSI OMHCY Ta ICHYIOUMX Kiacu(ikaiiii KiOeppu3uKiB Ta
KiOepiHIMIEHTIB;

BaxumBicTe KIIBKICHOI OLIHKM O€3leKH Ta CTIMKOCTI JIAHIIOTIB
MOCTauaHHS, 3aJy4YCHHS MOCTAYILHUKIB JI0 pearyBaHHS Ha HaJA3BHYAiTHI
nofii (y T.4. y kibepmpocTopi);

3acrocyBaHHS NPUUHATUX MiAXOAIB Ta Mojenedl 1o QopMyiroBaHb
BUKJIIOUYEHb 3 TOJICIB KibepcTpaxyBaHHs, OOMEXKEHHS CyM IOKPHUTTS,
OLIIHKU PU3HUKIB aHJepPauTHHTY;

HeoOxignicte cranmaptusanii mnpoueciB 30opy iHQopmanii, ormiHka
KiOEppU3UKIB  CTpaxyBaJlbHUKA, MIATPUMKH KiOepcTpaxyBaHHS  3a
JIOTIOMOI'OI0  CHCTEM YIpaBIiHHS iH(GOpMaIliiiHO Oe3reKkow, OoO0MiHy
iHpOpMaLliel0 TPO PH3UKH Ta 3acO0M KOHTPOJIO B EKOCHUCTEMi
KibepcTpaxyBaHHS.
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Indopmaniiino-komyHnikaniiini 3acodu kidepcTpaxyBanHs

[IpoBiaHi cTpaxoBi KOMMaHii aKTHBHO BHKOPHCTOBYIOTh CydacHi iH(popMariiiHo-

KOMYHIKaIliitai

TEXHOJIOT1T

Ta I1HCTPYMEHTH I aBTOMaTH3aIlil

MIPOTIECiB

CTpaxyBaHHs Ta KibepcTpaxyBaHHs. ONUC OKPEMUX pillleHb HaBeJeHO Y Tabauyi 1.

Tabmums

[adopmaniiino-koMyHiKamiiHi

KibepcTpaxyBaHHS

3aco0u

CTpaxyBaHHA Ta

Company
(resource)
title

Link

IC instruments

CIM*

Coalition

https://www.coal
itioninc.com/

Active Insurance:

- Cyber Insurance

- Tech Errors & Omissions (EO)

- Executive Risks

- Miscellaneous Professional Liability
Coalition Security:

- Coalition Control

- Managed Detection & Response (MDR)

- Coalition Incident Response (CIR)

- Coalition Security Awareness Training

+++

At-Bay

https://iwww.at-
bay.com/

- Cyber risk calculator

- Primary & Excess Appetite eForm Guide

- Miscellaneous  Professional  Liability
(MPL) Coverage Highlights eForm Guide

- Managed Detection and Response (MDR)
Service Desk

- Broker Platform

Cowbell
Cyber

https://cowbell.
insure/

Adaptive Cyber Insurance (Cowbell Prime
100, 100 PRO, 250, PLUS, ONE)

Adaptive Technology Errors & Omissions
(Cowbell Prime Tech)

Incident Response Plan (IPR) Template

Corvus
Insurance

https://www.corv
usinsurance.com/

Smart Cyber Insurance, Smart Tech EO
(Appetite  Guide, Application, Request
Coverage Form)

Expert incident response
management (eForm)

and claims

++

Beazley

https://iwww.bea
zley.com/

Cyber Customer Centre
- Risk Management Webinars
- Incident Preparation Room
- Port scanning and monitoring
- Free Phishing Test
- IRP Review
Broker Centre
- API Trading
- Cyber Risk Management Tools
- Cyber  Defences with  Managed
eXtended Detection and Response
(MXDR)

+++
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Chubb Individuals & Families Portal
Businesses Portal
) Agents & Brokers Portal
httpsb.é/v(\:/(\;vn\:\;.chu Payment Cepter ++
' Chubb Mobile App
Chubb Cyber Incident Response Team
Report a Claim eForm
AlIG - Cyber Highlight Sheet
https:/imwww.aig. | - AlIG's Cyber Coverages +
com/ - AIG's Cyber Underwriting Application
- Sample Client Cyber Maturity Report
AXA XL - XL GlobalClaim Customer Portal
https://axaxl.com/ | - Design Professional login portal Learning +
Management System (XLDP LMS)
CFC - Cyber insurance private enterprise
Under- https://www.cfcun| application form -
writing derwriting.com/ | - Ransomware calculator
- CFC mobile app for cyber
Liberty . .
Mutual https:/www. libe Liberty Mutual app -
Insurance rtymutual.com/
Berkshire
Hathgway https://bhspecialty. eAppicitionForms 3
Specialty com/
Insurance
Hiscox - Hiscox General Liability
https://www.hisc | - Hiscox Professional Liability +
ox.com/ - Hiscox Cyber Security
- Hiscox Business Owner's Policies
Lloyd's of Member Modeller Software
London Lloyd’s Investment Platform
London Market Introductory Test (LLMIT)
Delegated Authority services (DAS)
- Delegated Contract and Oversight
Manager (DCOM)
- Delegated Audit Manager (AiMS)
- Coverholder Applications (Atlas)
- Lineage
Regulatory reporting
- Market data collections
https://iwww.lloy - Core Market Returns (CMR) it

ds.com/

- Lloyd’s Direct Reporting (LDR)

- SecureShare

- Overseas Reporting Service (ORS)

- Assisting  issuance/print  insurance

documentation MOCHA/DOPRINT

Placing business

- Online business insurance Tool (Crystal)

- Delegated Data Manager (DA SATS)

- Quality Assurance Tool (QA Tool)

- Risk Locator Tool (RL Tool)

- Italian Web Tender Service

- Faster Claims Payment

ISSN: 2411-4049. Exosoriyna Ge3neka Ta npupogokopuctysanss, Bui. 2 (54), 2025


https://www.chubb.com/
https://www.chubb.com/
https://axaxl.com/
https://www.cfcunderwriting.com/
https://www.cfcunderwriting.com/
https://www.libertymutual.com/
https://www.libertymutual.com/
https://bhspecialty.com/
https://bhspecialty.com/
https://www.hiscox.com/
https://www.hiscox.com/
https://www.lloyds.com/
https://www.lloyds.com/

~ 149 ~

Munich
Re

https://www.mu
nichre.com/

eAppicitionForms

Swiss Re

https://www.sw
issre.com/

Swiss Re Surety Client Portal
Property Exposure Management
Sustainability Compass

Supply Chain Resilience

Zurich

https://www.zur
ich.com/

Cyber Resilience and Insurance Services
- Cyber and Data Protection Training
- Audit and Compliance
- Penetration Testing (Ethical Hacking)
- Cyber Toolbox
- Crisis and Incident Management
- Cyber Quantification
My Zurich
- Insurance Management Tools
- Program Status Tracker
- Program Structure Matrix
- Policy & Claims
- Certificates
- Zurich Global
(GPS) Tool
- Risk Management Tools
- Risk Engineering
- Zurich Risk Advisor
- Risk Insights
- Zurich Risk Room
- Zurich Connector API Solution

Program Support

++++

The
Hartford

https://www.the
hartford.com/

Hartford Platform for Producers, Brokers,
Partners & Providers
Hartford Electronic Business Center (EBC)
- EBC Agent Portal
- Commercial Lines Customer
(CLCP)

Portal

++

NAS
Insurance

https://www.na
sinsurance.com/

N/D

N/D

Safe

https://safe.secu
rity/

SAFE One Platform
- Al - Driven UX
- SAFE X
- SAFE Mobile App
- SAFE Dashboard)
- Cyber Singularity Platform
- Cyber Risk Quantification
- Control Prioritization & Rol
- Cyber Insurance Planning
- Materiality Risk Reporting
- Emerging Risks
- Third Party Cyber Risk Management
- Open Analytics Engine
- MITRE ATT&CS
- FAIR
- FAIR CAM
- FAIR MAM
- FAIR TAM

++++
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- Cyber Risk Cloud
- First-Party Business Context
- Third-Party Business Context
- Threat Intel
- Enterprise Security Data
- Compliance and Questionnaire Data

International Cyber Statistic Indicators
Cybersecurity - Suspicious Cyber Event Indicators
University - Network Cybersecurity Indices

- Cybersecurity Indicators

- Key Cyber Risk and Performance Indicators

https:/icu-ng.org - ETSI Information Security Indicators

- 1SO27 Information Security Indicators

- NIST Cybersecurity Indicators

- Cybersecurity  Integration  Maturity
Model Indicators

- Public Cyber Statistics Indicators

* Cyber Insurance Maturity
ABTOMAaTH3aLif NpoueciB KibepcTpaxyBaHHs

AHami3 BOPOBaPKEHUX Yy CBITOBIM TpakThili iH(OpMAIifHO-KOMYHIKAIIHHAX
3aco0iB cTpaxyBaHHSA Ta KiOepcTpaxyBaHHS Ta HOPMAaTMBHHX IIiJICTaB
KibepcTpaxyBaHHsT ~ JO3BOJISIE BHU3HAYWTH OCHOBHI  crenu@iyHi  mpolecH
KibepcTpaxyBaHHs (JOJATKOBO J0 MPOLECIB CTPAXyBaHHs):

- OIliHKa Kibeppu3uKiB (OIliHKa BHYTPIITHEOTO KiOEpPHU3HUKY, OIiHKA 3aCO0iB
KOHTpPOJIIO 1H(GOpMAIliiiHOiI Oe3reku, OIiHKa TMOIMEPEeIHIX Ta MOTOYHUX
KiOep30uTKiB);

- yOpaBliHHS KiOeppu3UKaMu;

- Tumizanis (kaTeropusaiisi) KiOepiHIIUICHTIB;

- yOpaBliHHSA HaciiJkamMu KiOepiHIUIeHTiB (MiHIMI3allis IIKiJJIMBOTO
BIUTMBY, 3a0e3MedeHHs MeXaHi3MiB (iHAHCYBaHHA I BiJHOBJICHHS
30UTKIB, CIPHSIHHA TIOBEPHEHHIO 1O HOPMAaIbHOTO (HYHKI[IOHYBaHHS,
ITiIBUIIEHHS CTIKOCTI CTPaXOBUKA);

- ympaBiuiHHS iHQopManiliHOIO O€3MeKor Mmij 4ac oOMiHY JaHUMH 3
CTPaxOBUKOM;

- yOpaBJiHHSA OJiCOM KibepcTpaxyBaHHS, MATBEPKEHHSIMHU, BUTPaTaMH Ha
pearyBaHHs Ha KiOEpiHIMAECHTH Ta KiOEpCTPaXOBUM HOKPHUTTSIM;

- aHJeppaNTHHT KiOepcTpaxyBaHHS;

- 30ip iHdopmanii 3 inpopmaLiiHUX akTHBIB (pecypciB, 6a3 AJaHUX, CHCTEM,
CHCTEM yHpaBiiHHS iHQOpManiiHO OE3MeK0I0);

- BUKOHAaHHSI 3000B’s3aHb, IIOB’sA3aHUX 3 I1H(OPMALIHHOKW Oe3MeKor0
(obnacte 3acrocyBanns 3 CYIb, nonituku indopmaniiiHoi Oe3neKu, oiHKa
pu3HKiB iH(popMmaiiiHoi 6e3neKky, AeKaaparis Mpo 3aCTOCYBaHH: Ta OLiHKa
edpextuBHOCTI KC3I 260 CYIB, 06po06ka pu3ukiB iHhopMarliliHoi 6e3rekHy,
il iHpopmariiHoi Oe3rekH, J0Ka3h KOMIIETEHTHOCTI IepPCOHAIY,
pe3ynbTaTH OLIHKM Ta OOpOOKM pu3ukiB iH(popMauiiHOI Oe3mexH,
MITBEPIKCHHS]  PE3YNIbTATiB MOHITOPHHTY Ta BHMIPIOBaHb, JOKa3d
IporpaM  ayAWTOPCHKHUX TEPEBIPOK, 1X pPE3yJIbTaTiB, pe3yJbTaTiB
YIPaBIiHCHKOTO aHalli3y, HEBiJMOBIMHOCTEH, MONANBIINX BXHUTUX Iii,
pe3yIbTaTiB KOPUTYBATBHUX TiiA).
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Jis omiHKM piBHS aBTOMAaTH3allii 3a3HAYEHWX TMIPOIECIB IMPOIMOHYETHCS
BUKOPUCTOBYBAaTH TOKa3HUKH 3pisiocTi KibepOesneku (IoMeH KibepcTpaxyBaHHS)
Ta BBECTH y PO3TJISL] iHAMKATOP aBTOMAaTH3allli TpolieciB kibepcrpaxyBaHHs. Lleit
IHAMKATOP 3aJIMINAECTHCA Ha MIOYaTKOBOMY PiBHI HaBITH JJISl TPOBITHUX CTPAXOBHX
koMmmaHiit (auB. Tabauyro 1), B YKpaiHi KibepcTpaxyBaHHS MPAKTUIHE BiCYTHE 1
MOKa3HUKH KibepcTpaxyBaHHA HE BpaxoBYIOThCS Yy (QopMmyBaHHI mpodiniB
KiOeppH3HKiB.

BucHoBku

[IpoanamizoBaHo icHyrodi CTaHAapTH KibepcTpaxyBaHHS, XapakTepHi OizHec-
MpOLIeCH  KiOepcTpaxyBaHHs, 3aco0M aBTOMATH3allii MPOIECIB CTpaxyBaHHS,
dhopmyBaHHs TpodimiB KiOeppu3WKIB A KiOepcTpaxyBaHHS Y KpPUTHUYHIN
iHpOpMaliiiHii iHPpaCTPYKTYpi.

HderanpHO  AochmijpkeHI — mpomecH — KibepcTpaxyBaHHS, — IependadeHi
MixHaponuum crapaaptrom ISO / IEC 27102 VYupasiinas iHdopMaIiiiHO0
Oesnexoro — BkaziBkm momo kibepcrpaxyBaHHs. Takoxk HOCTIKEHI OKpeMi
iHpOpMallifHO-KOMYHIKalliiiHi 3aco0M CTpaxyBaHHS Ta KiOepcTpaxyBaHHS,
3allpONOHOBaHI MiAXOMU 10 ONTHMi3amii X BUKOPUCTAHHS B paMKaxX PH3HK-
OpIEHTOBAaHOTO MiAXOAY IS MPodiTI0 pU3HKIB Y KibeprpocTopi (Kibeppu3uKiB).

3anpornoHOBaHa MOJENh KiOepCTpaxyBaHHS, SIKa BPaxOBYE OCHOBHI BHMOTH
Mi>KHApOJHUX HOPMATUBHUX JOKYMEHTIB Ta Mepeadadac aBTOMaTH3aIlil0 OKPEMHUX
MIPOIIECiB KibepCcTpaxyBaHHS.

AHami3 3aCTOCYBaHHS IPEBEHTUBHUX METOJIB 3MEHIIEHHS KiOEpPH3HKIB Y
KpUTHYHIK 1H(pOpMaliiHii iHQPAaCTPYKTypi CBIMYHTH MPO HE3aJO0BUIBHWUN CTaH
BUKOPHCTAHHS TAKHX METO/IIB.

3anponoHOBaHO CUCTEMATH3aLl 0 IPOLECiB KibepcTpaxyBaHHS y BiIOBIAHOCTI
10 MDKHApOJAHUX Taly3eBHX CTaHAApPTiB 3 MOXJIMBICTIO INPAaKTHYHOTO
3aCTOCYBaHHS B 3aJayaX IPOEKTYBaHHS BIiAMOBIJIHUX aBTOMAaTH30BaHUX
(iHpopMaIliiTHO-KOMYHIKAI[ITHIX ) CHCTEM.

OtpumaHi pe3ybTaTi MOXKHA BUKOPHCTOBYBATH B aJITOPUTMAaX CTPAaXyBaHHS Ta
KibepcTpaxyBaHHS.
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