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Threats to the economic security of the banking activity
and the means of its protection

Abstract. This article explores the theoretical and methodological approaches of domestic and foreign scientists to determine the
nature of the economic security of banking, which is divided into several distinct groups. A negative impact on the economic secu-
rity of the bank which by sources of origin can be objective and subjective is characterized. We have concluded that objective ne-
gative impacts occur independently of a particular bank or its individual employees, whereas subjective impacts may be due to poor
performance of the bank as a whole or its individual employees (especially managers and functional managers).

In this article we have classified threats to economic security of the banking activity on the following grounds: place of origin, nature
of occurrence, likelihood of occurrence relevant to consequences for the attacked, probability of their occurrence according to the
purpose and use.

The study highlighted the bank protection from external and internal threats, which are divided into personnel-related, organiza-
tional, technical and intellectual ones. All these measures, both special and general, cannot be considered disposable and con-
ducted only during the emergence of the crisis or the state of danger. At the same time, a study of their complexity and regularity
greatly reduces the likelihood of any threats to the bank.
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BapeHuk B. A.

KaHamaaT eKOHOMIYHMX HayK, OOUEeHT, JIbBiBCbka KoMepLiiHa akagemia, YkpaiHa

Camypa 1O. O.

KaHauaaT eKOHOMIYHUX HayK, AOUEeHT, JIbBiBCbKa KoMepuinHa akagemia, YkpaiHa

3arpo3u ekoHoMi4HIN 6e3neui 6aHKIBCbKOI AiANbHOCTI Ta 3acobwm ii 3axucTy

AHoTauifa. Y craTTi [OCniAXKEeHO TeopeTMKO-MeTOAONOrYHI NiAXOAN BITYM3HAHUX Ta 3apybiKHUX YH4EHUX A0 BU3HAYEHHA
CYTHOCTi eKOHOMIYHOi 6e3nekun 6aHKIBCbKOI AiANIbHOCTI. BUOKpeMneHo HeraTuBHi BMSIMBY HA EKOHOMIYHY 6e3neky 6aHKy, AKi 3a
[xepenamMmm noxXoaXKeHHA MOXYTb 6y T 06’EKTUBHUMM | CyD’€eKTUBHUMU. Y CTaTTi 34INCHEHO KnacudikaLilo 3arpo3 eKOHOMIYHIN
6e3neui 6aHKIBCbKOI AiANbHOCTI 32 PAAOM 03HaK: 3a MIiCLEM BUHUKHEHHA, 32 NPMPOAOI0 BUHUKHEHHA, 32 NMMOBIPHICTIO BUHUK-
HEHHA, 3a Hacnigkamu, 3a 06’eKTamm MocAraHb, 3a MOXX/MBICTIO MPOrHO3YBaHHA, 32 WMOBIPHICTIO HACTaHHA i 3a cdepammn
BUHUKHEHHA. OxapaKTepn3oBaHo 3acobu 3axncTy 6aHKy Bif 30BHILLHIX Ta BHYTPILLHIX 3arpos.

Knto4yoBi cnoBa: 6aHkiBcbka 6e3neka; eKoHOMiYHa 6e3neka 6aHKy; 30BHilUHI 3arpo3n; BHYTPILLHI 3arpo3un; 3axoamn 6e3neku
6aHKIBCbKOI AiANBHOCTI.

BapeHuk B. A.

KaHOnOaT SKOHOMUYECKUX HayK, OOUEeHT, JlbBOBCKanA KOMMepYyeckanA akagemun, praVIHa

Camypa 0. O.

KaHOnOaT SKOHOMUYECKUX HayK, OOLEHT, JlbBOBCKanA KOMMepYyeckanA akagemua, praI/IHa

Yrpo3bl 9KoHOMM4YecKon 6e3onacHOCT 6aHKOBCKOW AeATENbHOCTU U CpeAcTBa eé 3aluTbl

AHHOTauuA. B cTaTbe nccnenoBaHbl TEOPETUKO-METOAONOMMYECKUE NMOAXO0AbI OTEHECTBEHHbIX U 3apybedKHbIX YYEeHbIX K onpe-
AeNieHno CyLLHOCTHU 3KOHOMMYECKOM 6e30nacHOCTU HaHKOBCKOW AEeATeNIbHOCTW. Bbl,qeﬂeHbI HeratmBHble BIIMAHNA HA SKOHOMU-
yeckylo 6e30MacHOCTb 6aHKa, KOTOpbIe MO UCTOYHMKAM MPOUCXOXAEHUA MOryT ObiTb OOBEKTUBHLIMA U CYOBEKTMBHBIMU. B
cTaTbe OCyLeCTBMEHa Knaccuukauma yrpo3 9KOHOMMYECKoN 6e30nacHOCT HaHKOBCKOM AEATENbHOCTU MO PAAY NMPU3HAKOB:
Nno MeCTy BO3HWKHOBEHWA, MO NpMpoae BO3HUKHOBEHWA, N0 BEPOATHOCTU BO3HUKHOBEHWA, MO pesyfibTaTaMm, No obbekTam
nocAraTenbCTB, N0 BO3MOXHOCTW NMPOrHO3MPOBaHWA, N0 BEPOATHOCTW HACTYMMEHNA 1 No cdhepam BO3HMKHOBEHMA. OxapakTe-
pr30BaHbl CPeACTBa 3awnTbl 6aHKa OT BHELIHUX Y BHYTPEHHWUX Yrpo3.

KntouyeBble cnoBa: 6aHkoBckaa 6e30nacHOCTb; 9KOHOMUYeckan 6e30MacHOCTb 6aHKa; BHELUHWE Yrpo3bl; BHYTPEHHME Yrpo3bl;
Mepbl 6e30nMacHOCTM 6aHKOBCKOM AeATENbHOCTH.

Introduction. Obtaining comprehensive information is a
condition dictated by the search for markets, the fight for cus-
tomers and competitors neutralizing. Effective activity of the
bank in such conditions can be realized in two ways: the use of
passive security measures that are associated with the use of
different types of protection, and active actions of the security
forces, aimed at creating a favorable information environment
for the bank.
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Brief Literature Review. Essential economic security in
ensuring the stability of banking activity has attracted constant
attention of domestic and foreign researchers to its various
aspects. Such scholars as A. Burke [2], H. Zimmermann [3] and
J. O Turner [4] have played an important role in the study of
threats to economic security and the means of its protection.

Z. Bora, Y. Zhukov, L. Krasavin, V. Kolesnikov, O. Lavrushyn,
V. Milovidov, G. Panova, S. Pyatenko, V. Usoskin and others
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should be noted among Russian scientists. Formation of eco-
nomic security of banking institutions is reflected in works of a
number of domestic scientists, including A. Vasylyk, V. Vitlinskyi,
A. Lupus, A. Halchynskyi, A. Danilenko, M. Zubka, V. Kuznetsoy,
T. Kuzenko, N. Kostin, I|. Lyutyi, A. Nikiforov, A. Orlyuk,
A. Pylypchenko, Y. Samura, O. Sharov, and many others.

Purpose. Paying tribute to the achievements of scientists in
this field, it should be noted that domestic economic literature
lacks comprehensive studies which highlight the threats to eco-
nomic security of banking activities. There are no works in
which the essence of economic security and threats to the eco-
nomic security of the banking activity and the means of its pro-
tection are considered. The article aims to analyze different
approaches and views on the definition of threats to economic
security of banking, as well as consideration of means of pro-
tection.

Results. The economic security of the bank is protecting
financial interests of the bank, its financial sustainability and the
environment in which it operates. The functioning of financial
markets today leads to an increasing role of economic security
for each commercial bank. This is a complex question related to
adverse situations at multiple levels (macro-, meso-, and micro-
level) both separately and comprehensively [2].

The economic security of commercial banks and their insti-
tutions is very important because erosion of trust in financial
institutions has a negative impact on financial and economic
security of the whole country [3].

Since the foundation of economic security of the bank is its
financial stability, there is a possibility of its evaluation using
indicators of financial stability. But the assessment of the bank’s
economic security level based on its financial stability analysis
is too narrow, and this is due to the fact that it does not cover all
areas of its activities and economic security.

Some scientists propose to estimate the economic security
based on the definition of the general state of financial activity.
Thus, I. Blank (2009) identifies five types of system analysis of
economic security: the horizontal financial analysis, the vertical
financial analysis, the comparative financial analysis, the analy-
sis of financial ratios, the integrated financial analysis [6]. This
approach is too broad as in this case the process of economic
security is actually identified with the entire bank.

The most common is the indicator approach which consists
of selecting specific indicators of economic security and in com-
parison to their actual values with the limit. While forming a com-
position of indicators, the authors include indicators that cha-
racterize various parties in the financial condition of a bank and
make it possible to evaluate its financial results in different ways.
By the threshold values of indicators of economic security
researchers understand limit values, failure of which leads to the
formation of negative trends or threats in the sphere of financial
security, and, therefore, imbalances in the bank’s activities and
infringement of its development in general [11].

Many authors share the view that it is necessary to deter-
mine the integral index of economic security of the bank.
Nevertheless, today there is no single method of its calculation
which is generally accepted.

Having studied the research of M. Yermoshenko (2005), we
can conclude that the main goal of economic security of the
bank consists of continuous and sustainable support from the
state, which is characterized by balance and resistance to
impact of external and internal threats [12].

Sources of negative impacts on the economic security of
the bank can be:

1. conscious or unconscious actions of official entities (pub-
lic authorities, international organizations, competitors);

2. convergence of objective circumstances (state of the fina-
ncial market, scientific discoveries and technological develop-
ments, force majeure, etc.) [7].

Objective negative impacts arise independently from a spe-
cific bank or individuals, whereas subjective effects may be due
to poor performance of the bank as a whole or its individual
employees, especially managers and functional managers. The
main objective is to identify the security forces, count and neu-
tralize threats to such economic activities [7].
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Threats to economic security can be defined as a destabi-
lizing effect of natural or human factors relating to unfair com-
petition and violation of laws and regulations which may result
in potential or actual losses for the bank. Classification of
threats to economic security of banking activities is shown in
Figure 1.

The risks are divided into economic, physical, psychologi-
cal and informational according to spheres of the banking
activity subject to such risks. Economic threats can be realized
in the form of imperfect banking technologies of production,
corruption, fraud, unfair competition. The implementation of
such threats is detrimental to banks or leads to the loss of their
profit.

The main causes of economic threats can be: lack of adap-
tation of the banking system to constantly changing market con-
ditions, General insolvency of entities, increasing crime, the
consumer mentality of a significant number of citizens, the low
level of labour discipline and responsibility of the employees of
banking institutions, insufficient legal regulation of banking
activity, low professional level of the part of managers and
employees of the bank.

Physical threats are realized in the form of theft, looting of
property and funds of the bank, breakage and decommissioning
of equipment banks, inefficient operation. As a result of imple-

Fig. 1: Classification of threats to economic security of a bank
Source: [3, 8, 9]

Varenyk, V., & Samura,Yu. / Economic Annals-XXI (2015), 5-6, 86-89

87



MONEY, FINANCES AND CREDIT

mentation of such threats are put straight losses to banks asso-
ciated with the loss of their property and the need to incur addi-
tional costs for restoration of means of production and other
material resources. The main causes of physical threats is inef-
fective personnel policy of the bank, low training of bank profes-
sionals, insufficient level of protection within the banks, the low
status control the work of employees in banks.

Intellectual threats appear as the disclosure or misuse of
banking information, discrediting the bank in the market of
banking services and can be implemented in the form of va-
rious kinds of social conflicts around the banking institutions
themselves. The result of such threats may be the losses of
banks, the deterioration of their image, social and psychological
tensions around the banking institutions or in their groups. The
causes of those threats, as a rule, is the increased competition
in the regional markets of banking services, ineffective person-
nel policy banks, the violation of the principle of transparency of
banking activities, the absence or low efficiency mode informa-
tion in banks [8].

The source of the threats can be external and internal.

External threats to the security of banks can be formed by
special services of foreign states, associated individuals and
organizations, the purpose of which is to obtain economic infor-
mation; domestic and foreign criminal elements and structures;
competitors; media; individual representatives of state institu-
tions; private detective firms; former employees of banks; cus-
tomers and partners; regulatory bodies and audit organizations;
natural disasters.

In turn, internal threats are mainly formed by employees of
banks, imperfect banking technologies of production and its
incomplete settlement regulations of banks, through imperfect
security system banks and the protection of their information.
Internal threats are usually caused by prerequisites for nega-
tive, illegal actions of the staff of the bank, uncontrolled use of
the means of production, disturbance regimes of the bank’s
activities.

The occurrence of security measures is provided through
the activities of the security forces and the use of a variety of
means. Depending on the way of organizing the security, there
are the security division of banks, specialized companies, orga-
nizations, banks which provide security services, the staff of the
banks.

By safety-related hardware protection, software and techni-
cal data protection, special tools and equipment engineering we
understand restricting access,
communication, processing
and transmission of information
appliances and other equip-
ment used to ensure effective
implementation of security
measures. It should be noted
that the safety of banks, as
well as other commercial enti-
ties must include all their
departments and employees.

Practical implementation of
security measures may be
achieved by establishing public
authorities’ protection, turning
to private security and detec-
tive firms or creating your own
security units.

To protect the bank from
external and internal threats is
to provide a rotary shaft in
nature, based on three groups
of measures.

Event staffing should help
create the perfect system of
recruitment, examination, ins-
pection and selection of emp-
loyees, motivation and control,
staff development; prevention
and rapid resolution of conflict
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situations in the bank’s team, working with employees who
have the intention to terminate the employment relationship with
the bank; to implement the system of responsibility for the vio-
lations and abuses by employees of the bank.

Organizational and technical measures are necessary for
the development of technologies that would exclude or com-
plicate the possibility of fraud in the course of banking opera-
tions, compliance with the principle of «four eyes», periodic
inspection and audit, daily monitoring and accounting, infor-
mation-analytical studies of customers, partners, competitors
in the course of the bank’s activities and access to bank’s
funds, assets, values, information, documents, oversight mea-
sures for the protection of the bank’s activities, monitoring the
implementation of commitments by clients and partners of the
bank, development office subordinate, descriptions of jobs
and workflows, distribution of functions, regulation, regulatory
and licensing authority.

Intellectual activities are aimed at developing bank’s corpo-
rate culture, organizing and conducting educational and pre-
ventive work on the prevention of delinquency and crime, trai-
ning employees to deal with attempted bank fraud.

Security measures include measures of a general nature
and special ones. Their details are reflected in Figure 2.

All these measures, both special and general, cannot be
considered disposable and conducted only during the emer-
gence of the crisis or the state of danger. At the same time, a
study of their complexity and regularity greatly reduces the like-
lihood of any threats to the bank.

So, we can conclude that the threats to economic security
of the bank are extremely diverse. They may occur at any stage
of the bank’s activity and are hard to detect because of their
external and internal source of origin. According to the proba-
bility of occurrence, place of origin, nature and possible conse-
quences of potential or real dangers measures and means of
combating they may have special and general nature and are
divided into human-related, intellectual, organizational and
technical.

Conclusions

We can say that economic security is a complex category
in the system of bank security, reliability and operational effi-
ciency which is measured by the criteria of exclusion or timely
detection of threats to its information resources and material va-
lues. But the main criterion for assessing threats to economic
security of the bank is the stability of its economic development

Fig. 2: Security measures of banking activity

Source: [3, 8, 12]



in accordance with its plans and objectives. Organizing of close
cooperation between the security unit and other units of the
bank is an important prerequisite for effective response to both
internal and external threats.

Based on all the above, the allocation of precautions in
banking, primarily in terms of their complex nature, is the most
effective to protect key resources of the bank and create
favourable conditions for sustainable and long-term develop-
ment.
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