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Abstract. The level of shadowing of the Ukrainian economy is a key threat to the country’s economic security. The authors used
a cognitive approach to modelling an impact of destructive factors on the economic security of the country. The main problems
of unshadowing of the Ukrainian economy are as follows: a slow pace of anti-corruption and judicial reforms, a considerable tax
burden and ineffective tax administration, as well as base erosion and profit shifting. The following measures should be taken
in order to ensure economic security of Ukraine: to reduce corruption, to reform the judicial system, to decrease the excessive
regulatory and tax pressure on the corporate sector, to conduct deoffshorisation of the country’s economy.
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DeTiHi3auia eKOHOMiKM YKpaiHu AK YAHHUMK MEeHeKMEHTY eKOHOMIYHOI 6e3neKku aepXxasu
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1. Introduction

Shadow economies exist to various degrees in almost all
countries of the world. The level of shadowing of the Ukrainian
economy is a key threat to the country’s economic security. The
process of shadowing affects all economic areas, political and
social life of the country, which is why we constantly need to im-
prove methods and forms of combating the shadow economy
in order to destroy its most dangerous forms for society.

2. Brief Literature Review

Problems of unshadowing of economy in the context of
economic security have been studied by western scientists,
such as B. Buzan (2003) [1], P. Gutmann (1977) [2], E. L. Feige
(1990) [3], E. Soto (1995) [4], F. Schneider (2015) [5], etc.
Among native scientists, we can mention Z. S. Varnalii (2011)
[6], V. M. Heiets (2006) [7], I. I. Mazur (2006) [8], V. I. Mun-
tilan (1999) [9], O. F. Novikova (2006) [10], V. A. Predborskyi
(2005) [11], etc. At the same time, a critical review of scientific
researches related to economic security in the country in con-
ditions of shadowing processes allows us to assert that the
creation of effective security system has not been conceptual-
ly proven yet.

3. The purpose of this article lies in the development
of ways for unshadowing the economy of
Ukraine in order to ensure economic se-
curity.

4. Results

A wide variety of diverse evaluations
of the level of shadowing of the economy
in the countries of the world can be found
in different official sources. Due to the
complexity of its evaluation, the share of
the Ukrainian shadow economy in GDP
varies from 16% to 54%. According to
data from the State Statistics Service of
Ukraine the extent of shadow economy,
which was not observed directly, amoun-
ted to 16%, however, according to evalua-
tions of the Ministry of Economic Deve-
lopment and Trade, the shadow economy
in Ukraine was from 30% to 54% of GDP
as of 2015. In 2015, the integral index of
the shadow economy amounted to 40%
of GDP according to data of the Ministry
of Economic Development and Trade. In
Ukraine, the shadow economy covers all
sectors of the economy. The highest level
of shadowing is observed in the mining
industry and the development of quarries
(59% of the official gross value added of
this industry sector), which is primarily
due to the high level of market monopo-
lisation [12].

Such a level is considered to be criti-
cally high and it does not correspond to
the average level of shadow economy
in developing countries (32.0-35.0% of
GDP). The level of the shadow econo-
my in Ukraine is much higher than in other European coun-
tries. The average level of shadow economy in EU countries
amounted to 18.3% of GDP (18.6% in 2014). Bulgaria was
considered to be the most «shadowed» country among all the
EU countries - 30.6% in 2015 (31.0% in 2014) [5].

A high level of the shadow economy in Ukraine is associa-
ted with corruption and ineffective government regulation. Cor-
ruption and ineffective public administration make an impact on
all social and economic processes in the country and indirectly
decrease the level of its economic security. Since it is difficult to
assess the impact of the abovementioned destructive factors
on economic security, the cognitive approach is used for cogni-
tive modelling. The cognitive approach is understood as finding
solutions to problems with the help of methods which include
cognitive aspects that engage perceptual, cognitive, clarifying
and cogitative processes.

The method of cognitive modelling suggested by R. Axelrod
(1976) [13] is one of the effective approaches to the studies of
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semi-structured systems and processes. Information about the
system is offered within the framework of cognitive model in the
form of a set of concepts (factors) and connects their cause-ef-
fect network which is called a cognitive map. This map shows
subjective perception of an expert (or a group of experts) of
laws and predicted patterns inherent to the model system.

Cognitive science (cognitology) is an interdisciplinary area
of studies which combines philosophy, cognitive psychology,
neurophysiology, anthropology, linguistics and theory of artifi-
cial intelligence. The cognitive analysis and modelling are con-
sidered to be the most effective study tools for making govern-
mental decisions in the unstable and semi-structured environ-
ment [14].

It is suggested to implement the cognitive analysis and
modelling of the economic security formation of the country
using technology specified in Table 1.

The proposed technology to detect problem areas related
to economic security of the country and define priorities of its
development based on the cognitive approach to the analysis
and modelling of semi-structured situations provides for ways
of the situation development under the impact of changes both
in the situation and in the environmental conditions.

Tab. 1: Generalised technology to detect problem areas of economic security of
the country and define priorities of its development

Source: Compiled by the authors based on the materials [13-17]

According to the results of the conducted study, we have
developed a cognitive map of the impact of the destructive fac-
tors, such as corruption and ineffective public administration,
on the economic security of the country in order to systemise
knowledge about the factors, their interrelation and interaction.
The developed cognitive matrix of destructive factors which im-
pact the economic security of the country helped us to identi-
fy the most influential factors. A cognitive model of the impact
of corruption and ineffective public administration on economic
security have been developed based on the abovementioned
scenario approach. As a result of the conducted modelling, it
has been determined that the main factor that affects the le-
vel of economic security of Ukraine is the level of corruption
in the country.

The use of the cognitive model of the impact of corruption
and ineffective public administration on economic security of
the country, implemented on the basis of the principles of uni-
ty and a combination of the principles of consistency, accuracy,



completeness and comparability, will help to receive unbiased,
high-quality information and provide informative, analytical
materials for making management decisions with regard to the
economic security of Ukraine.

The main problems of the high level of shadowing of the
Ukrainian economy include: a slow pace of anti-corruption and
judicial reforms, a considerable tax burden and ineffective tax
administration, as well as base erosion and profit shifting.

Now let us review the main threats for the economic secu-
rity of Ukraine upon solving of the abovementioned problems.

1. The non-fulfilment of anti-corruption functions by the
corresponding authorities in full. The results of the 2015 Cor-
ruption Perception Index by Transparency International sug-
gest that the level of corruption in Ukraine remains high
(130 place out of 168 countries) [18]. An improvement of the
index by 1 point (27 points out of 100), compared to the pre-
vious year, happened due to the increased public condemna-
tion of corrupt officials, creation of anti-corruption authorities
and the emergence of the corruption castigators movement.
The National Anti-Corruption Bureau and the Specialized
Anti-Corruption Prosecutor’s Office were founded in Ukraine
in 2015. The formation of the State Bureau of Investigation,
the National Agency for Prevention of Corruption, the Natio-
nal Agency of Ukraine for detection, investigation and ma-
nagement of assets derived from corruption and other crimes
was initiated in early 2016.

Among the problems related to the formation and func-
tioning of authorities combating and preventing corruption, we
shall mention: the lack of coherence between the work of the
General Prosecutor’s Office and the National Anti-Corruption
Bureau; understaffing (at the end of 2015 the total number of
appointed employees at the National Anti-Corruption Bureau
amounted to 224 at the maximum number of 700 employees
[19]); the process of electronic declaration of property status of
the officials has not started yet; work blocked by other law en-
forcement authorities and courts; a desire of oligarchic groups
to take anti-corruption authorities under their control.

2. The non-transparency of funding of political parties in
Ukraine. Modern political parties need a considerable amount
of money to implement their slogans and tasks. The problem
of funding of political parties becomes particularly relevant du-
ring the pre-election company. Transparency of funding sour-
ces of political parties and introduction of public financing will
help to overcome political corruption. Setting restrictions for the
amounts of voluntary contributions from legal entities and natu-
ral persons, as well as specifying the list of subjects who can-
not exercise financing of political parties will reduce the possi-
bility to finance political parties on behalf of big business and
oligarchic structures.

3. A low level of trust in judicial authorities. According to
Razumkov Centre, 81.4% [20] of the residents do not trust
courts, which is the lowest index in Europe [21]. The reform
of the judicial system is based on the increasing level of pro-
ficiency of judicial personnel and its renewal which is impos-
sible without conducting the assessment of professionalism
of current judges, their re-certification, advanced professional
training and requalification. On 17 February 2016, the High
Qualification Commission of Judges of Ukraine began an ini-
tial evaluation of the judges’ qualification according to the Law
of Ukraine «On ensuring the right to a fair trial» in order to
make decisions regarding the exercise of justice in approp-
riate courts. The initial evaluation of judges through an un-
regulated procedure faces serious difficulties (700 judges will
be re-certified, hence they cannot conduct trials for now [22]).
The shadow economy and corruption increase when courts
do not fulfill their functions.

4. A considerable tax burden on the wage bill. According to
the Ministry of Finance of Ukraine and the Ministry of Economic
Development and Trade, a decrease in budget revenues due to
the shadow economy in Ukraine (amounting to 47% of GDP
as of the 1%t quarter of 2015) resulted in the increase in borro-
wings and growth of the public debt of Ukraine up to 1.5 trillion
UAH, which is equal to 82.6% of GDP [23]. The considerable
tax burden on the wage bill remains one of the main causes of
the shadowing of the Ukrainian economy, which is confirmed
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by the Global Competitiveness Index 2015/2016, according to
which Ukraine occupies one of the lowest positions by the in-
dicator «Impact of taxation on work incentives» - 121 place out
of 140 countries [24]. The burden on the wage bill forces emp-
loyers to conceal the real wages of employees and to continue
the practice of unreported employment.

5. Offshorisation of the economy of Ukraine. According to
data provided by the international research organisation Glo-
bal Financial Integrity, Ukraine moved from position 78 down
to position 14 out of 150 countries in the ranking of the amount
of illegally derived assets last year. About 117 billion US dol-
lars were illegally transferred from our country abroad during
the period of 2004-2013 [25]. According to the State Statis-
tics Service of Ukraine, the majority of direct investments from
Ukraine were made to the economy of Cyprus (28.6% of the
total amount). Cyprus is also considered to be the largest in-
vestor in the domestic economy (93% of total amount) as of 7
January 2015 [26]. Money withdrawal is done through offshore
companies which are created to conceal information on ulti-
mate beneficial owners, to evade taxes, to avoid currency re-
strictions on capital transactions, to launder illegally-gained in-
comes. Today, in Ukraine there are no restrictions regarding off-
shore zones (there is no control over the capital outflow, trans-
fer of assets by the corruption entities in the shadow). Only cer-
tain prohibitions on participation of offshore companies in the
system of state procurement remain in force at present.

5. Conclusions

The following steps should be taken in order to ensure eco-
nomic security to reduce the level of corruption in Ukraine:

1. The Ministry of Justice of Ukraine is to develop legal
mechanisms of seizure and special confiscation of the assets
derived in an illegal way; it is necessary to develop a procedure
of forming and filing the Unified State Register of Assets which
are seized in criminal procedures.

2. The Cabinet of Ministers of Ukraine is to provide a finan-
cial monitoring system for government employees. State and
local self-government authorities are to implement declaration
of property status of public employees to avoid any conflicts of
interest. Anti-corruption authorities are to begin to check the in-
tegrity of employees and monitor their lifestyle.

3.The Cabinet of Ministers of Ukraine is to ensure implemen-
tation of the functions of the following authorities preventing and
combating corruption: the National Anti-Corruption Bureau, the
Specialised Anti-Corruption Prosecutor’s Office, the State Bureau
of Investigation, the National Agency for Prevention of Corruption,
the National Agency of Ukraine for identifying, tracing and ma-
naging assets derived from corruption and other crimes.

4. The Verkhovna Rada of Ukraine is to adopt the law on
funding of activities of political parties in order to reduce politi-
cal corruption.

5. The Cabinet of Ministers of Ukraine is to ensure access
of citizens and other stakeholders to the information concer-
ning property status of the officials, funding sources for politi-
cal parties, work results of the authorities created to prevent
and combat corruption.

The following measures should be taken to reform the judi-
cial system of Ukraine:

1. The judicial reform shall begin according to the Laws of
Ukraine adopted by the Verkhovna Rada of Ukraine «On ma-
king amendments to the Constitution of Ukraine (regarding jus-
tice)» and «On judicial system and status of judges» [26].

2. The Verkhovna Rada of Ukraine and the Ministry of Jus-
tice of Ukraine shall determine and approve the model of open
competition for the position of judges in order to reduce cor-
ruption, to increase professionalism of the judicial and law en-
forcement authorities, to strengthen their independence from
political parties and to ensure transparency and impartiality of
the judicial processes.

The following measures should be taken in order to reduce
excessive regulatory and tax burden on the corporate sector:

1. The Verkhovna Rada of Ukraine is to adopt a law to en-
sure transparent administration of fees and taxes, to reduce and
simplify tax reporting, and to establish equal and fair tax rules.

2. The Ministry of Finance of Ukraine and the State Finan-
cial Service are to draft an act regarding the approval of the
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strategy for reporting system reform on counteraction of legali-
zation of income derived in an illegal way in order to strengthen
control over cash flows to counteract tax avoidance.

The following measures should be taken to implement the
process of deoffshorisation in Ukraine:

1. The Ministry of Finance and the State Fiscal Service of
Ukraine are to ensure accession of Ukraine to the Internatio-
nal Intergovernmental Convention in order to provide access of
our country to the accounts of non-residents. After signing this
convention, which is to be held no later than 1 January 2017,
Ukraine will automatically receive information from all over the
world on accounts opened by Ukrainian residents in any bank
of the world.

2. The Ministry of Finance and the State Fiscal Service of
Ukraine are to determine the status of foreign controlled com-
panies.

3. The Verkhovna Rada of Ukraine is to make amendments
to the Tax Code of Ukraine and adopt the Law of Ukraine «On
tax sovereignty of Ukraine and offshore companies».

The methodical approach to modelling the impact of corrup-
tion and ineffective public administration at the level of econo-
mic security is based on the cognitive approach to modelling
that helps to identify priorities in the development of program
measures. This methodical approach to the development of the
cognitive model of the country’s economic security based on the
objective choice of governing factors taking into account their in-
terrelation which ensures adequacy of the study process.

The main purpose of unshadowing the Ukrainian economy
is to create the necessary conditions for the improvement of in-
vestment climate, reduction of the level of corruption, tax and
regulatory pressure, which, in turn, will increase competitive-
ness of the country and ensure its economic security.
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