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Current trends, concerns and peculiarities of the turnover
of cryptocurrency

Abstract. Sponsorship of international terrorism and transnational criminal activity poses a significant threat to the financial system,
and due to the rapid expansion of payment opportunities in the Internet, risks have increased significantly, which requires a study
of foreign legal experience and the development of a law enforcement strategy to control the circulation of the cryptocurrency.
The authors have come to the following conclusions. The use of cryptocurrencies is a promising way to maintain economic
development by applying modern accounting and information technologies. International experience clearly demonstrates the
importance and role of cryptocurrencies in the activities of transnational criminal groups relating to the financing of terrorism
and human trafficking. In the context of globalisation and implementation of the European integration in Ukraine, the turnover of
cryptocurrencies needs to be regulated at the legislative level. Thus, it is necessary to accelerate the approval of the Draft Law «On
the turnover of cryptocurrency in Ukraine» No. 7183 as of 06 October 2017. It is advisable to introduce a system of registration
(licencing) of crypto-currency exchange and exchangers at the national level. At the same time, it is necessary to impose an
obligation on cryptoexchangers to collect information about customers. Also, it is necessary to regulate activities of companies
that sell goods and services to customers for cryptocurrency, as it is accepted by PayPal, Braintree and other payment systems.
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Jlyk’siHuyk P. B.

KaHamMaaT HayK 3 Aep>XaBHOro ynpassiHHSA, CTapLUniA HayKOBUIA CRIBPOBITHUK,

Mi>xxBigoMunin HayKoBO-[OCNIAHUIA LEHTP 3 NpobneM 60poTLOU 3 OpraHi3oBaHo 3104MHHICTIO Npu PHBO Ykpaitu

lpebeHtok M. B.

KaHamMaaT pYaNYHMX HayK, 3acny>XeHUn IpnUCT YKpaiHu,

KepiBHMK MixBigOMY0Oro HaykoBO-AOCNIQHOIO LEHTPY 3 Npo6nem 60poTbby 3 OpraHisoBaHoo 3no4uHHICTIO Npu PHBO YkpaiHu
YepHsak A. M.

KaHauaaT pUaNYHUX HayK, CTapLUMi HayKOBUIA CMiBPOBITHUK,

MixBigoMunii HayKoBO-AOCNIOHWI LEHTP 3 Npobniem 60poTbbU 3 OpraHi3oBaHo 3104MHHICTIO Npu PHBO YkpaiHn

Cyu4acHi TeHAeHLii, Npo6neMHi NUTaHHA Ta 0CO6NMBOCTI 06iry KpunToBanoT

Axortauis. CnoHCOpPCTBO Mi>KHAPOZHOIro TEPOPU3MY Ta TPaHCHaLiOHaNbHOT 3NOYNHHOI AiSANbHOCTI CKNagalTb CYyTTEBY 3arposy
(hiHaHCOBI cUCTeMi, a BHaCMifOK CTPIMKOro PO3LUIMPEHHS MMAAaTiXKHUX MOXX/IMBOCTEN Y Mepexi |HTepHeT noB’aA3aHi i3 uum
PU3UKM iICTOTHO 36iNbLLNINCS, Y 3B’A3KY 3 YM HEOOXIOHNM € BUBYEHHS 3apy6i>KHOro NpasoBOro A4ocCBidy Ta po3pobka cTparerii
NPaBOOXOPOHHOI HisANIbHOCTI Ans 3abe3neyveHHs KOHTPOSo 3a 06irom KpunToBantoT. B pesynerati 34iicHEHOro [OCHIAKEHHS
aBToOpPU QAWM OO TaKMX BUCHOBKIB:

1. BUKOpYCTaHHSA KpUNTOBANIOTY € NEPCNEKTUBHIM KPOKOM EKOHOMIYHOMO PO3BUTKY 3 3aCTOCYBaHHSAM CyHaCHMX PO3PaxyHKOBUX
Ta iHbopMauinHmx TexHonorini. CneundiyHo 0cobnmBICTO 06iry 6iTKOIHA € BiACYTHICTE NOCEPenHUKIB (TPETIX 0Ci6) — kopucTyBadi
B3aeMOLj0Tb 6e3nocepeHbO MiXK CO6010, L0 rapaHTye iHBecTopam heHOMeHanbHe 3pOCTaHHA NMPUOYTKIB.

2. ByB4eHWli Mi>KHApOAHUIA [OCBIA HAMSAHO AEMOHCTPYE 3HAYEHHS Ta POJSib KPUMTOBaNOTY B AiSNIbHOCTI TpaHCHaLUiOHaNbHNX
3MOYUHHKX YrpynoBaHb Ans (hiHaHCyBaHHSA TEPOPU3MY 1 TOPTiBAi NoAbMU.

3. B ymoBax rno6anizauii Ta peanisauii Kypcy eBpoiHTerpadii obir kpuntoBaniotTn B YKpaiHi noTpebye BperynoBaHHA Ha
3aKoHOOABYOMY PIiBHi, Y 3B’SI3KY 3 UMM HEOOXIOHNM € MPUCKOPEHHSI CXBaNeHHS 3aKOHOMNPOeKTy «[1po obir KpuntosanioT B
YkpaiHi» Ne 7183 Big 06.10.2017.

4. B YkpaiHi maiiHepn aKkTMBHO BMKOPUCTOBYIOTb KPUMTOBANMOTY SK MnaTi>kHuin 3aci6. BoHn npoBopAaTb 06MiHHI onepadii Ha
€NEeKTPOHHI rpoLUi OMiLiiHAX NNAaTiXKHUX CUCTEM, @ OTPUMaHy «BaJlloTy» KOHBEPTYIOTb i MepeKasyloTb Ha 6aHKIBCbKi paxyHKu
niaANPYEMCTB i3 03Hakamn iKTUBHOCTI. [MOTIM LA BanoTa NepepaxoBYETbCS Ha KAPTKOBI paxyHKU, CTalo4u roTiBKOK, a OTXe,
BNKOPUCTOBYETHCA TiHbOBA CXEMa 3a aHasIorieEl0 KOHBEPTALNHNX LIEHTPIB.

Knto4oBi cnoBa: eneKkTpOHHI rpoLLi; KpUNToBanoTa; BipTyanbHa BantoTa; Bitcoin; maiHepu.
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MONEY, FINANCE AND CREDIT

JlykbsiHuyk P. B.

KaHauaaT Hayk No rocygapCTBEHHOMY YNPaBneHnto, CTapLUMin Hay4HbIA COTPYAHUK, MeXXBEAOMCTBEHHbIN
Hay4HO-MCCcneaoBaTeflbCKUi LEHTP No npobnemam 60pbObl C OpraHn3oBaHHoN NpecTynHocTblo Npu CHBEO YkpaunHsbl
lpe6eHtok M. B.

KaHanaaT pUaNHECKNX HayK, 3acny>XeHHbIN lpuCT YKpaunHbl, Pykosogutens MeXXBefoMCTBEHHOIO
Hay4HO-/CCneaoBaTeNbCKOro LeHTpa no npobnemam 60pb0bl C OpraHn3oBaHHON NpecTynHocTbio Npy CHBO YKpaunHbl
YepHsk A. H.

KaHanaaT IpUANYECKNX HayK, CTapLUMA Hay4HbIN COTPYAHWK, MeXBeOoMCTBEHHbIN

Hay4HO-M1CCnegoBaTenbCKU LEHTP No npobneMam 60pb6bl C OpraHM3oBaHHoW NpecTynHocTbio npu CHBO YkpawuHbl
CoBpeMeHHble TeHAEeHLMMN, NPO6GneMHble BOMPOCbl 1 0CO6EHHOCTM 06paLLEeHUs KpMNToBanioT

AHHOoTaums. CnoOHCOPCTBO MeXAYHapOOHOro TeppopuamMa UM TpaHCHaUMOHaNbHOW MPECTYMHOW AeSTENbHOCTW COCTaBAstoT
CyLLEECTBEHHYIO Yrpo3y (hHAHCOBOW CMCTEME, a BCNEACTBME CTPEMUTENBHOIO PACLUMPEHNS NNATEXHbIX BO3MOXHOCTEN B CETU
MHTepHeT conyTCTBYOLLME PUCKMN CYLLIECTBEHHO YBENNYUNCH, B CBA3W, C YeM HEOOXOAUMbI U3yYeHre 3apy6eXXHOro NpasoBoro
onbiTa 1 pa3paboTka cTpaTeruy NPaBoOXPaHUTENBHOW AEATENbHOCTN A5t 06ECMNEYEHNS KOHTPOSIA Hag 060POTOM KPUMTOBATOT.
B pesynsrate npoBegeHHOro nccnefoBaHns asTopbl NPULLAN K CegyoLyM BbiBOAaM:

1. Vicnonb3oBaHne KpUNToBasOT ABASIETCA NEPCNEKTUBHBIM LLAroM 9KOHOMUYECKOMO Pa3BUTUSA C NMPUMEHEHNEM COBPEMEHHbIX
pacyeTHbIX 1 UH(MOPMAaUMOHHbIX TexHonoruii. Cneundunyeckon 0Cob6eHHOCTbIO obpalleHnss GUTKOMHA ABNSETCA OTCYTCTBUE
NOCPEQHNKOB (TPETbKX ML) - NONb30BaTENN B3aUMOAENCTBYIOT HEMNOCPEACTBEHHO MeXAy COBOIA, YTO rapaHTNpPyeT NHBECTopam
(heHoMeHasbHbI POCT AOXOO0B.

2. V3y4eHHbIn MeXAyHapoAHbI OMbIT HarnsAHO OEMOHCTPUPYET 3Ha4YeHue U Ppofb KPUMNTOBAMOT B OeATENbHOCTU
TpaHCHaUMOHanbHbIX MPECTYMHbIX FPYNNUPOBOK ANs (hMHAHCUPOBaHUS TEPPOPU3Ma 1 TOPrOBAN NOALMMU.

3. B ycnosusix rmobanu3aumm 1 peanusaumn Kypca eBpouHTerpauuy o6opoT KpUMTOBaNOT B YKpawHe Hyxpaetcs B
yperynMpoBaHun Ha 3aKOHOAATeNbHOM YPOBHE, B CBSA3W C YeM HeOOXOAMMO YCKOPEeHWe MNpUHATUS 3akoHonpoekTa «O6
obpatleHun kpyntosanoT B YkpanHe» Ne 7183 ot 06.10.2017.

4. B YkpaviHe maiiHepbl akTUBHO MCMOMb3YIOT KPUNTOBaMOThI B Ka4ecTBe nnaTexHoro cpeactsa. OHWM NpoBOAST OOMeHHble
onepaumun Ha 3MeKTPOHHbIE AEHBIM OULMANBHBIX MNATEXHBIX CUCTEM, a MOMYYEHHYIO «BaslloTy» KOHBEPTUPYIOT U NEPEBOOST
Ha 6aHKOBCKME cyeTa NpeanpusTuii ¢ NpusHakamu GUKTUBHOCTU. 3aTeM 3Ta BanioTa NepeynCnAeTcs Ha KapToYHble CYeTa,

CTaHOBSICb HaNM4YHbIMK, @ CIEA0BATENbHO, NCMOSb3YETCS TEHEBAs CXEMA MO aHaNOrMn KOHBEPTALMOHHBIX LIEHTPOB.
KnroueBble CNnoBa: 3/1eKTPOHHbIE AIEHBIN; KPUMTOBANIOTA; BUPTyasibHasa BastoTa; Bitcoin; MaliHepbl.

1. Introduction

Current changes are leading to the emergence of new defi-
nitions in the 21t century. Financial systems of individual coun-
tries are being improved in the context of the development of IT
technologies and the general computerisation of the economy.
There appear new financial institutions, tools and forms of in-
teraction between people. This has lead to analog currencies,
which is cryptocurrency. Today, there exist about 1,600 types
of cryptocurrency (Bitcoin, Litecoin, Ethereum, Peercoin), but
the best known is Bitcoin due to its rapid development.

A cryptocurrency (or virtual currency) is a digital resource
intended for work as an exchange tool that uses cryptography
to secure its transactions, control the creation of additional
units, and test the transfer of assets [1]. The functioning of the
system is decentralised in a distributed computer network [2].

An economic nature of cryptocurrencies is actively ex-
plored by world scientists. Special attention should be paid to
Matthew Ponsford’s article «Comparative analysis of Bitcoin
and other decentralized virtual currencies: legal regulation
in the People’s Republic of Korea, Canada and the United
States» [3], in which the author considers diametrically op-
posed approaches to the circulation and regulation of cryp-
tocurrencies. A group of Polish scholars conducted a study
called «Fluctuations in prices and the use of Bitcoin», which
clearly highlighted all the functionalities of the new form of
money, their features and price formation [4].

2. Brief Literasture Review

The problems of circulation of cryptocurrencies were in-
vestigated by domestic scientists, in particular S. V. Vasil-
chak, M. V. Kunytska-lliash, M. P. Dubina, S. V. Shapoch-
ka, A. V. Koldovskyi, K. V. Chernega, E. Y. Molchanova,
Y. M. Solodkovskyi and others. At the same time, the is-
sues of economic analysis of the use of cryptocurrencies by
criminal groups with the purpose of legalisation (laundering)
of funds and other property obtained by criminal means, as
well as the use of electronic payments in human trafficking
and drugtrafficking has not yet been sufficiently highlighted.

3. The purpose of the article is to disclose the econo-
mic essence of cryptocurrencies, to consider the legal foreign
experience of the cryptocurrency turnover and to formulate
theoretical provisions regarding the consideration of some is-
sues of the use of cryptocurrencies by transnational criminal
groups, using the example of Bitcoin, as well as ways to mini-
mise the corresponding negative consequences for Ukraine.

4. Results

Bitcoin first appeared in 2009 and became a decentra-
lised convertible currency and the first cryptocurrency [5]. De-
centralised virtual currencies are distributed, based on mathe-
matical principles, convertible virtual currencies with a source
code, the use of which does not involve the presence of a
«trusted third party» for verifying operations and maintaining
(reconciling) the registry of operations. Bitcoin became the
first cryptographic protocol for cryptocurrency, creating the
world first payment mechanism in a decentralised virtual cur-
rency [6].

On 1 September 2017, the world market volume of cryp-
tocurrency exceeded 160 billion dollars. On 1 August 2017,
due to the discrepancies in software, Bitcoin was split into
two separate currencies: Bitcoin (Original) and Bitcoin Cash
[7]. H. Kalstrom from the Norwegian University of Science
and Technology defines the following common features of the
Bitcoin:

1) control over the money supply is carried out with the help of
open algorithm and does not depend on the monetary po-
licy of the central bank;

2) verification of all transactions is decentralised and public;

3) electronic wallet is not directly related to identifying infor-
mation about their owners (users are completely anony-
mous) [8].

On 22 October 2015, Court of Justice of the European
Union (CJEU) made Bitcoin free from tax, which, in fact, was a
recognition of the fact that Bitcoin is a full monetary unit. The
relevant decision was made in the case of «Skatteverket vs.
David Hedqvist (C-264/14)». The court clarified that cases of
purchasing the virtual cryptocurrencies should be governed by
the European Union VAT Directive (VAT Directive), which pro-
vides for taxation exemption of transactions involving curren-
cy, banknotes and coins used as a legal tender in payment. In
other words, the European jurisprudence essentially equated
Bitcoin to a legal means of payment and the exchange of mo-
ney on Bitcoin to «currency exchange transaction».

At the current stage of the world economy development,
the use of cryptographic funds as a means of payment is signi-
ficantly expanding. For instance, the UK with its over 30 Bitcoin
ATMs is the most progressive country on the use of the cryp-
tocurrency. Denmark has openly stated its desire to eliminate
paper money as quickly as possible, so cashless payments
and the digital currency in this country are fairly widespread.
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The German Ministry of Finance officially recognised Bitcoin
as a financial instrument and made appropriate changes to the
Banking Code. Finland considers Bitcoin not as a «currency»
but as a «tradable commodity». Estonia refuses to work with
Bitcoin, so does the largest Scandinavian «SEB Bank». In the
USA, Bitcoin is seen as a means of payment in electronic com-
merce. In Vienna (Austria) the world’s first «Bitcoin bank» which
specialises in the purchase and sale of the cryptocurrency was
opened in Vienna (Austria). There are special ATMs that allow
exchange of Bitcoin to the euro and vice versa in this bank.

Japan has adopted a law according to which, from April 2017,

Bitcoin and other cryptocurrencies have been considered as

legal means of payment. In November 2017, the Office of Fi-

nancial Control and Supervision in New Zealand equated ope-
rations with digital currencies to operations with the securities.

In Australia, a law that regulates the activities of swap criminals

has come into force.

Thus, cryptocurrencies have become a complete pay-
ment instrument and an investment asset in most countries of
the world. The interest in using cryptocurrencies contributes
to the investment attractiveness of payment infrastructures.
However, Bitcoin and other digital currencies are adapted for
use by organised criminal groups, since they are widely used
in the international circulation and provide the necessary le-
vel of anonymity.

It is possible to define two main trends in using a cryp-
tocurrency for criminal purposes: its use as an instrument of
criminal offence (use of virtual currency in the Darknet or the
so called «dark» Internet as a monetary means in the purchase
of weapons, drugs, legalsation of criminal incomes, etc., and
consideration of a cryptocurrency as an object of criminal of-
fences (embezzlement of cryptocurrencies from accounts, in-
ternet fraud, etc.).

The spread of virtual currencies favours the emergence of
an increasing number of independent criminal entrepreneurs
working on the principle of criminal provision of services,
without any need to resort to complex criminal infrastructure.

A striking example of using a cryptocurrency as an in-
strument for committing crimes is the activity of illegal cryp-
tomarkets. The analytical report of Europol as of 30 Sep-
tember 2015 known as «Evaluation of the threat of organi-
zed Internet crimes» reviews the activity of Silk Road,
Silk Road 2.0, Evolution, etc., with the annual income of
each exceeding USD 20 million. The Report also notes that
currently the daily turnover of markets using virtual currency
is from USD 300,000 to USD 500,000.

As an example, we can cite the operation of law enforce-
ment agencies to combat the use of cryptocurrencies in the
criminal activities of the organisation «Operation Shrouded
Horizon». The investigation led by the US authorities united
20 countries, including Australia, Canada, Cyprus, Nigeria and
the United Kingdom, and led to the arrest of 300 people. With
the Tor network, criminals created a Darkode forum, popular
among people interested in sale, purchase and exchange of
malware, botnets, identity thefts, bank card numbers, infor-
mation from hacked servers and other data. Soon after the
series of arrests, Darkode started again using the so called
«Blockchain» to confirm the identity of participants and the
virtual currency for calculations, which made it much more dif-
ficult to identify and investigate crimes.

As the researches have shown, three models of the use
of cryptocurrencies aimed at legalising income obtained by
criminal means and terrorism financing are possible.

e Scheme 1. The proceeds of crime are exchanged at stock
exchanges; funds are received by a credit union; later they
are transferred to offshore accounts.

e Scheme 2. A cryptocurrency is obtained as a result of ille-
gal network trade and exchanged at commodity exchanges.
Further, it is transferred to prepaid cards with a prepayment
with a possibility to be withdrawn at ATMs.

e Scheme 3. An E-wallet is used, which enables an unfamiliar
people to transfer virtual money, then an equal number of
Bitcoins is returned to the sender. The connection between
the delinquent and criminal money is thus broken. Howe-
ver, it would be a mistake to believe that such schemes are

MONEY, FINANCE AND CREDIT

applicable only to cryptocurrencies. In 40% of cases, they
are used in traditional non-cash transfers.

Summing up, it should be noted that control over the
turnover of cryptocurrencies does not meet the hidden
threats and the scale of their spread and introduction into all
spheres of public life. The state needs systemic control over
the turnover of virtual currencies, supported by fundamental
scientific research, close interaction in the international are-
na and improvement of the legal basis regulating this sphere
of life. According to Interpol and Europol, the popularity of
Bitcoin and other cryptocurrencies among criminals is ra-
pidly growing, and in a few years it will be recognised as the
main payment instrument in the criminal world. The specifi-
city of the virtual currency makes it popular in the Internet
environment, however it significantly reduces its crimino-
genic potential in the transfer system «from hand to hand»,
namely among those individuals who want to launder illicit
proceeds and sponsor terrorism.

In order to prevent any forms of terrorist financing by using
cryptocurrency, American law enforcement agencies interact
with specialised Bitcoin companies in order to detect an illi-
cit activity on blockchain platforms. According to the Austra-
lian Government, Bitcoins promote organised crime, as they
are widely used in online casinos and potentially can be used
for human trafficking [6]. However, the report by the National
Treasury of the United Kingdom «National Risk Assessment
of Money Laundering and Terrorist Financing 2017 (NRA)»
as of 26 October 2017 defines that the financing of terrorism
through cryptocurrencies is limited by the lack of widespread
use of digital assets. Therefore, in the future, the scholars pre-
dict there will not be a problem of large-scale using of crypto-
currencies for the purpose of terrorist financing [11].

In June 2017, law enforcement officers in Ukraine elimi-
nated an international scheme of cybercrime and launde-
ring of illicit proceedings with the use of cryptocurrency. The
participants of the organised criminal group recruited im-
poverished inhabitants of Poltava region and sent them to
work in Moscow (the Russian Federation), where they fol-
lowed instructions from criminals to receive cash and distri-
bute Bitcoins in the territory of the Russian Federation. Thus,
the legalisation of various cryptocurrencies was carried out
through the transfer of US dollars or Russian rubles. Later,
the funds obtained from such an activity were redirected to
Poltava, where they were distributed among the members of
the criminal group [12].

In August 2017, the Security Service of Ukraine joint-
ly with the National Police of Ukraine conducted a special
operation, according to which 200 computers generating
Bitcoin and violating the current legislation were discovered
on the territory of the recreation complex of the Paton Elec-
tric Welding Institute of the National Academy of Sciences
of Ukraine. The cryptocurrency was used as means of pay-
ment through exchange transactions for electronic money
of an official payment system [13].

Issues relating the circulation of cryptocurrencies in
Ukraine have been repeatedly raised at the national level.
On 10 November 2014, on the website of the National Bank
of Ukraine (NBU) there appeared an explanation concer-
ning the legality of using the virtual currency/cryptocurren-
cy Bitcoin in Ukraine [14]. Thus, according to the NBU’s de-
finition, the virtual currency Bitcoin is a monetary surrogate
that is not provided with real value and cannot be used by
individuals and legal entities on the territory of Ukraine as a
means of payment, as this contradicts the norms of Ukrai-
nian legislation.

According to the results of the meeting of the High Coun-
cil of Experts under the NBU Council in October 2017, it is
emphasised that the state bodies with the powers of con-
trol and regulation of financial markets have not yet decided
on the framework for the functioning of the cryptocurrency
market [15]. As a result, recommendations were formulated
to minimise potential risks relating to a possible decrease in
confidence in the national monetary unit, which is the only le-
gal means of payment in Ukraine and the probability of using
cryptocurrency in the shadow economy.
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Given the relevance of this issue in our country, a Draft Law
«On the Turnover of Cryptocurrencies in Ukraine» No. 7183 as
of 06 October 2017 [16], which legalises bitcoin and creates a
legal framework for its circulation as an official means of pay-
ment, was prepared. The Draft Law defines the conditions un-
der which cryptocurrencies cannot be used, particularly in the
case of its application against national security, incitement to
overthrow the constitutional order, violation of territorial integ-
rity of Ukraine, acts of terrorism, terrorism financing, money
laundering, distribution of narcotic drugs and psychotropic
substances, and other illegal acts.

5. Conclusions

1. The use of cryptocurrencies is a promising way to main-
tain economic development by applying modern accounting
and information technologies. A specific feature of the circula-
tion of Bitcoin is the absence of intermediaries (third parties):
users interact directly with each other, which guarantees in-
vestors a phenomenal increase in profits. However, there exist
challenges relating to criminal regulations regarding crypto-
currency transactions due to their scale.

2. International experience clearly demonstrates the im-
portance and role of cryptocurrencies in the activities of trans-
national criminal groups relating to the financing of terrorism
and human trafficking. Virtual currencies can be sold on the
Internet anonymously, without any inking to a particular bank
or financial institution while conducting transactions.

3. In the context of globalisation and implementation of
the European integration in Ukraine, the turnover of cryp-
tocurrencies needs to be regulated at the legislative level.
Thus, it is necessary to accelerate the approval of the Draft
Law «On the turnover of cryptocurrency in Ukraine» No. 7183
as of 06 October 2017.

4. In Ukraine, miners are actively using cryptocurrency as
a means of payment. They carry out exchange transactions on
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electronic money of official payment systems, and then the so-
called currency is converted and transferred to bank accounts
of enterprises with attributes of fictitiousness. Further, this cur-
rency is converted to card accounts, becoming cash, which is a
shadow scheme used similarly to conversion centers. After de-
tecting criminal miners, law enforcement sagencies mostly ac-
cuse them of illegal connecting to electricity grids, false entre-
preneurship and tax evasion. Under such circumstances, it is
necessary to develop a strategy of joint law enforcement ac-
tivities to ensure control over the turnover of cryptocurrencies,
which will strengthen special security forces in their fight against
money laundering, human trafficking and terrorist financing.

5. To effectively counter the criminal turnover of crypto-
currencies, the international community must develop a uni-
fied strategy implemented in the following key areas:

e determination of the legal nature of cryptocurrency;

¢ establishment of universal jurisdiction of states with regard
to criminals carrying out money laundering, terrorism fi-
nancing, trafficking in drugs and weapons by using cryp-
tocurrency;

e creation of a register of audits that are mandatory for dea-
ling with financial flows from countries with ineffective re-
gimes to combat money laundering and terrorism financing;

e extension of information available to financial intelligence
units by providing them with simplified access to informa-
tion about committed actions.

6. It is advisable to introduce a system of registration (li-
cencing) of crypto-currency exchange and exchangers at the
national level. At the same time, it is necessary to impose an
obligation on cryptoexchangers to collect information about
customers. Also, it is necessary to regulate activities of com-
panies that sell goods and services to customers for crypto-
currency, as it is accepted by PayPal, Braintree and other pay-
ment systems, etc.
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