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Typical structure of a duplicate error correction scheme
with code control with summation of weighted transitions

Error correction circuit typical structures are described — majority and duplication structure
with control by parity. A new structure of the correction circuit based on duplication with
weighted-transitions sum code control is proposed. The code is constructed by weighting the
transitions between the adjacent bits in data vectors, numbers from sequentially increasing
powers of the number «twoy, starting from the zero degree. The specified code detects any er-
rors in data vectors, except for errors associated with distortions of all data bits at the same
time. The weighted sum code features allow it to be used in the synthesis of error detection cir-
cuits. An example of the correction circuit synthesis is given. The experiments results using
control combinational circuits MCNC Benchmarks showed that the duplication structure with
weighted-transitions sum code control in many cases allows one to obtain lower complexity
indicators values of the correction circuits technical implementation than the known structure
of majority correction.

Keywords: combinational automation devices, systems with fault detection, systems with error
correction in calculations, fault-tolerant systems, duplication, triplication.

In the development of discrete devices and control systems, it is important to
endow them with the fault tolerance property, which allows them to be insen-
sitive to incorrectly calculated data in the implementation process [1, 2]. This
property is achieved by introducing significant redundancy into the hardware
and software of the source technical objects [3]. In the process of practical im-
plementation of discrete devices and control systems, the identification of in-
correctly calculated values and their correction are carried out using the reser-

© Efanov D.V., Sapozhnikov V.V., Sapozhnikov V1. V., 2020
38 ISSN 0204-3572. Electronic Modeling. 2020. V. 42. Ne 5, c. 38—50



Typical structure of a duplicate error correction scheme with code control

vation methods (fractional and multiple), test and functional diagnostics, time
and information redundancy.

Typical structures of systems for monitoring and correcting errors in cal-
culations based on multiple reservation of components are widespread [4]. For
example, in the field of control systems in railway transport, structures such as
1002, 2002 (duplication systems), 1002D (duplication system with control of
each block), 2003 (system with majority error correction) are often used in
[5—11]. Such systems use not only reservation of the main computing com-
ponents, but also the advanced technical diagnostics and comparison and er-
ror-correction schemes.

The proposed fault-tolerant structure is advisable to use for combinational
automation devices. It is based on duplication with weighted-transitions sum
code [12] control and makes it possible to synthesize fault-tolerant devices
with less hardware redundancy compared to the structure of majority error
correction by hardware redundancy.

The correction schemes typical structures. One of the most common
structures is the structure with majority error correction (Fig. 1), in which the
source device F (x) is supplemented with two copies (not necessarily identical
in hardware or software implementation, but only performing the similar func-
tions [13]). The signals from the same-name outputs of three different devices
F (x) are fed to the logical elements of majority error correction (elements
«>2»), which implement the function of choosing the majority (voting):

L=y 121 (1)
Lm

where f, f2, f7, i=1
vices F'(x) 1, 2, and 3.

The structure with majority error correction shown in Fig. 1, has signifi-
cant redundancy and actually makes it possible to mask incorrectly calculated
function values. It makes it possible to correct the manifestations of any types
of faults that occur in one of the devices F (x). At the same time, it is not pos-
sible to identify an incorrectly functioning block. This circumstance leads to
the need to equip each of the F' (x) blocks with a self-checking integrated con-
trol circuit [2]. This eliminates the accumulation of faults, which is extremely
important for operation as part of control systems for critical technological
processes, but further increases the complexity of the technical implementa-
tion of the final device.

An alternative kind of implementing a fault-tolerant discrete system is to
use a duplication structure with correction and control of calculations by pari-
ty (further — «the duplication structure with correction») (Fig. 2). Such a struc-
ture is implemented using the F (x) device and its copy, the operation of which

are the same-name functions implemented by de-
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Fig. 1. The majority error correction scheme

is controlled by some attribute, for example, by the parity code [14]. To compare
the values at the same outputs of different F' (x) blocks, a cascade of two-input
adders by modulo two (XOR) is used. If the signals arriving at the inputs of each

XOR element are different, then an error signal e;=1, i =1, m is generated.

Error signals are received at the first inputs of elements that implement
the logical multiplication function. The signal u = u1 = u2 =...= um from the
output of the parity control circuit is fed to the second inputs of these logic el-
ements. In this case, the latter is inverted, because the parity control circuit
makes it possible to control the manifestations of faults at the outputs of the
copy of the F' (x) block. If this is present, it should not be corrected. The cor-
rection is implemented directly by the correction circuit, which includes a cas-
cade of logical multiplication elements (AND) with inverters at the second in-
puts and a cascade of addition elements by modulo two au, o2, ..., On-1, Om.

In the diagram shown in Fig. 2, the correction of any errors that occur at
the outputs of one of the F' (x) blocks, which are fixed using the parity control
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Fig. 2. The duplication scheme with correction and control of calculations by parity

circuit, is performed. In this case, the parity code does not identify errors with
even multiplicities [15], and this reduces the probability of error correction in
the general case. However, methods of group control of independent outputs
[16, 17] or well-known methods of synthesis of devices, the outputs of which
form one group of independent outputs [18, 19], can be applied. The use of
such methods implies a certain increase in the structural redundancy of devic-
es and leads to a complication of the final system.

The duplication structure with correction does not detect errors in the inputs
and outputs of the output cascade of XOR elements. This disadvantage is leveled
by the use of highly reliable output comparison elements. It should also be noted
that to increase the accuracy of the correction, a duplication structure with double
control of the values at the outputs of both £ (x) blocks can be applied.

The advantage in the complexity of the technical implementation of fault-
tolerant devices with a duplicate correction structure compared to the majority
error correction structure can be achieved due to a simpler control scheme
than the third copy of the source device.

It should be noted that the structures shown in Fig. 1 and in Fig. 2 are stand-
ard. This means that it is constructed using typical blocks, elements, converters,
and standard structure optimization tools (for example, the P (x) block in Fig. 2)
[12]. This feature provides these structures with a fairly wide application.
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Let's consider a modification of the duplication structure with correction
by using in the control circuit a redundant code with a larger number of de-
tected errors than in the parity code. This structure is also constructed of
standard components using standard structure optimization tools, and it is a
typical one.

The error correction schemes structure based on the weighted-tran-
sitions sum code. One of the disadvantages of the typical structure of the du-
plication system with error correction and control of calculations by parity is
the impossibility of fixing errors with even multiplicity at the outputs of the
checked objects. The number of such errors can be significant. To improve er-
ror detection characteristics in checked devices, it is possible to use codes with
a large number of detected errors. One of such codes is a code with summa-
tion of the weight coefficients of transitions between bits occupying adjacent
positions in data vectors (a code with summation of weighted transitions), de-
scribed in [12].

The rules for this code construction are as follows:

1. The transitions between the bits of the data vector, starting from the
lowest bit, are assigned wii+1 weight coefficients from a series of increasing
powers of the number 2:

[Wiis1] = [Wi-tm, W21, ..., w23, wiz] = [2"71, 272, ..., 21, 2°].

2. The total weight of active transitions is calculated:
m—1
W =2 W, it i1
i=1

where 7, ;=

and f;,, bits.

3. The resulting number is represented in binary form and written into the
bits of the check vector.

Let's denote the weighted-transitions sum code as T (m, k)-code, where
m and k are the lengths of data and check vectors. The T (m, k)-code has
k =m — 1 check bits. The check bits values can be determined using the fol-
lowing formulas:

f @ f.,, is the function for activating the transition between fi

=1 f
h2=f2 @fs; 2)
hm—l zfm—l C-Dfm

To obtain the values of the check bits of the weighted-transitions sum
code, only the operations of addition by modulo two are used, therefore the
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Fig. 3. The duplication scheme with correction and control of calculations by the T (m, k)-code

structure of the encoder of this code is standard and contains m—1 element of
addition by modulo two. The presence of the standard encoder structure makes
it possible to synthesize a typical error correction structure (Fig. 3). The T (m, k)-
code will detect any distortions in the monitored code vector, except for errors
with a maximum multiplicity d = m. This is due to the fact that the value of the
total weight of the data vector calculated by the formula (1) will not change only
if it is calculated for two vectors with completely opposite bit values.

This feature of the T (m, k)-code makes it possible to use it very effective-
ly for organizing control of combinational logic devices. At the same time, on-
ly one restriction is imposed on the structures of monitored devices — the ab-
sence of paths from any internal logical elements leading simultaneously to all
their outputs, which can be considered a structural restriction. Even if these el-
ements are present, it is possible to check the exclusion of the simultaneous
distortion of all m outputs of the device:

NP P,
v, v, oy,
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where y; is a function implemented at the output of the logical element Gy,
which is connected by paths to all the outputs of the device. If the expression
on the left side of (3) is equal to zero for all such elements, then there is no in-
put set on which errors are transmitted to all outputs of the device.

As indicated in [12], such properties of the 7' (m, k)-code make it possible
to construct a typical structure of the self-checking integrated control circuit
called the “almost duplication” structure that can be used as an alternative to
the duplication system.

The structure of the correction circuit based on the use of the T (m, k)-
code will be called the structure of duplication with correction and control of
calculations by the 7 (m, k)-code, or T-structure. Its advantage in comparison
with the well-known duplication structure with correction and control of cal-
culations by parity (Fig. 2) is the ability to fix any errors in the main logic
block F' (x), with the exception of distortions with a d = m multiplicity. The
new error correction structure is less complex than the well-known duplication
structure with correction and control of calculations by parity, because it has a
large number of functions implemented by the H (x) block. However, the
number of identified faults in it is much larger than the duplication structure
with correction and with parity control even without modification of the F (x)
blocks structures.

Compared to the traditional majority error correction scheme (see Fig. 1),
the effect of using the new structure can be achieved by reducing the complex-
ity of one additional device F (x) in the majority correction scheme and re-
placing it with a control scheme by the T (m, k)-code.

An example of 7-structure synthesis. Let’s consider the goal of a 7-
structure synthesis for a F' (x) device, equipped with four inputs xi... x4 and
five outputs fi... f5, whose operation is described by the truth table (Table 1).

To synthesize a duplication circuit with correction, it is necessary to ob-
tain the formulas describing the outputs of the check bit calculation block
H (x). The Table 1 shows the active transitions (f; @ f;,; =1) for all data vec-

tors, and also determines the summable weight coefficients and the total
weight of the W data vector. The W numbers, represented in the binary form,
form the <ha h3 h2 hi> check vectors.

In the digital devices synthesis, the computer-aided design systems are of-
ten used, in which tools for the functions optimizing and assessing the com-
plexity of their technical implementation are integrated [20, 21]. Let’s esti-
mate the complexity of the implementation of the structures with the Laus
majority error correction and the 7-structure Lr. For this we will use the well-
known SIS interpreter [22]. The F (x) and H (x) blocks were synthesized using
SIS and the stdcell2 2.genlib library of standard functional elements using
tabular task forms (in the form of *.pla files). The other elements are typical.
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Table 1

X4X3X0X ) [ sfofi Active transitions Weig?(t)rcrilucll;lation w hahshyhy
0000 01101 0,1, 132, t54 w21+ Wizt wsa 11 1011
0001 01110 b1, t54 w21+ Ws4 9 1001
0010 10111 143, 54 Waz+ Wsg 12 1100
0011 00010 1, 132 w21+ w32 3 0011
0100 10110 0,1, a3, t54 W21+ Wwa3+ wsa 13 1101
0101 00100 132, 143 w32+ w43 6 0110
0110 11001 0,1, ta3 w21+ wa3 0101
0111 11001 1, 143 w21+ W43 0101
1000 11000 143 W43 4 0100
1001 10100 132, ta3, t54 wiz+ wa3zt+ wsa 14 1110
1010 11010 0,1, 532, ta3 w21+ wizt+ wa3 7 0111
1011 01011 132, ta3, t54 wizt+ wa3zt+ wsa 12 1100
1100 00111 143 W43 0100
1101 11111 - - 0000
1110 01000 143, 54 Waz+ Wsg 12 1100
1111 00110 1, 143 W1+ W43 5 0101

The complexity of the technical implementation of logical devices in SIS
is estimated in the conditional indicator of the area occupied by a device on a
chip. The following area indicators are obtained for the F' (x) and H (x) cir-
cuits: Lrx) = 736 and Lux) = 560. In this case, the structure of the F (x) device
was not changed or optimized (the source device was used). Because the com-
plexity of one majoritarian element is L>2 = 136, the complexity of the imple-
mentation of the majoritarian error correction structure is determined by the
value

Lypay =3Lp(yy +5L5, =3-1080+5-136 = 3920.

Let's determine the complexity of the 7-structure implementing. The
complexity of the elements of addition by modulo two is Lxor = 40. The com-
plexity of the four-input element OR is Lsor = 48. The complexity of the ele-
ment that implements a multiplication function with inversion on one of the
inputs, is Lavp = 32. Taking these data into account, we get the following es-
timate of the complexity of the 7-structure implementing:

=2-1080+560+18-40+5-32+48 =3648.
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The area of the 7T-structure is smaller than the area of the majority error
correction structure:

L
L_100% = ﬂloo% = 93.06%.
3920

T=
MAJ

This example demonstrates the effectiveness of using a new structure in-
stead of the classical majority error correction structure.

The experimental results. The experiments were conducted with the
control combinational circuits MCNC Benchmarks [23] to evaluate the effec-
tiveness of the 7-structure application, which used the SIS interpreter and the
stdcell2_2.genlib library of functional elements. In the course of the experi-
ment, the structures of the majority error correction, duplication by the correc-
tion and with the control of calculations by parity, as well as the 7T-structures
were constructed for a number of benchmarks.

The Table 2 shows the results of calculating the areas of the Ly, LT and
Lp obtained structures (in conventional units of the stdcell2 2.genlib library).
At the same time, the source combinational circuits were not simplified taking
into account the selected functional basis, and the H(x) blocks in the 7-
structures were optimized. The T and 7 values, given in the Table 2, corre-
spond to the proportion of the area occupied by the 7-structures from the areas
occupied by the structure with the majority error correction and duplication
with correction and control of calculations by parity. The ©m value exceeds
100% for almost all circuits, this is due to the number of control functions cal-
culated in the 7-structure. It should be noted that in checking calculations by
parity without the checked block structure changing, any errors with even
multiplicities will not be detected, whereas in the 7-structure, only errors with
the d=m multiplicities will be undetected.

As follows from [24], at the outputs of benchmarks, small multiplicity er-
rors are usually dominated, and their share in the total number of errors de-
creases as the multiplicity increases. At the same time, the proportion of errors
with the d > 5 multiplicity is small for the majority of benchmarks (for exam-
ple, for 5 out of 10 benchmarks it is less than 1% [24, the Table 1]), and errors
with maximum multiplicities for the presented circuits do not occur at all [17].
The share of errors with even multiplicity that are not detected during parity
control is significant (for 4 out of 10 benchmarks, it was more than 80% of all
errors occurring at circuit outputs; for 10 benchmarks, it was more than
50%). The average excess of the 7-structure area value compared to the
duplication structure with correction and with the control of calculations by
parity, which is 18.995%, is the price for significantly improved error cor-
rection characteristics.
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Table 2
Conrol | pyy L Luw Lr L % %

1 b2 40 952 125 032 108 760 8 7624 86.986 | 124.121
2 brl 3608 11 848 11192 9048 94.463 | 123.696
3 br2 2952 9 880 9152 7 608 92.632 | 120.294
4 dcl 976 3824 3 800 3120 99.372 | 121.795
5 dekoder 736 3104 3320 2728 106.959 | 121.701
6 dist 6968 21 544 19 360 17 416 89.863 | 111.162
7 gary 10 688 33472 34904 25440 104.278 | 137.201
8 in0 10 704 33520 34936 25472 104.224 | 137.155
9 inl 40 952 125 032 108 760 87 624 86.986 | 124.121
10 inc 2376 8280 8 608 6 560 103.961 131.22
11 intb 22248 67 640 72072 96 160 106.552 74.95
12 ml 3064 10 728 9936 8160 92.617 | 121.765
13 m2 10 096 32336 26 968 23 240 83.399 | 116.041
14 m3 13 464 42 440 34 888 30 368 82.205 | 114.884
15 mé 18 704 58 160 48 520 41 472 83.425 | 116.995
16 max512 9632 29 664 25 816 22 688 87.028 | 113.787
17 max1024 17 816 54216 47 184 41 392 87.03 | 113.993
18 mlp4 7224 22 696 22 432 17 936 98.837 | 125.067
19 |newcpla2 1 896 6968 6 864 5680 98.507 | 120.845
20 newcwp 440 1960 2032 1 800 103.673 | 112.889
21 newtpla2 840 3032 2 856 2448 94.195 | 116.667
22 p82 2368 8 896 9160 7 160 102.968 | 127.933
23 root 3496 11128 9624 8 832 86.485 | 108.967
24 sqn 2008 6 408 6272 5672 97.878 | 110.578
25 tms 6784 22 400 20 344 16 344 90.821 | 124.474
Average 9639.68 30168.32 27510.4 24079.68 | 94.614 | 118.892

Analyzing the 1 indicator, we note that for 18 out of 25 benchmarks, a t
value less than 100% was obtained. For 9 benchmarks, the gain in area com-
pared to the majority error correction scheme was more than 10%. On aver-
age, the t indicator value for 25 benchmarks is determined by the value of
94.699%. In this case, the characteristics of the error detection by the 7-
structure are comparable to the characteristics of the error detection with the
majority scheme.
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The obtained results indicate good prospects for using the 7-structure for
the fault-tolerant combinational circuits synthesis.

Conclusion

The proposed fault-tolerant structure based on duplication with correction and
weighted-transitions sum code control of calculations makes it possible to syn-
thesize combinational logic circuits with error correction with less structural
redundancy than when using a structure with majority error correction. The
gain in technical implementation complexity is achieved by replacing the third
set in the majority error correction scheme with a control circuit with reduced
implementation complexity. At the same time, the use of the described
weighted sum code makes it possible to identify any distortions in the checked
block, with the exception of simultaneously occurring distortions of values at
all its outputs.

The procedure of the correction scheme synthesizing is quite simple, be-
cause the proposed structure is typical. The task of the synthesis is to obtain
the H (x) encoder structure of the selected weighted-transitions sum code, de-
scribed by standard formulas (2), and the other components are selected only
taking into account the number of outputs of the source device.

The new error correction structure can be used instead of the majority
correction structure for the synthesis of fault-tolerant combinational logic
devices.
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THUIIOBA CTPYKTYPA CXEMMU KOPEKIIIT CUTHAJIIB
HA OCHOBI AYBJIIOBAHHS 3 KOHTPOJIEM
IO KoY 3 MNIACYMOBYBAHHSIM 3BAKEHUX ITEPEXO/IIB

OnucaHo THIOBI CTPYKTYPH CXEM KOPEKIii— Ma)KOpUTapHA i CTPYKTypa AyOIOBaHHS 3 KOHT-
poJIeM 3a MapUTETOM. 3allpOOHOBAHO HOBY CTPYKTYPY CXEMU KOPEKLii Ha OCHOBI IyOiroBaH-
HS 3 KOHTPOJEM IO KOAy 3 IiJICyMOBYBAaHHSM 3BaKEHHX IEPEXOJiB, SIKMil MOOYIOBAHO 3a
JIOIIOMOTI' 00 3BaKCHUX MEPEXOJiB MIK po3psaiaMy, L0 3aiiMalOTh CycinHi nosuuii B iHdop-
MalliifHuX BekTopax. Bra3zaHuii koj BUsiBis€e Oyib-sIKi TOXUOKH B iHQOPMALIIHHIX BEKTOPAX 3a
BUHATKOM IOXUOOK, I10B’3aHUX 13 CIIOTBOPEHHM BCiX iH(QOpMaLifHUX PO3psAAiB OAHOYACHO.
Oco0nmBOCTI 3BaXKEHOTO KOy 3 MiJICYMOBYBAHHSAM JIO3BOJIAIOTH 3aCTOCOBYBATH HOTO IIpH
CHHTE31 cXeM BUABJIECHHS OXHOOK. HaBeneHo MpuKiIaa CUHTE3y 3alpOIOHOBAHOI HOBOI CXeMU
KOpekiii. Pe3yibTaTi eKCepUMEHTIB 3 BUKOPUCTAHHSIM KOHTPOJIBHUX KOMOIHAIIHHHUX CXeM
MCNC Benchmarks 3acBimquniu, 1o CTpyKTypa yOItoBaHHS 3 KOHTPOJIEM IO KOIY 3 MiJCy-
MOBYBaHHSIM 3Ba)KEHHX TIEPEXOMiB y 0araTb0X BHMAIKAX HO3BOJISE OTPHMATH MEHIII 3HAYCHHS
MIOKA3HMKIB CKJIaJHOCTI TEXHIUHOI pealizalii cxeM KOopekii, HiK BiloMa CTpyKTypa MaXKopu-
TapHOT KOPEKIIii.

Knwuoei ciaoea: kombinayitini npucmpoi agmomamuxi, 6UAGIeHHSA HeCNPAGHOCMel, CUC-
memu KopeKkyii noXuboK 8 0OUUCTIEHHSAX, 8I0MOBOCMITIKU CUCmeMU, OYOIIOBAHHS, MANCOPUMAD-
HUL RPUHYUN KOHMPOIIO.
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