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Abstract. The article is devoted to development of methodology and digital technologies for assessing, forecasting 
and determining scenarios of geomechanical process evolution. A new digital technology is proposed for remote mining 
safety monitoring, which integrates a network personnel management system and expert subsystems for decision-
making support taking into account geomechanical factors presenting risk of the mine roadway stability loss. Elements of 
the expert subsystems analyze data in real time, and are used to determine potential risks on basis of criteria and 
assessments of the production environment state in mines. It is proposed to identify the forecast safety indicators with 
the help of geomechanical models and by assessing scenarios of the "support-rocks" system stress-strain state 
evolution. In order the expert assessment of the rock massif and mine roadway stability, integral indicators of emergency 
potential risk for each geotechnical system elements are specified by values of informative parameters at a certain time 
point, as well as deviations rates of parameters from the equilibrium point over a period of time. Job safety is provided 
through the improved effectiveness of personnel interaction and its stricter disciplinary responsibility, as well as by 
making early decisions on keeping the mine roadways in a trouble-free condition. 

 

Introduction. Studies of statistics of accidents and injuries in the coal mines 

show that they are caused by geomechanical factors and violations of the Job Safety 

Rules. Most often, employees are injured or killed as a result of a deliberate violation 

of the Safety Rules or improper (or no) actions of managers. Sometimes, an employee 

without sufficient knowledge about requirements of behavior in the underground 

conditions is allowed to work. 

It is obviously that any employer is obliged to ensure safety at each workplace 

through the observance by the personnel of requirements of the Job Safety Rules in 

accordance with the current laws and regulations. At the same time, the employee 

should fulfill the relevant job safety requirements. However, both managers and 

employees often violate safety precautions, and, in the event of an accident, it is quite 

difficult to find the true culprit and establish the cause of the accident. Therefore, the 

problem of improving production discipline and due diligence of the employees is a 

priority for increasing productivity and ensuring job safety. The problem can be 

solved only through the improvement of system for controlling complying with the 

issued orders and the Job Safety Rules. 

Today, potential for using digital information technologies in the Ukrainian 

mining industry for production control and job safety can be very significant. The 

most effective tool for monitoring job safety in industrial enterprises are modern 

information systems [1-3]. At the same time, introduction of the information safety 

and personnel management systems is constrained by lack of digital technologies, 

which correspond to specifics and conditions of their use in the mines. This is 

because of not only necessity to be in line with requirements for the spark- and 

explosion-proof equipment and impossibility to use standard commercial mobile  
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communications and global positioning systems, but also of lack of software, which 

meets the needs of mining industry. It should be mentioned that any safety and 

personnel management system should operate strictly in real time, because if the time 

constraints are violated, the system completely loses its usefulness for the process of 

managing production and personnel.  

Another reason of the high rate of accidents in Ukrainian mines is difficult mining 

and geological conditions: minerals are mined at the great depths and in weak and 

water-saturated rocks causing sudden rock falls, destruction of supports and gobs in 

the roadways [4, 5]. Injuries reach half of total number of victims. Therefore, 

methods for forecasting scenarios of evolution of geomechanical processes and 

creation of digital technologies, which provide proper operation of all of the safety 

system elements, require further development. In particular, it should be considered 

promising to improve the following functionalities: remote monitoring of production 

environment and technological processes; real time informing in case of dangerous 

situations in the controlled locations; risk and safety analysis; forecast of the rock 

massif and roadway state; personnel management. 

In many countries, new methods for monitoring rock massif and automated 

systems for collecting and processing primary information were developed and are 

being introduced into production in order to increase level of the mine safety. For 

example, the following systems have proven themselves well: digital intelligent 

systems for seismological monitoring and control (the USA and South Africa), 

SIWA-2000© (Australia, Germany), CONSPEC© (Japan and China), EMAG© 

(Poland), RELIF-2000© (Spain), seismological monitoring system GITS©, complexes 

Baikal© and DeltaGeon© (Russian Federation), experience of the Quanterra© system 

usage (Kazakhstan), etc. 

In Ukraine, systems adapted to the needs of mining production, which control air-

gas mode in mines, technological parameters and rock stress state were also 

developed [6-9]. One of the proven and most reliable systems is the UTAS© system 

(Unified Telecommunication Automated System), which includes integrated sensors, 

data transmission system and electronic-hardware component [9]. Despite the fact 

that some of the air-gas mode monitoring problems and diagnostics of technological 

equipment are solved in the UTAS© system, it practically does not apply methods for 

monitoring and controlling state of the "support-rock massif" geotechnical system. 

Monitoring data on geomechanical processes are used little due to the diversity, 

complexity, poor forecastability and insufficient knowledge of the rock behavior in 

difficult geological conditions. 

The purpose of research is development of methodology and digital technologies 

for assessing, forecasting and determining scenarios of geomechanical process 

evolution in rock massif disturbed by the mining operations.  

Methods. To implement the software components for remote monitoring of 

mining safety, we used well-known methods of organizing computational processes 

and constructing software models of information systems. 

The development methodology of the expert subsystem is based on the principles 

of mathematical modeling of the rock massif by the finite element method and 
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includes methods for forecasting the rock massif and roadway support system 

stability. Finite element mathematical modeling has been widely tested in practice. In 

research, it is used for assessing the forecast indicators of the rock-massif stress-strain 

state and possible scenarios of mine roadway stability loss. 

The reliability and validity of the results is confirmed by the completeness and 

correctness of the source data, using proven methods of mathematical modeling of 

geomechanical processes. To assess the reliability of the safety monitoring system 

algorithms, computational experiments are confirmed by mine research. 

Results and discussion. 

The concept of constructing of remote control system. The concept of 

information system for remote monitoring of mining safety was dictated by the need 

to solve two main problems. 

The first problem is to ensure quality personnel management. Solving of this 

problem means designing of a basic system for performing the following functions: 

centralization of information in one computer center; processing of hardware and 

software data for optimizing production management; control of the manager’s order 

fulfillment by personnel; storage of reporting documents and emergency logs; data 

transmission and visualization; remote access to personnel management processes 

(Fig. 1). Solving of this complex of problems facilitates automation of the production 

management process, but does not perform functions of information support of 

decision making. The second problem is to support decision making by the experts by 

providing objective information concerning safety and scenarios of possible changes 

of the rock massif stress-strain states. In order to support decision-making in the 

mining industry, two expert subsystems are provided, which perform multivariate 

analysis of risks and safety levels at the enterprise, as well as provision and analysis 

of information taken from various normative documents. 
 

 
 

Figure 1 – General layout of the remote safety control system using local and wireless area 

networks (LAN. WLAN), and Global System for Mobile Communications standard (GSM) 
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Elements of the expert subsystems analyze data in real time, and, if necessary, are 

used to determine potential risks on basis of criteria and assessments of the state of 

the production environment in mines including use of mathematical apparatus of 

fuzzy logic [10-12]. Advantages of the expert subsystems are their ability to forecast 

geomechanical and gas-dynamic processes in the rock massif and negative 

consequences caused by these processes in mine roadways (rock falls, destruction of 

roof supports, floor heaving in the roadways, etc., [13, 14]), as well as accumulation 

and storage of necessary knowledge in the database. In particular, in order to assess 

safety of jobs by geomechanical factor, the following data are calculated and stored 

in the database: local models of the rock massif typical behavior, nomenclature and 

power characteristics of supports, physical and mechanical properties of rocks and 

sets of the most common mining and geological conditions of the field development. 

In contrast to the subjectivity of decisions made by personnel, expert systems process 

any information according to objective criteria, hence improving quality of the data 

analysis. 

The concept of remote access technologies is interpreted by the NIST Standard SP 

800-53 [15] of the American National Institute of Standards and Technology as 

technologies, which provide the user (or the process acting on behalf of the user) with 

an access (dial-up, broadband and wireless) to the organizational information system 

and communication via an external network. One of the main features of the remote 

access technology is the use of the server and Remote Access Services (RAS), which 

allow the applications to establish remote connections. 

An indicator of job safety is also the observance of standards and rules on the 

basis of industry and other documents [16], which requires the use of reference and 

information subsystems for processing and analysis of regulatory and technical 

documentation. Therefore, the system of remote safety monitoring during the mining 

operations includes: basic client-server subsystem, which performs functions of 

interaction and personnel management in the enterprise; reference and information 

subsystem for decision-making support, which provides accumulation of data and 

analysis of technical documentation; subsystem for analyzing level of mining safety 

with taking into account geomechanical risk factors for loss of mine roadway 

stability, which assesses state of the "support-rock massif" system according to the 

safety criteria and by the fuzzy logic method. This concept of constructing an 

information system helps to improve efficiency of and job safety at the enterprise. 

The personnel management subsystem. The effectiveness of personnel 

management in the enterprise is characterized by the quality, completeness and 

timeliness of each employee's performance of their duties. In personnel management 

methods distinguish indicators of formation, use and development. These indicators 

characterize the quality of personnel [17-19]. At the same time, enterprise managers 

must decide for themselves, what indicators will be the main based on their own 

strategic goals and what factors should be used to implement them. 

As a result of the research, and with the help of methodology for constructing 

software models and computational processes, elements of a personnel management 
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system were developed, i.e. a client-server digital information system. The subsystem 

represents a basis for the remote safety control system and performs the following 

functions: 

- forwarding of written messages from the server to the user and vice versa; 

- transferring of photos of the fulfilled works to the server (for monitoring by the 

managers responsible for the fulfillment of the works); 

- transferring of the scaled or divided into parts drawings (geological sections, 

flowcharts and other graphical information) from the server to the consumer;  

- automatic registration of the transmitted information and saving copies in the 

server database (for further monitoring); 

- after any information has been sent, generating an inquiry with a request for a 

return notification and registration by the server the fact of the message receiving; 

- mandatory notification about especially important messages (the signal operates 

until the user responds to the emergency message); 

- automatic adaptation  of any displayed information to the size of the client 

device screen; 

- interactive plotting for statistical reports in accordance with performance 

indicators. 

Setting tasks and monitoring their fulfillment are implemented in the system as a 

cyclic process (Fig. 2). 
 

 
 

Figure 2 – Organization of the fulfilled work monitoring in the remote control system 

 

The software package allows transferring the head’s instructions and, if necessary, 

receiving visual report about their fulfillment. Automatic saving of all of the orders 

and photos of the work results transferred through the system essentially improves 

quality of the production process control. Having analyzed the orders and photos of 

the work results, it is possible, if necessary (for example, in case of any accident, or 

qualification assessment of personnel, or periodic control for the purpose of 

improving discipline, etc.), to define competence of the employees and quality of 

their work. 

Architecture of the server-client system also includes algorithms for protection 
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against unauthorized access. The system is protected by identification passwords at 

entering the program and exiting the standby mode of the computer, which makes it 

possible to control and vary the database access functions for different categories of 

employees. The employees have access only to the data that are necessary for 

fulfilling their tasks. In case of expanding working functions of system, a code is 

issued, which extends access to the information. 

The visualization program provides a visual representation of statistical reports on 

performance indicators and other data in graphs, tables, photos and illustrations, 

which are necessary for better understanding and visualization of information. 

The personnel management system improves efficiency of interaction between 

hierarchical personnel structures. For example, a director of the enterprise, will have 

been dictating an order, will send it to any group of employees in seconds, and in a 

few minutes, he will know, which of the employees has not received his order. 

It should be noted that safety and personnel management systems show high 

efficiency worldwide. In particular, in the UK mines, the use of Trolex Ltd and 

Continental Conveyor Ltd development systems made it possible to escape great 

explosions and fires over the past decades; the Cisco© solutions introduced into 

production processes of the Dundee Precious Metals mining company for 

communications between the data processing centers (uniting of people, processes, 

data and equipment into one network) radically improved safety of miners, increased 

output by four times and saved 2.5 million US dollars for two years only on 

communication costs [20].  

The expert subsystem for forecasting geomechanical processes. The Institute 

of Geotechnical Mechanics named by N. Poljakov of National Academy of Sciences 

of Ukraine does researches on improving mining safety systems using geomechanical 

models and methods for assessing scenarios of the situation evolution [21-24]. It is 

established that the main obstacle for effective complex use of the mining control 

systems is inconsistency of the methods for analyzing parameters of the rock massif 

and roadway monitoring results, as well as insufficient development of methods for 

assessing an actual situation, safety levels and scenarios of the rock massif stress-

strain state changes. Therefore, the main scientific problem in creating the hardware 

and software architecture of the remote mining safety monitoring system is 

systematization of a set of parameters for monitoring underground roadways and 

geological environment disturbed by mining operations, and development of a 

methodology and synthesis of digital technologies for assessing, forecasting and 

determining scenarios of geomechanical process evolution. 

In order to substantiate indicators of the underground mining operation safety, it 

is proposed to use a method of mathematical modeling. The purpose of this approach 

is to determine scenarios of propagation of zones with inelastic deformation and 

stress changes in the rock massif for cases when different types of supports are used, 

load on the "support-rock massif" system is increased, and conditions of mineral 

bedding and rock seam watering are changed. 

Under the guidance and with the direct participation of the authors, the 

geoinformation computing system GEO-RS© was developed (Fig. 3). The program is 
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intended for calculating stress-strain state of the rock massif and deformation of the 

roadways by the finite element method [6, 8, 10, 13, 25]. To date, the software 

package has been widely tested for simulation of geomechanical, gas-dynamic and 

technological processes in mines. Methodological recommendations on the use of the 

information system are developed, including the basics of its functioning, preparation 

and deployment, as well as specifics of its application in different mining enterprises. 

This program is also used as an expert subsystem for forecasting geomechanical 

processes and helps to improve job safety by making early decisions to keeping the 

roadways in a trouble-free state. 
 

 
 

1 – menu; 2 – interface for quick access to the program management; 3 – interface for managing 

data visualization; 4 – interface for adjusting design patterns; 5 – interface for managing the 

integrated parameters of the model stress-strain state; 6 – window for displaying calculation results; 

7 – interface for differentiating ranges of calculated parameters  
 

Figure 3 – Main interface of the digital expert subsystem for calculating stability of the rocks and 

roadways 

 

The expert assessment of the roadway roof and floor state is most effective for 

combining visual (Fig. 4), instrumental and geophysical control with numerical 

analysis of the rocks stress-strain state by the finite element method [1, 14, 26]. This 

approach allows, on the one hand, to verify accuracy of the calculations, determine 

stage of the deformation process, and combine objective data of the instrumental 

observations with the data obtained by calculation using local models of the rock 

state. 

On the other hand, modeling by analytical methods makes it possible to obtain a 

number of actual and forecasted parameters, which are impossible or extremely 
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difficult to obtain by the field research methods. In the first place, these parameters 

include: zones of inelastic deformations and discontinuity (propagation, volumes, 

boundaries, rate of change, forecasted values); stresses in the rock massif (maximum 

principal stresses, rate of change, forecasted values); displacements and forms of the 

roadway contour deformations (displacements of the roof, floor, sides, rate of change, 

forecasted values). 
 

   
a)                                                                       b) 

 

Figure 4 – Identification of rock destruction in the longwall roof (a) and in the roof of preparatory 

roadway (b) with the help of mine control methods (roadway 535, "Samarska" Mine) 
 

The rock massif stress-strain state is assessed by numerical implementation of 

geomechanical task solution by the finite element method with the GEO-RS© 

software package (Fig. 3). Geomechanical states of the rock massif (including those, 

which are dangerous for the personnel) are assessed zonally according to the 

indicated parameters: in the roadway roof – for preventing outfalls, spillages, gobs 

(geological conditions of the "Samarska" Mine, informative parameter for analysis of 

risks and safety levels – the forecasted volumes of the destroyed rocks, influencing 

factor – stress concentration coefficient, as an example, Fig. 5 a); in the roadway 

floor – for preventing sudden rock rising and heaving (Fig. 5, b). The parameters are 

calculated with taking into account systems of the roadway supporting used in the 

mine. 

The state of the "support-rock massif" geotechnical system is constantly changing 

during mining operations, as recorded by personnel and monitoring systems. For 

assessing parameters for the current geomechanical monitoring of the mine roadways, 

it is proposed to analyze the deviations of the geotechnical system parameters values 

from the equilibrium point and the rate of change of this deviation. The potential risk 

of an emergency is determined for each of the geotechnical system elements (for the 

mine roadways roof, floor, sides, as an example): 

- determination of risk by the values of informative parameters at time t 
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- determination of risk by deviations of parameters from the equilibrium point 

over a period of time t 
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- determination of risk by the rate of deviation of parameters over a period of time t 
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where R(Et), R(Et), R(Eν(t)) are potential risks of emergency caused in one of the 

geotechnical system elements, rel. units; R(Em
t), R(En

t) R(Ek
ν(t)) are risks determined 

by the values of informative parameters at time t, deviations and rates of deviations of 

the geotechnical system parameters from the equilibrium point for groups of m, n and 

k influencing factors, respectively, rel. units; k1
t, k2

t,…, km
t; k1
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t; k1
ν(t), 

k2
ν(t),…, kk

ν(t) are normalized coefficients of influence on the potential risk of 

individual factors in the group (standardized or normalized in the range from 0 to 1). 
 

a)  

 

b) 

 

 

Figure 5 – An example of the expert assessment of the rock massif dangerous states at increased 

stresses in zone with bearing pressure (informative parameter – the forecasted volumes of the 

destroyed rocks): a – for the roadway roof supported by the roof bolting; b – for the roadway floor 

with no additional support 
 

Also proposed to combine geomechanical factors presenting risk of the mine 

roadway stability loss by way of integrating the probability estimates of informative 

parameters of the rock massif and roadway states.  

The maximum risk indicator of stability loss of the "support-rock massif" 

geotechnical system determines the maximum level of risk from all groups of factors: 
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If the state of a mine working is characterized by a set of parameters, for example, 

the value of the total displacements of the working contour u(t), then they belong to 

one of the discrete intervals ]0)([ 11  tuu , )]()([ 122 tutuu  , …, )]()([ 1 nnn tutuu . 

Function (4) in this case will determine the likelihood that no emergency will occur 

in the time interval 0 … tn , which consists in the output of the monitoring parameter 
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outside the allowable area. 

The second integral indicator determines the risk of the geotechnical system 

stability loss by the sum of the indicators of individual risk groups: 
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where kΣ
t, kΣ

t, kΣ
v(t) are coefficients for groups of factors (1), (2), (3), normalized in 

the range from 0 to 1 (kΣ
t + kΣ

t + kΣ
v(t) = 1). 

The indicator (4) is used to monitor emergency conditions of the "support-rock 

massif" geotechnical system and determining the dominant risk factor. The indicator 

(5) is used for a general assessment of the current state of mine safety. When a signal 

arrives at the dispatcher console or at the input of an automated control system for an 

object, a recommendation is being developed for the application of technical and 

technological measures that contribute to the normalization of the geotechnical 

system. 

Conclusions. Elements of the new digital information system are developed, 

which provide, effective personnel management at industrial enterprises and control 

of the rock massif stress-strain state under the influence of the mining operations 

using network technologies and mobile technical facilities. A digital technology for 

remote mining safety monitoring integrates the network personnel management 

subsystem and expert subsystem for decision-making support with taking into 

account geomechanical factors, criteria and assessments of the rock state, risks of loss 

of the roadway stability. In order the expert assessment of the rock massif and mine 

roadway stability, integral indicators of emergency potential risk for each of the 

geotechnical system elements are specified by the values of informative parameters at 

a certain point in time, as well as deviations and deviation rates of parameters from 

the equilibrium point over a period of time. Application of the developed methods 

and digital technologies helps to improve efficiency and safety of the enterprise. Job 

safety is ensured by improved efficiency of personnel interaction and disciplinary 

responsibility, as well as forecast of the rock states, expert assessment of level of the 

mining safety and timely response to the risks of roadway stability loss. 
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