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USING MOBILE PHONE TO CONTROL REMOTELY
ELECTRONIC DEVICES IN SMART HOME SYSTEM

Introduction. Smart Home technology encompasses a range of intelligent devices designed
for residential use. These devices present numerous opportunities to transform our lifestyles
in the future. Smart Home technology has made significant contributions to enhancing safety
and reliability while potentially altering our daily habits. In contemporary society, mobile
phones serve purposes beyond mere communication. As technology evolves, the functionality
of mobile phones expands, allowing them to be utilized for various applications. Currently, a
wide array of applications and hardware is available in the market that can be integrated
without necessitating further advancements in existing smartphones. Through network
connectivity, mobile phones can facilitate the management of smart home systems, enabling
users to control devices and receive alerts regarding potential theft or unauthorized access.

The purpose of the paper is to establish a smart home system that allows for remote
control of electronic devices and provides notifications of intrusions or movements in restricted
areas. The devices are managed via mobile phones using the Short Message Service (SMS),
with alerts also sent as SMS messages detailing activities occurring within the vicinity.

Results. A smart home system was developed that allows remote control of household
electronic devices using a mobile phone. Control of the devices was facilitated through the
transmission of instructions via SMS, with alerts also being delivered in the same manner.
A Hall Effect proximity sensor was employed to detect unauthorized entry, while a passive
infrared sensor was utilized to monitor movement in restricted zones. Additionally, a temperature
sensor functioned as a heat detector, and an LED light was incorporated to demonstrate the
management of electronic devices. The Arduino Uno Board served as the microcontroller, and
the SIM900 GPRS/GSM module was utilized for communication between the microcontroller
and the mobile device. Notably, the mobile phone did not require any specialized applications
or hardware; any mobile phone capable of sending and receiving SMS could function as a
mobile station.
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Conclusion. Thus, the developed Smart Home system demonstrated its effectiveness.
The microcontroller unit effectively responds to commands issued by the mobile phone,
adapting to the application's requirements and activating an alarm in critical situations.
Additionally, the application successfully facilitates the remote management of electronic
devices.

Keywords: Smart Home, mobile phone, remote control, electronic devices.

Introduction

Smart Home (SH) refers to a residence equipped with a home controller
that integrates various home automation systems. The most widely used
home controllers are those programmed via a Windows-based PC, after
which they operate independently to manage home control functions.
This integration allows different home systems to communicate through
the home controller, facilitating simultaneous control of multiple systems
via a single button or voice commands, whether in pre-set scenarios or
operational modes. The home automation sector is experiencing rapid
growth as electronic technologies converge. The home network includes
systems for communication, entertainment, security, convenience, and
information. Power Line Carrier Systems (PCS) utilize existing electrical
wiring in a home to transmit coded signals to programmable switches
or outlets. These signals carry commands linked to specific device «ad-
dresses,» dictating their operation times and methods. For example, a
PCS transmitter can send a signal through the home’s wiring, which
a receiver connected to any electrical outlet can pick up to control the
attached appliance. X10 is a prevalent protocol for PCS, serving as a sign-
aling method for the remote control of devices connected to the electrical
power line. X10 signals consist of brief radio frequency (RF) bursts that
encode digital information, enabling communication between transmit-
ters and receivers [1].

The European Installation Bus, commonly referred to as Instabus, is a
specialized embedded control protocol designed for digital communica-
tion among smart devices. This system utilizes a two-wire bus line that is
integrated with standard electrical wiring. The Instabus line connects all
devices to a decentralized communication network, functioning similarly
to a telephone line that allows for the control of appliances. The European
Installation Bus Association is affiliated with Konnex, an organization
dedicated to the standardization of home and building networks across
Europe [2].

In this setup, all appliances and devices act as receivers, while the con-
trol mechanisms, such as remote controls or keypads, serve as transmit-
ters. For instance, if one wishes to turn off a lamp located in a different
room, the transmitter sends a numerical code that encompasses the fol-
lowing elements [3]:

1. A notification to the system indicating that a command is being issued.

2. A unique identification number for the device intended to receive
the command.
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3. A specific code that conveys the actual command, such as “turn off”.

This entire process is designed to occur in less than a second; how-
ever, X10 technology does have certain limitations. Communication over
electrical lines can be unreliable due to interference from other devices,
which can create “noise”. Consequently, an X10 device may misinterpret
electronic interference as a command or fail to receive the command al-
together. Although X10 devices remain in use, newer technologies have
emerged to vie for market share in home networking. Some systems now
utilize radio waves for communication, akin to the operation of Wi-
Fi and cellular signals. Nevertheless, home automation networks do not
require the extensive bandwidth of a Wi-Fi network, as automation com-
mands are typically brief messages. The two leading radio networks in
home automation are ZigBee and Z-Wave, both of which operate as mesh
networks, allowing for multiple pathways for messages to reach their in-
tended destinations [4].

Design of Smart Home System

The system is fundamentally divided into two components: the mobile
station and the microcontroller unit. The mobile station serves as the com-
mand center, issuing control instructions to various devices and sensors
while also receiving their responses. It functions solely as a user interface
and does not exert direct control over the devices. In contrast, the micro-
controller unit is tasked with managing the devices and processing the
information collected from both the devices and the mobile station. This
unit acts as the system’s central processing unit, overseeing the flow of
information to and from all other components.

As illustrated in Fig. 1, the system consists of these two primary units.
The microcontroller unit is equipped with four sensors and a light, in ad-
dition to the SIM900 module.

The LM35 sensor detects temperature, the digital output proximity
sensor serves as an intrusion detector, and the Panasonic passive infrared
sensor functions as the motion detector within the system. The microcon-
troller continuously processes data from these sensors and will alert the
mobile station if any anomalies are detected or if the temperature exceeds
a predefined threshold. In addition to receiving alerts, users can inquire
about the current temperature in their home by sending a command to the
microcontroller. These three components collectively enhance home secu-
rity. Furthermore, the microcontroller unit includes a lighting system that
can be controlled remotely via the mobile station. For demonstration pur-
poses, a simple Light Emitting Diode (LED) showcases the remote lighting
management capabilities. Users can monitor the light’s status — whether
it is ON or OFF — through the mobile station and can adjust the light’s
state remotely. Additionally, a heat sensor is integrated into the system,
which is programmed to send an SMS alert in the event of a fire.

The Sim900 GPRS/GSM module serves as the intermediary between
the microcontroller unit and the mobile station, facilitating communica-
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Fig. 1. System block diagram

tion between the two. This module is tasked with transmitting data from
the microcontroller to the mobile station and relaying instructions from
the mobile station back to the microcontroller. The microcontroller exe-
cutes the commands issued by the user via the mobile station. The second
component of the system is the mobile station, which is essentially a
mobile phone. There are no specific requirements or applications needed
for the mobile phone to integrate into the system; any mobile phone that
supports messaging functionality is adequate. Instructions to the micro-
controller are conveyed through text messages, and alerts from the micro-
controller are also received in text format. This system functions as a smart
home solution, enhancing home security and enabling remote manage-
ment of household devces.

Interfacing of Sim900 Gprs/Gsm Module

The Sim900 module plays a crucial role in facilitating communication be-
tween the microcontroller and the mobile phone. To interface and con-
figure the module, ATtention (AT) commands are employed. These com-
mands are incorporated in C-language as a string of characters, which are
transmitted to the module via a terminal program.

To activate the SIM card, the SIM pin code is necessary. As illustrated
in listing 1 on Fig. 2, the instructions are articulated within a program as
C-language code that can be executed at a designated time. Subsequently,
the code is compiled and uploaded to the Arduino/GPRS shield unit.

Listing 2 presents on Fig. 3 the AT commands required to identify
the index of an SMS and to access the content of the SMS message. It is
essential to retrieve the SMS index each time a new SMS is received, as the
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mySerial.println ("AT+CPIN=4510"); //the pin code for the sim
delay(5000); mySerial.println ("AT+CMGF=1"); //sets the text mode

Fig. 2. Listing 1 — AT command syntax to set the text mode

pos = msg.indexOof (","):
String index = msg.substring(pos+1); //the index of SMS
myS When exposed to the fire of an ignited lighter:
erial.print ("AT+CMGR = ");
mySerial.println(index): //read the incoming SMS

Fig. 3. Listing 2 — AT commands to read the SMS message defined within a program

index continues to increment. Failing to do so may result in the program
repeatedly reading the same SMS, despite the presence of new messag-
es. Given the limited storage capacity of the SIM card, SMS messages are
deleted after they have been read and the corresponding instruction has
been executed. The microcontroller acts according to the instructions con-
veyed through the SMS message from the mobile phone.

Interfacing and Implementation of Sensor

There are various areas that require regular monitoring, as well as devices
that need to be inspected both inside and outside the residence. It is es-
sential to keep an eye on doors and windows to prevent unauthorized ac-
cess, as well as to observe the movements of unfamiliar individuals in the
vicinity of the property. Additionally, a household member may wish to
check the status of electronic devices after leaving the home and may need
to deactivate them if they have been inadvertently left on. Furthermore,
monitoring the home’s temperature is crucial to activate an alarm when it
reaches a critical threshold. The oversight of temperature, the movement
of strangers, and the operation of doors and windows is facilitated by spe-
cific sensors. These sensors can be designed as various types of detectors
based on the requirements of the application and user preferences. The
functionality of these sensors is governed by software. Given the diversity
of sensor types, they are connected according to their output characteris-
tics and specifications. The external circuitry required for interfacing the
sensor with the application varies depending on the sensor type; however,
it is not always necessary, as some sensors can provide direct output for
immediate use in the application.

Heat Sensor

The heat (flame) sensor depicted in Fig. 4 exhibits a high sensitivity to
standard light, which is why it is commonly employed for flame detection
purposes.

This module is capable of identifying flames or light sources within
the wavelength range of 760 nm to 1100 nm. The output interface of the
small plate can be directly connected to the microcomputer’s IO port. It is
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Fig. 4. Heat sensor

void setup() { Serial.begin(9600):

} void loop()

{ if (analogRead(A0) < 250) Serial.println("No
Fire"): else Serial.println("There's a Fire!"):

delay(100): }

Fig. 5. Listing 3 — C code used to read the temperature

essential to maintain a specific distance between the sensor and the flame
to prevent damage from excessive heat. The minimum testing distance is
80 cm; for larger flames, a greater distance should be used. The sensor has
a detection angle of 60 degrees, making it particularly responsive to the
flame spectrum.

The microcontroller monitors the sensor’s output voltage at one-second
intervals through the analog Read function. Since temperature is a func-
tion of output voltage, it can be computed mathematically. The tempera-
ture is derived from the output voltage using the formula provided in
listing 3 in Fig. 5. If the calculated temperature surpasses the threshold set
within the software, an SMS will be automatically dispatched to the desig-
nated mobile phone. This temperature threshold can be adjusted based on
the specific environment where the sensor is installed and the intended
application. For instance, if the sensor is situated in a cold room to regu-
late its temperature, a lower threshold is appropriate, whereas a higher
threshold is necessary for a sensor placed in a fire detection scenario. Fur-
thermore, the current temperature at the sensor’s location can be obtained
by sending an SMS to the GPRS module.

Numerous electronic devices within a household may have an uncer-
tain operational status (either ON or OFF), and it is possible for them to be
inadvertently left ON. It is essential for the owner to ascertain the status of
these devices, and if any are found to be ON, they must be turned OFF.
However, returning home to switch off these devices is not always feasible.
This situation highlights the necessity for remote management of electron-
ic devices to mitigate the risk of accidents and reduce electricity consump-
tion. Various methods exist for implementing remote management of elec-
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tronic devices, including Ethernet Arduino Board
management, wireless device

management, and GPRS/GSM
module management. This paper

|
|

1

focuses on the remote manage-

ment of lighting systems using _
the GPRS/GSM module, particu- Relay Shield
larly through SMS communica-

tion. In this context, the lighting :
system serves as a representative | Power Supply| L
example of electronic devices in 220V
general. Given that the lighting Fig. 6. Circuit diagram for the control of
operates on a 220V AC current glectronic devices

while the Arduino provides only

a 5V DC current, a relay is employed to interface between the Arduino
and the lighting system. The relay is controlled via the I/O pins of the
Arduino, which ultimately regulates the lighting. The circuit diagram
illustrating the control of electronic devices through the I/O pins of the
Arduino Board via the relay shield is presented in Fig. 6.

The electronic device is operated through the I/O pin of the Arduino,
which is linked to a relay. When the I/O pin is in a low state, the common
(com) terminal connects to the normally closed (NC) terminal, while in a
high state, the common connects to the normally open (NO) terminal. This
configuration indicates that the electronic device is activated when the
I/O pin is high and deactivated when it is low. Essentially, the electronic
device can be controlled remotely by manipulating the I/O pin of the Ar-
duino board. For demonstration purposes, a LED is utilized to represent
the remotely controlled light, functioning in place of a traditional light
bulb. The operational principle for controlling the light remains consistent
with that of the LED; the light is managed through the Arduino’s I/O pins
via relays, while the LED is directly controlled by the I/O pins.

Listing 4 presents in Fig. 7 the C-code necessary for the remote man-
agement of the light using a mobile phone. The code begins by monitoring
incoming SMS messages and executes actions based on their content. The
light can be turned ON or OFF in accordance with the commands received
from the mobile phone. The fifth bit of port B indicates the light’s status
(specifically, the status of I/O pin 13), which is accessed using the bitRead
function. When the status of the light is requested, an SMS is sent back to
the mobile phone, providing the current status. This method allows for
remote awareness of the light’s status and enables the light to be turned
ON or OFF via mobile phone commands.

The SH system is designed by incorporating sensors and a remotely
controlled lighting system as detailed in this paper. For demonstration
purposes, a single lighting system is utilized alongside three types of de-
tectors: an LM35 temperature sensor for heat detection, a Panasonic pas-
sive infrared sensor for motion detection, and a Hall Effect proximity

Electronic

Devices
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int led = 13;
pinMode (led, OUTPUT) ;

if (msg.indexOf ("Turn light on") >= 0){ digitalWrite(led,HIGH):
} if (msg.indexOf ("Turn light OFF"™) >= 0) {
digitalWrite (led, LOW) ;

} if (msg.indexOf ("State of light"™) >= 0){ val =
bitRead (PORTB, 5) ;

switch(val){ case 0: send_SMS():
break;

case 1: send SMS();

break; } 1}

A Fig. 7. Listing 4 — C-code
compilation for the mana-
gement of light remotely

sensor for intrusion detection. The quantity of sensors and remotely ma-
naged electronic devices can be adjusted based on the specific require-
ments of the application.

This system activates alarms in response to unauthorized entry through
doors and windows, as well as detecting human movement within the
premises and restricted zones. Additionally, it monitors temperature le-
vels and triggers an alarm when critical thresholds are reached or exceed-
ed. The entire system integrates the sensor implementation and lighting
control, which is executed on the Arduino platform using the Arduino
Uno Board, as illustrated in Fig. 8.

Fig. 8 illustrates the microcontroller unit, which comprises the Ardui-
no board, GPRS shield, light, and sensors. The unit can receive power
either from an external source or through the USB port of a computer.
In this study, power is supplied via the USB port, while the sensors and
GPRS shield draw power from the unit itself. The entire system is deve-
loped using C-code on the Arduino platform. The software created on this
platform can be uploaded to the microcontroller (i.e., the Arduino board)
utilizing the Arduino IDE.

The Arduino integrated development environment (IDE) is a cross-
platform application developed in Java, allowing programs to be written
in C or C++. This platform includes a software library and a code editor
equipped with features such as syntax highlighting brace matching, and
automatic indentation. The complete program is authored in C language
code, which can be easily uploaded to the board with a single click
of the upload button. Essentially, this work involves integrating the soft-
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Unit Instruction Response Output/Alarm
send by mobile | to the mobile | triggerring condition
Light State of light The light is
ON/OFF
Turn light ON Light is turned ON
Turn light OFF Light is turned OFF
Heat What is the The flam is
sensor | flam sensor? x °C
The flam If the flam is > y °C
is too high
Switches | Turn Devise The Devise
ON is ON/OFF
Turn Devise
OFF

Fig. 9. Results of the instructions and the response to and from the mobile station

ware (C language code) that interfaces with and implements the sensors,
GPRS module, and remote light management. Furthermore, the program
includes additional code to facilitate coordination among these compo-
nents, along with supplementary C-code beyond the individual codes pre-
viously mentioned.

Results

The objective of this paper is to implement a smart home (SH) system,
and this goal has been successfully achieved. The microcontroller unit
effectively responds to commands issued by the mobile phone, adapting
to the application’s requirements and activating an alarm in critical situ-
ations. Additionally, the application successfully facilitates the remote
management of electronic devices.
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Fig. 10. Screenshot of the mobile station managing the light
remotely
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Table shown in Fig. 9 presents the commands transmitted to the mi-
crocontroller from the mobile device, along with the corresponding out-
puts and responses from the microcontroller back to the mobile device.
It is evident from the Table that the commands are directed solely to the
lighting system and the temperature sensor, which operate in accordance
with the instructions received from the mobile phone.

Fig. 10 illustrates a screenshot depicting the management of electronic
devices, specifically the lighting system, via the mobile device.

As shown in Fig. 10, the microcontroller communicates with the mo-
bile phone through SMS, indicating whether the light is ON or OFF based
on the command (light state) sent from the mobile device. The light can be
toggled ON and OFF through SMS, and the responses to these commands
vary depending on the light’s status, as demonstrated in Fig. 10.

Conclusion

The objective of this paper was to develop a smart home system that
enables remote control of household electronic devices via a mobile
phone, as well as to receive notifications regarding unauthorized access
and movement in restricted areas. This objective was successfully accom-
plished. Control of the devices was facilitated through the transmission of
instructions via SMS, with alerts also being delivered in the same manner.
A Hall Effect proximity sensor was employed to detect unauthorized en-
try, while a passive infrared sensor was utilized to monitor movement in
restricted zones. Additionally, a temperature sensor functioned as a heat
detector, and an LED light was incorporated to demonstrate the manage-
ment of electronic devices. The Arduino Uno Board served as the micro-
controller, and the SIM900 GPRS/GSM module was utilized for commu-
nication between the microcontroller and the mobile device. Notably, the
mobile phone did not require any specialized applications or hardware;
any mobile phone capable of sending and receiving SMS could function
as a mobile station.
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BIKOPVICTAHHS MOBUTBHOI'O TEJIEGOHY
TSI AVICTAHLIIMTHOTO KEPYBAHHSI EJIEKTPOHHVMM
IMPVICTPOSIMM B CMICTEMI PO3YMHOI'O [IOMY

Beryn. TexHosorist «po3yMHUI [1iM» OXOIUTIOE HU3KY iHTeJIeKTyaIbHUX IIPUCTPOIB,
Opu3Ha4YeHUX IS BUKOPWUCTaHHs B JoMax. Lli IpucTpoi IpONOHYIOTH YMCIIeHHI
MOMUIMBOCTI 3MiHMUTM HaIl CIOCIO XUTTS B MartOyTHBOMY. TeXHOJIOTIS «pO3yMHIII
TliM» 3poOwrTa 3HaUYHWUY BHECOK y MiBUINeHHsS 0e3leKn Ta HaiHOCTI, a TaKOX
ITOTeHIIITHO 3MiHMIIa Halli IO/IeHH] 3BMUYKN. Y CydacHOMY CYCIiTbCTBi MOOiIbHI
TesiedpOHM CITyKaTb He JIVIIIe IS CIIUIKYBaHHS. 3 PO3BUTKOM TeXHOJIOTiN (PYHKIIiMHI
MOXJIMBOCTI MOOUTEHIIX TeJIedpOHIB PO3IIMPIOIOTHCS, III0 YMOMKIIMBITIOE IX BUKOPVUCTAHHS
IS pi3HMX 3a73a4 3 3aCTOCYBaHHSM BiAIIOBIIHIX IIporpaM. 3apas Ha pUHKY JOCTYIITH
HIVPOKMUII CHeKTp IIporpaM i amapaTHOTo 3abe3reueHHs], gKi MOXHa iHTerpyBaTu
0e3 HeOOXiTHOCTI IOHAIBIIIOrO BIOCKOHAJIEHHS HAsSBHMX CMapT@OHIB. 3aBHgKm
MiIKITIOUeHHIO 710 MepeXi MobinbHI TereoHM MOXYTh TOJIETTINTY KepyBaHHS
crcTeMaMy PO3YMHOIO JIOMY, Aal04l 3MOT'Y KOPUCTyBadaM KOHTPOJIIOBaTH IIPUCTPOL
Ta OTPMMYBaTV CHOBiIIIeHHs IIPO MOXINBY KPafiKKy ab0 HecaHKIiOHOBaHW JOCTYIL

MeTor0 11i€i CTaTTi € CTBOPEHHS CUCTEMIU «PO3YMHOTIO JOMY», dKa Ja€ 3MOIy
JIVICTAHIIIIHO KepyBaTy eJIeKTPOHHMMM HPUCTPOsIMM Ta HaJ/la€ CIOBIlleHHs PO
BTOpPrHEHHS ab0 IepeMiITieHHs B 30HaxX 0OMeXeHOro AOCTYITy. YITPaB/iHHS IIPUCTPOSIMIA
3IIVICHIOETLCS depe3 MOOUTRHI TerledpOHM 3 JTOTIOMOTOFO CITY KOV KOPOTKIMX ITOBiIOMIIEHD
(SMS), mpuuoMy CIIOBillIeHHS TaKOXX HaZCWIIAIOTCA K SMS-TIOBiIOMIIEHHS 3 IeTaJIb-
HOIO iHdOopMaIiielo Ipo i, 1m0 BifgOyBaroThCs OOy .

PesynpTaTi. Po3po0sieHo crcteMy «pO3yMHUI [iM», sIKa JTa€ 3MOTY JAMCTaHIIIHO
KepyBaTy ITOOYTOBMMV eJIEKTPOHHUMM IIPUCTPOSIMU 3 JIOTIOMOTOI0 MOOLITBHOTO
Testecpony. YIrpapsiHHS IIPUCTPOSIMI CITPOIIEHO 3aBAsAKM Ilepeadi iHCTPyKIint uepes
SMS, gx i meperiava 3B0POTHMX CITOBiITIeHb. [laTumk HaOmoKeHHs Ha edekTi XormTa
BUKOPVCTOBYBaBCs [IJIs1 BUSIBJIEHHsI HeCAaHKITiIOHOBAHOTO ITPOHMKHEHHS B IIPVIMIIIIeHHs],
a TacBHUI iH(payepBOHMIT JaTUYMK BUKOPUCTOBYBaBCS I MOHITOPUHLY PYyXy B
3aboponenmx 30Hax. KpiM Toro, maTumk temmeparypu yHKIIOHyBaB SIK IeTeKTOp
TelUla, a CBITJIONIONHMII iHAMKaTOp OysI0 BOYZOBAHO IS IEMOHCTpAIlil KepyBaHHS
eJ1IeKTpoHHMMYU TIpucTtposamm. Ilnara Arduino Uno cyrysajia MiKpOKOHTpPOJIEPOM, a
Momyits SIM900 GPRS / GSM BUKOPWMCTOBYBaBCs [171sI 3B’ SI3KY MiXK MiKpOKOHTPOJIEPOM
i MOOLIPHMM IIpUCTPOEM. 3ayBakiMO, III0 MOOUTEHMTI TerledpOH He BUMaras KOTHIX
crieltiajzizoBaHyXx IporpaMm abo alapaTHOTO 3a0e3IedeHHs; OyIb-sSKIiT MOOLUIbHII
Tes1edpOH, 3aTHMIT Ha/ICWIaTV Ta OTpUMYyBaTi SMS, Moke (PYHKITIOHYBaTH sIK MOOUIbHA
CTaHILis.

BucHoBKM. Po3pobrieHa cumcTeMa «pO3yMHUV JiM» ITPOIEMOHCTpPYBaa CBOO
edexTmBHICTE. byro mokasaHo, 1m0 6710k MiKpOKOHTpoJlepa ePeKTMBHO pearye Ha
KOoMaHIM MoOiIbHOrO TeedOHy, MimJIaIITOBYIOUNCH IIiff BUMOTY IPOTpaMi Ta
aKTMBYIOUM CUTHAI3alIi0 B KpUTUYHMX cuTyarisx. KpiM Toro, mporpama 3abesmedye
JVICTaHIIiVIHe KepyBaHH: eJIeKTPOHHVMU ITPUCTPOAMIL.

Karouo8i caoBa: posymmuii 0im, MobivHULl meseqhon, Oucmanyinite xkepybanHs, eAeKmpoHHi
npucmpot.
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