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Beryn. Creranorpadis — 1ie Hayka Mpo HETIOMITHE MpH-
XOBYBaHHS IOBiIOMJIEHb Y TUIIOBUX IJISl JAHOT'O CEepeno-
BHII]a KOHTEHHepax-HoCisX. BoHa Moke OyTH 3acTOCOBa-
Ha y BIACHKOBIiH ab0o KoMmepIiiiiHiil cepax, 30kpema, s
MIPUXOBAHOI Nepeiadi BaXJIMBUX TOKYMEHTIB, ITiIBHIIECH-
HS CEKPeTHOCTI 3ammu(poBaHUX IOBIAOMICHb, 3aXHUCTY
indopMmarii Bif 3MiH, opraHizamii MylTbTUMEHIMHUX 0a3
maHux Tomo. Pazom 3 THM cteraHorpadis mMoxe Oyth
BUKOPUCTAaHA 1 B 3JOBMUCHMX Linsax. Hampuxman, mis
TEPOPUCTUYHUX UM LIMWTYHCHKUX KOMYHIKAaLiid, MOIIU-
pEHHS HE3aKOHHHWX MarepialliB, MPHUXOBAHHSA MPOTrpam-
IIKiTHUKIB, BUKPAJICHHS KOMEPUIHHAX TAEMHHIIB 1 T. 1.

HeoOximHicTh TPOTHAIATA HETPABOBOMY 3aCTOCYBaH-
HIO cTeraHorpadidHUX METOJIB Ta MporpaM MpHBENa J0
OYpXJIMBOTO PO3BHTKY METOMIB CTEraHOaHANi3y — HAYKH
PO BUSIBJICHHS MPUXOBAaHUX MOBIJOMIIEHb y BiIKPHTHX
JDKepesiax Ta KaHaJlax.

[IpakTiuHa omiHKa e(QEeKTHBHOCTI METOAIB CTeraHo-
rpadii i creraHoaHalizy 3IIHCHIOETHCS Ha IeIKOMY Habo-
pi THIOBHX ITU(POBUX KOHTEHHEDPIB, SIK TO ayAi0CUTHAIH,
300paxxeHHs, BilleoKoHTeHHepr Tomo. [IpoTe oOrpyHTY-
BaHHS BHOOPY TOTO YH iHIIOTO TECTOBOTO HAaOOpy B Oara-
THOX HayKOBUX MyOJIiKALisAX 3aJIUILAETHCS 11032 TyKKAMH.
30KkpeMa, He iICHy€ €JMHUX HPaBHII YA METOAMKH (OpMY-
BaHHs BUXIZHOTO Ha0Opy KOHTEHHEPIB, 3 BUKOPHUCTAHHIM
SIKOTO OOYHCITIOIOTHCSI OI[IHKA TOYHOCTI ICHYIOUOTO,
BJOCKOHAJICHOTO YW HOBOTO METOJYy CTEraHOaHaji3y
300paxeHb. Pi3Hi migxoam 1o BHOOpY TecToBHX 300pa-
XKEHb MOXYTb CHPUYMHATH NPOOJIEMH IPH BiATBOPEHHI,
MOPIBHAHHI CTETAaHOAHAJTITHMYHHUX METOMIB, iX 3acrocy-
BaHHI /10 300pakeHb 3 IHIIMMU MapaMeTpamH i T. II.

Jlesiki AOCHITHUKH B CBOi po0OTax 3ayBaXKyHOTh, IO
TOYHICTh CTEraHOaHANII3y 3aJeKUTh BiJ JKepena Ta
napamerpiB 300paxenp [1, 2]. HeBpaxoByBaHHS LBOTO
¢dakTy, 30KpeMa, TArHe 3a CO0O0I0 MPOOJIeMY 3HMKEHHS
TOYHOCTI CTeraHOaHali3y MpH Mepexofi 3 1abopaTopii 10
peanbHOro cBiTY. TOX, 100 MaTu 3Mory nepeadoaduTy K
noseae cedbe TOM YW IHIIWI CTEraHOAHAITUYHUA METOJ
Ha 300paKeHHSAX IHIOMX PO3MIpiB, IHIIOTO CTENEHS
[JIAAKOCTI, TEKCTYpOBAHOCTI UM, HAINPUKIAJA, CTHCHYTHX
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3 IHIIMM KOeQILiEHTOM SKOCTi, MOTPiIOHO MOCTIIKYBaTH iICHYIOUI 3aJIeKHOCTI TOYHOCTI CTeraHOAHaJizy
BiJ mapameTpiB 300paxkeHb. Taki AOCHiIKEHHsS Ba)KJIWBI U NPaBUIIBHOTO 3aCTOCYBaHHS METOIIB Ha
MPaKTULI T2 KOPEKTHOI IHTEpIIpeTallii pe3yIbTaTiB CTEraHOaHANITHYHUX aTaK.

Cnocodou ¢opMyBaHHS TeCTOBHX HA0OPiB 300pakeHb. Y HayKOBIi JiTepaTypi B OCHOBHOMY BUKO-
PHUCTOBYETHCSI TPH BapiaHTH OTPUMAaHHS TECTOBUX 300paskeHb: 1) 3aranbHi («eTalloHHI») HaOOpH AaHUX,
2) 3aBaHTa)KCHHS 300paskeHb 13 pi3HUX iHTepHeT-IKepen, 3) hopMyBaHHsS HAOOPiB 300paskeHb 13 BIACHUX
apxiBiB. KoxkeH i3 BapiaHTiB Ma€ CBOi epeBaru Ta HeJIOJiKH.

3aranpHi HaOOpW naHuX (IrypyrooTh y pi3HUX 00JacTsx, 30kpeMa, nudposiii 00poOIli 300pakeHsb,
npobieMax IITYYHOTO 1HTENEKTy, KibepOesmeui. BoHH mal0Th MOXIMBICTH MEPEBIpPATH, MOPiBHIOBATH,
BIITBOPIOBATH Pi3HI METOAM Ta aJrOPUTMH, HIO CHPHUSE TPO30POCTi Ta HUTICHOCTI aKaJeMi4HUX IOCi-
JOKCHb. BUBYCHHS HayKOBUX MyOJIIKAIliil JO3BOJIMJIO BUAUIUTH PsII 3arajbHUX HAOOPIiB 300pakeHb, 110
3aCTOCOBYIOTBCS NP TOCIIKEHHI SIKOCTI THX Y 1HIIMX METOJIIB CTEraHOaHATi3Y.

1. ®ororanepest NRCS (Natural Resources Conservation Service) MiHicTepcTBa CilIbCbKOT'O TOCTIO-
napctBa CIIA (Pexum moctymy: https://photogallery.sc.egov.usda.gov/). Mictuts *.tif Ta *.jpeg xosaso-
POBi 300paXKeHHsI MOPIBHSAHO BeMUKUX po3MipiB (2100x1500 mikcenis, 2700x1800, 4288%2848 ta inmi).
Hanpuxian, y po6oti [3] Bukopucrano 3000 300paxeHp 3 Ii€i ramepei, ski mpUBEIAEHI 10 pO3MIpiB
640x418 Ta KOHBEpPTOBaHi y BinTiHKK ciporo. B po6orti [4], sik yacTuHa TecroBoro Habopy 3 5000 rpadi-
YHHUX KOHTEHHEepiB, 3acTocoBaHo 1543 300paxenHs, mo Oynu oOpi3aHi BiX LEHTPY IO PO3MIpiB
512x512 mikceniB. Y po6oti [5] Bukopucrano 1576 300paxens 3 NRCS (KOHBEpTOBaHHMX y BIATIHKH
ciporo) po3mipamu 2100x1500 mikceniB, sKi CKJIaJld OJMH i3 YOTHPHOX TECTOBHUX HAOOpIB, HA SKUX
JOCTIKYBAJIacs SKICTh 3aIPOIOHOBAHOTrO MeToay. B poborti [6] BukopucTano 3161 300pakeHHs PO3Mi-
pamu 2100x1500 mikceniB, kKokHe 3 HHX Oyno mojiieHe Ha 4 OKpeMi KOHTelHepu, TOOTO 3arajibHUN
TecToBUI Habip MicTUB 12644 300paskeHHst po3MipaMu 525%375 mikcenis.

2. ImageNet (Pexxum moctymy: http://image-net.org/) — 6a3a maHux 300pakeHb, IO CTBOPIOBAJIACS
JUTSL IOCITIDKEHHS aJITOPUTMIB TOIIYKY, 1HACKCallil, aHOTallii Ta oprasizaiii JaHux. BoHa MiCTUTh TTOHA
14 minpiioHiB *.jpeg 300paxkeHb, pO3AUICHHUX 32 OiblI Hi 20-TH THCAYaMU KaTeropiid. 300pakeHHs pi3-
HUX (MOPIBHSHO HEBEIMKHUX) PO3MIpPIiB Ta CTUCHYTI 3 Pi3HUMH KoedimieHTaMu skocTi. Y poboTi [7] BUKO-
pucTOBYBaJIOCS Tpu Habopu, chopMoBaHuxX Ha ocHOBI ImageNet — HaGip Ha 50 Tucs4y, 500 Thcsay Ta
5 MUIBHOHIB KOHTEHHEpIB. 300pakKeHHS OOMpaKMCs TaKMM YHUHOM, 1100 iX PO3Mipu IEPEBUIIYBaJIH
256x256 mikceliB, a MOTIM 0Opi3aJIMCA JO 3raJlaHuX PO3MIpiB, KOHBEPTYBAIKUCS Y BIATIHKHA CIPOrO Ta
MOBTOPHO CTHCKANHUCS 3 KoedimieHToM sikocTi 75. [nst opMyBaHHS O/IHI€T 3 KOHTPOIBHHUX BUOIPOK y [8]
BHUKOPUCTOBYBAJIOCS CTO THCSY BUTIIAJIKOBO 0OpaHuX 3 ImageNet 300pakeHb, KOHBEPTOBAHHUX Y BiTIHKH
ciporo Ta o00pizaHMX 10 po3MipiB 256x256. YV pobGoti [9] BuKOpHcTOBYBamacs Bepcis ImageNet
CLS-LOC, mio mictuth 1281167 300pakeHb, BiJCOPTOBaHMX 3a THCAYCIO Karteropii. KoxxHe 300paskeHHS,
CTOPOHHU SKOro OunbII 3a 256 mikceniB, o0Opi3aiocs 10 po3MipiB 256X256 Ta mepecTHCKalocs 3 Koe-
¢iniertoMm 75.

3. BOSSbase 1.01 (Pexwum pgoctymy: http://agents.fel.cvut.cz/boss/), Break Our Steganography
System — 6a3a, sika po3podiisaacs came IS J0CHiPKeHb e()eKTUBHOCTI METO/IIB CTEraHOAHAII3y Ta Mic-
taTh 1000 *.pgm 300pakeHs. 300paxkeHHs OyinM BiA3HATI y dpopmari RAW ciMoma pi3HHMHU Kamepamu,
MIEPETBOPEHI Y Cipi MOJYTOHOBI, 3MEHIIIEHI 3 BUKOPUCTAHHIM alropuTMy JlaHImona 3 BUKIIOYEHUM 3rIIa-
JUKYBaHHSIM TaKUM YHMHOM, 1100 MEHIIa CTOpPOHA cKiiaaana 512 mikceniB, a MOTIiM o0pi3aHi 10 po3MipiB
512x512. 1Is 6a3a Ta 1l moXimHi 3aCTOCOBYEThCS 4 He Haivacrtimie. Hampuknan, y podorax [10, 11]
BUKOpHCTOBYBajiacsi Bepcist BOSSbase 0.92, mo mictuts 9074 300paxkeHHs, a B [12] Ge3nocepeaHbo
BOSSbase 1.01. ¥V mocmimkensi [13] dirypyrors 300paxenss 3 BOSSbase 1.01, cTucHyTi 3 KoedirieH-
Tamu AKocTi 75 Ta 95. B po6ori [14] — 306paxenns 3 BOSSbase, nmepersopeni y dpopmar JPEG 3 50, 75
Ta 95 koedimieHTaMH SKOCTI, IS JSIKUX EKCIIEPUMEHTIB PO3Mip 300paskeHb OyJI0 3MEHIIEHO JI0
256x%256 mikceniB.
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4. MIRFickr (Pexxum noctymy: http://press.liacs.nl/mirflickr/). Icuye nBi 6a3u naHux 300pakeHb
MIRFlickr: MIRFlickr 1M, mo wmictuts 1 wminmeiioH *.jpeg 300pakeHp, Ta OUIbII paHHIN BapiaHT
MIRFlickr 25k, mo mictuth 25 THCA4. 300pakeHHs 3 ypaxyBaHHSIM iHACKCY IIKaBOCTi OyJIM 3aBaHTaXEHi
3 caiity corianpaux (oro Flickr, kymu ix momaBanm pi3Hi KopucTyBadi. 300paXKeHHS B I1iif 6a3i B OCHOB-
HOMY CTHCHYTI 3 Koe(imieHTOM sikocTi 96, ane € nesika KUTbKICTh 3 IHIMUMH Koe(illieHTaMu (HanpuKiIa,
92 ta 95 B MIRFlickr 25k). Po3mipu pi3Hi, anre ve nepeBunrytors 500x500 mikceniB (s MIRFlickr 25k
399x462 mikceni y cepeaabomy). Hampukian, y po6ori [15] BukopucroBysamocst 9000 BumaakoBo oopa-
HuX 300paxkeHs 3 6a3u MIRFlickr 25k, a B [16] — 1300 BumaakoBo o6panux 306paxens 3 MIRFlickr 1M.

Ta Bce x Taki HaOOpH MICTITh 300paXkeHHs 3 (IKCOBaHUMH TapamMeTpaMu Ta/abo 300pakeHHS
3 00MEeKeHO1 KiNBKOCTI JKepell, TOMYy OI[iHKH TOYHOCTI CTeraHOaHali3y, OTPUMaHi 3 IX BUKOPHCTAaHHSIM
BiJOOpakaloTh TiNBKM YAaCTHHY MOXXJIMBHX BUNAIKiB. KpiM Toro, He 3aBKAHM HasBHOI KiIBKOCTi 300pa-
’KEHb JIOCTaTHBO IS 3aIUIAaHOBAHMX EKCIEepHMEHTIB. Ta, SK MpaBmilo, «eTaJIOHHI» 300pa)kKeHHS MalOTh
MaJli po3MipH i He 3p0o3yMiNo sIK OyJie CHiBBIAHOCHTHUCS OTPHMaHa TOYHICTh 3 TOUHICTIO CTeTaHOAHAIi3y
OLITBIINX 32 PO3MiIpOM 300pakeHb, 0OCOOIMBO B YACTOTHiI 00MIacTi.

Binbim HaOMMOKEHUMHU 0 TPAKTHKHU € OIIHKH, OTPUMAaHi IUIIXOM 3aBaHTAXKEHHS BENHKOI KiJTBKOCTI
300paxeHp 3 yCiX KyTOUKiB Mepexi [HTepHeT, TOOTO MOTEHIIIHO pealbHUX KOHTeHHepiB. Tak, Hampwu-
Kian, B poboti [17] BukopucroByBaiocs 49678 300paxensb 3 mepexi [HrepHer. B poboti [16] oxpim
MIRFlickr 1M BukopuctoByBanucsi Takok 5000 300pakeHb ToBapiB 3 caiity https://www.amazon.cn
i 2,4 minplioHn 300paxkeHb, 3aBaHTaKEHHUX 3 BeO-caitty Flickr Ta 3a momoMororo mourykoBOi CHCTEMH
Google Images.

[Ilo6 BusBHTH icHyroui 3akoHOMipHOCTI B [18] 3 pi3HUX iHTepHeT-pecypciB Oyno 3i0paHo 6a3y
3 1,1 MinploHy yHiKaJIBHUX 300pa’keHb. 3a JOTIOMOT0I0 HUX aBTOPH JOCIIJUKYBaJIN €(eKTUBHICTh Pi3HUX
ICHYIOUMX Ha TOW Yac yHIBepCaJIbHUX METOJIB cTeranoaHaiizy. Tak sk poOorta BukoHyBanacs y 2006 po-
i, TO aTaKu 3JiMCHIOBAINCS Ha cTeraHorpadivyHi METOAH, SIKi HA ChOTOJHI BBAXKAIOTHCS HECTIMKUMU IO
MacCUBHOTO CTeraHoaHai3y, 30kpema Ha Outguess Ta F5. V po6oti [18] moka3aHo, 110 TOUHICTh CTETaHO-
aHaIizy pi3Ha s 300paxkeHp, Mo Oe3rmocepelHbO CTBOPeHi y hopmaTtax 0e3 BTpart ganux (*.bmp, *.pgm
TOIIO), Ta TUX, IO CTBOpPeHi y ¢opmari *.jpeg, a MOTIM KOHBEPTOBaHi 70 oaHOro 3 opmMaTiB Oe3 BTparT.
Ta GaraTo muTaHp i3 HBOTO JOCIIDKEHHS HOrO aBTOPH 3aJUILIIIIN JUII Maiil0yTHHOTO, 30KpeMa IIe 3aJIexk-
HICTh TOYHOCTI CTeraHOaHaJIi3y BiJl pO3MIpiB KOHTEHHEpA.

Henonikom BapiaHTy 3aBaHTaX€HHS 300pa)KeHb 13 PI3HUX iHTEPHET-IHKEPEIN € B MEepILy Yepry HEKOH-
TpoJibOBaHa 00poOKa, TOOTO HEBIZIOMO SIKUM MpPOIEeIypam, IO 3MIHIOIOTh MPUPOJHIO CTATHCTHKY, BOHU
MiUIATaNd, Tepel] TUM SK MOTPaluTh B Mepexy. He MokHA TakoXX BiIKHIATH IMOBIPHICTH, IO JEAKi
3 HUX BXKE MICTATh MPUXOBaHi cTeraHorpadivHIMy METOIaMH Ta€MHI MOBiJOMJICHHS a00 U(pPOBI BOSHI
3HAKU JUIS 3aXUCTY aBTOPChKUX mpaB. Came 100 3amo0irT BKa3aHUM HENO0JIiKaM HayKOBIIl 3BEPTalOThCA
JI0 CAMOCTIHHOTO (POPMYBaHHS TECTOBHMX HAOOPIB 300payKeHb 3I1IHO 3 MOTPpeOaMK JOCIIKESHHS.

Onuc crapToBuUX yMOB cTeranoanafiizy. Omke, Mera J1aHOi poOOTH — JOCIiIKEHHS BIUIMBY Iapa-
METpIB Ta BMICTY 300pakeHb Ha TOYHICTH IX cTeranoaHaiizy. lle MoxkHa 3MIHCHUTH HUISXOM MPOBEICHHS
Cepiil eKCIepUMEHTIB, Y SKHX OJHAKOBI BCi MapaMeTpH, OKpiM OJHOTO (IOCTiIKyBaHOTO). BHCHOBKH
PO HASBHICTHh YM BIJICYTHICTh 3aKOHOMIpHOCTEH OyayTh BHBEJCHI 3a pe3yibTaTaMy aHami3y MOBEIIHKH
MOKa3HHUKIB TOYHOCTI 38 YMOB 3MiHHM JOCIiPKyBaHOTO MapaMeTpy.

Cepen HasBHUX (popMmaTiB koHTelHepiB Oyino obpano JPEG, 3Baxkaroun Ha #ioro Ouiblny mommwmpe-
HICTh Y KOMIT'IOTEPHHX CHCTEMax Ta Mepexax y MopiBHiHHI 3 (opmaramu Oe3 BTpaT. 3 BHUILE3raJaHUX
3aranpHUX HaOopiB BuOip 3ynuHeHo Ha MIRFlickr 25k. B nanomy BUMajxy kepyBasucs MO-TIEpIIe THM,
IO 1I€ KOJbOPOBi 300pakeHHs, a caMe Taki B OibIIil Mipi BUKOPHCTOBYIOTHCS Y pealIbHUX 3aCTOCYBaH-
HSIX, a MO-JIpyre, MPOCTOTO0 X 3aBaHTaXkeHHs (0J1H apxiB Ha 2.85 I'0).
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o6 3adikcyBaTu OJHAKOBI TapaMeTpHu KOHTEHHepiB, Oyio 3aificneHo anamni3 Habopy MIRFlickr 25k
Ta BiIOpaKOBYBaHHS 300payKeHb, KOEPIIIEHT IKOCTI SKUX HE piBHUHN 96, a MOTIM THX, X049 OJTHA 31 CTOPIH
sskux MeHma 3a 320 mikceniB. Bei 3anuieHi 300paykeHHS MUIIXOM 00pi3yBaHHS BiJl IIGHTPY OyJIM MpHBe-
neHi go posmipiB 320x320 mikcemiB. [lami, mjo6 MaTH MOXIIMBICTH BiJICTIIKYBaTH BIUIMB BMICTY, Bif
SIKOTO HANpsIMY 3aJI€KUTh KUIbKICTh MPUAATHUX JUIsl BKpaIUleHHS KOe(illieHTiB TUCKPETHOTO KOCHHYCHO-
ro niepetBopenus (JIKII), 300paxeHHs], 1110 3aTUIIMINCS, OyJIH 3rPYIOBaHi y TpU CyOHAO0OpH 3a KiIbKiCTIO
npunataux koegimientis: MIRFlickr-min, MIRFlickr-midi Ta MIRFlickr-max. J{ns piBHOI KinbKoCTi
B KOXXKHOMY HuX 3anmimeHo mo 7000 300pakeHs. THNOBI MpeACTaBHUKH JaHUX CyOHaOOpiB moKa3zaHi
Ha puc. 1.

PUC. 1. Tunosi npexncrasuuku: a — MIRFlickr-min, 6 — MIRFlickr-midi, 8 — MIRFlickr-max

Posmipu Buxignux 300paxens MIRFlickr 25k HemocTaTHi sl TOCIPKEHHS BIUIMBY PO3MIpiB KOH-
TeHEepiB Ha TOYHICTH iX cTeraHoaHamizy (HaitOuremm 300pakenHs — 500x500 mikceniB i ix 870 y 0as3i,
IHII MEHI, a HaiiMeHie — 256%192 mikcenst). ToMy Ha OCHOBI BjacHMX (pOTOApPXiBIB CTBOPEHO J10/1AT-
koBuil TecroBuit Habip OWNSET95 3 7000 xombopoBux 300paxenp po3mipamu 1200x1600 mikcenis,
oTpuMaHKX 3 moHaj 10 aKepen Ta CTUCHEHUX 3 KoeillieHTOM sIKOoCTi 95.

HacrtymHu#i miaroToBunii Kpok mojsirae y CTBOPEHHI HaOOpiB creraHo3oOpaxenb. Ha mpomy kporri
MOJKJIUBE 3aCTOCYBAaHHS JCKIJIbKOX MIAXO0JIIB /0 BU3HAYCHHS JIOBKUHHU PUXOBAHUX MTOBIOMIICHD.

1. BukopucTaHHs MOBiIOMIICHb CTanoi JOBXHHHA. TOOTO KOJNM PO3Mip MOBIJOMIIEHHS OAHAKOBHM
JUISL BCIX TECTOBHX KOHTEUHEPIB.

2. BukopucTaHHS MOBiZOMIIEHB, PO3MIp SKHX CKJIaJa€ MEBHUHM BiJCOTOK BiJ po3Mipy 300pa>KeHHS-
KOHTeIHepa.

3. BuxopucTaHHS MOBiIOMJIEHb, PO3MIpP SKHX CKJIaJa€ MEBHUH BiJCOTOK BiJl KUJIBKOCTI MPUAATHUX
Jutst BkparieHHs koedimientis JIKII 300paxeHHs..

Cepen 1ux TppoX 0OpaHO OCTaHHIN MiJXiJ, OCKIIBKH BiH TapaHTy€e PiBHUI BiICOTOK 3MiH JJIS BCIiX
300pakeHb HE3aIeKHO BiJI PO3MIpIB Ta BMICTY.

Creranorpadiunuii Metoq, sikuit Oyae ninto ataku, — J-UNIWARD [19], — oaun 3 Haiibinbmn Gesme-
YHMX Ha ChOrojHi. JIyis CTBOpeHHs cTeraHo300pakeHb BukopuctoByBaBcs J-UNIWARD 3 50 % naBaH-
TaXeHHSAM Ha npuaatHi st npuxoByBaHHS JKII xoedimientn, To6T0 He DC (mocrtiiiHa cknagoBa)
Ta HE HYJIBOBI.
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[Nonmanpimmii cTeraHoaHai3 3A1MCHIOBABCS 32 YHIBEPCATBHOI CXEMOI0 3 HaBUaHHSIM Ta KIacHQpiKaIli-
€0 Ha 0a3l aHcamOieBoro kiacugikaTopa 3 JiHiiHUM nuckpuMinantom Pimepa [20]. [eranpHime 1
cxema onucana y po6ori [21]. J{nst oTpuMaHHS XapaKTEpUCTUYHUX BEKTOPiB 300paKeHb 3aCTOCOBYBAUCS
nBi uytnusi 10 J-UNIWARD Bucokopo3mipHi cTaTHCTHYHI MOZETII.

1. GFR — Moaens XapakTepHCTUUYHUX BEKTOPIB, MOOYJOBaHUX SIK TiCTOTPaMy KBAaHTOBAHUX 3aJIHIL-
KiB, OTPUMaHUX 3 BUKOPUCTaHHSM IBOBUMIpHHUX QinbTpiB ['abopa (Gabor Filter Residual). 2D-¢dinstpu
I'abopa omucyioTh OCOONMBOCTI TEKCTYpH 300paKeHHS 3 MO3MLIH Pi3HMX MaclITabiB Ta Opi€HTaIiil.
Mopenp 3anporonoBana B [22]. BoHa po3paxoByeTbcs AJisi MPOCTOPOBOTO TMpenctaBieHHs. CrioyaTtky
300paskeHHsI JEKOMIIPECYETbcs 0e3 3a0KpYIJIeHHsl 3HaueHb. | eHepyeThCsl TBOBUMIpHUN OaHK (inbTpiB
T'abopa, o BkiIr0Yae GinbTpu 3 aBodasuum 3mimenusm (¢ =0, 7) , yotupma macmradbamu (o =0.5, 0.75,

1, 1.25) Ta 32-ma opienrauismu (0=0,7/32,...31n/32). dani po3nakoBaHe 300paKe€HHsI 3TOPTAETHCS

3 8x8 2D-¢insrpom ['abopa G®°°, 106 orpumary 3ammukose 306paxenns U *%° . Bixnosigto 1o dasu

. . 0 .
(a,b), 0<a,b<73ammmuku noxinstorscs Ha 64 migMuoxuan Uy, 1011 KOXKHOI 3 IKMX 00YHCITIOIOTHCS

ricrorpamu
ho () = quwéﬁf*’[% (ul/a)=r],

ne Qp — KBaHTyBad4 3 LIOYHMCEIBHUMH LIEHTPOIiIaMU {0,1,...T} ,  — KpOK KBaHTyBaHHA, a [P] — myxxa

IBepcona, mo gopisatoe 0, konu TBepmkeHHs P xubHe, 1 1, komu P icturHe. 3aBasku cuMeTpii oTpuMaHi

64 ricrorpamu h;"f’e 37MBAIOTBCS JI0 25-TH: pa3oM CKJIJal0ThCs TICTOrpamu, iHAekcu sikux (a,b),

(a,8—b), 8—a,b), 8—a,8—b), 3a ymoBM WO 1[I [OKA3HMKKA 3AIUIIAIOTECS Yy  MEXax

{0,1,...7} X {0,1,...7} . IToTim 25 ricrorpam 3’€JHYIOTBCS B TiCTOrpamy h®c:0 3aITUIIKY U®°® Ticror-

¢,0,m—0 ¢,0,0

pamu h ta h 00’ €IHYIOTBCS 3T1THO CUMETPHUYHHUM OpieHTallisiM. HaocTaHOK pe3ynbTyrodi Tic-

TOTPaMH CTAIOTh €JIEMEHTAMHU XapaKTEPUCTHYHOTO BEKTOPA.

2. DCTR — mozens xapaktepuctiuunnx BekTopiB i3 JKII 3ammmikiB (Discrete Cosine Transform

Residual), mo BpaxoBye ¢as3u. Byma samporonoBana y poOoti [23] i Takox OymyeTscst IS Tpo-

CTOPOBOI'O TpEJCTaBICHHS. EjeMeHTH XapaKTepUCTUYHHUX BEKTOPIB y JaHid MOJeNi — Iie TiCTorpamu
3aJIMIIKIB, OTPUMaHI 3 BUKOpHCTaHHSAM 0a30BuX mabsonis JIKII, 1110 MaroTh BUIIIST

(o _ W, W, cos nk(2m+1) cos nl(2n +1), " :i

4 16 16 NA

Jis CTBOpPEHHSI XapaKTEPUCTUYHUX BEKTOPIB MOTPIOHO 0OUMCIUTH 64 3rOPTKH PO3MAKOBAHOTO B
MIPOCTOPOBY 30HY 0e3 3a0kpyriieHHs a0 1inux uncena JPEG 300paxenns 3 64 sapamu 8x8 ta copmyBaTu
HOPMaJTi30BaHi TiCTOrpaMu, aHAJIOTIYHI THUM, 110 OIMHKCAHI JJIs MMONEePEAHBOI MOEII. 3 METOI0 MTOAaIbIIIOT
KOMITaKTH3aIlil BEKTOPIB BUKOPHCTOBYETHCSI CUMETPIs MIAOIOHIB — ricTorpaMu 00’ €THYIOTHCS 32 TUM XKe
npuHIMIOM, 1o i y Moneni GFR. 3aranbHa po3MipHICTh CHMETPH30BAHOTO XapaKTEPHCTHYHOTO BEKTOPA
CTaHOBHUTH 64%X(36/4+24/2+4)x(T+1) = 1600x(T+1). Sk KOMIpOMic MiK IIBHAKOTIEI Ta TOYHICTIO
MIPOTIOHYETHCA BUKOPUCTOBYBATH | = 4.

3ayBaXMMO, 1110 Ii MOJEJI 3aTHI 3 BUCOKOI TOYHICTIO BUSBJSATH CTeraHOrpadiuyHi MpUXOBYBaHHS
3a PI3HUMHU BapiaHTaM{ METOJy HalMEHIIOro 3Haudymoro OiTy, Mpo IO, 30KpeMa, CBiYaTh pe3yJIbTaTH
nocmimkens [21, 24], ta e kpamum Budopom mis aerektyBanas J-UNIWARD y mopiBHsHHI 31 cTaTu-
CTUYHUMH MOJICIISIMH, 110 OYIYIOThCS Y 4aCTOTHIHN 30H1 [21].

Bnuine BMicTy 300pa:keHb Ha TO4YHiCTH iX cTeraHoananidy. Ha meprmomy erami ekcriepuMeHTIB
BUMaakoBo oopani 6000 myctux ta mapHi im 6000 crerano3zo0pakenb koxHoro Habopy MIRFlickr-min,
MIRFIlickr-midi tTa MIRFlickr-max mo uep3i BUKOpUCTOBYBAJIMCS JUIsi HABYAHHS BiAMOBITHOTO Kiacui-

, W =1(k>0), 0<m,n<7.
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karopa, a 1000 myctux ta 1000 3amoBHEHHX, MO 3ATWIIMINCS, — JJIS KOHTpOIIO TogHOCTi. KpiMm Toro
Oy 37iliCHEeHI BCl MOXKIIMBI cepii mepeXpecHX TECTiB — KO Kiach(ikaTop HaBYaBCS Ha KOHTEHHEpax
onHOTO cyOHabo0py, a MOoTiM KiacudikyBaB KOHTeHepH iHIIOro. Cepist TyT Ta B MOAANBIIOMY CKIIAA€Th-
cs1 3 10 ekciepuMeHTIB, KOXXHUH 13 SKUX BIIPI3HAETHCS BiJl IHITUX TUTBKW CTApPTOBUM YHCJIOM reHepaTopa
BHITQJIKOBUX YHCEN, MO 1HIIiI0€ MO 300pakeHb Ha HaBYAIIbHY Ta KOHTPOJIBbHY BHOIpKH. Pesynbryioda
OIliHKa TOYHOCTI — 11 cepenHe 3HaueHHs B cepii. KpiM Toro mns koxkHOT cepii Oy/e 3a3HavaTHCS TaKOXK
CepeqHbO KBaJIpaTHYHE BIAXWJICHHS TOYHOCTI (B Ay)KKaX IICIS CEpeTHbOTO 3Ha4eHHs). TOo4HICTH cTera-
HOaHaJi3y, OTpUMaHa Ha I[bOMY €Talli, HaBe/eHa y Taoui. 1.

3ayBaxXuMo, 110 3MEHIIIEHHS HaBYaJIbHOI BUOIPKH Ta, BIAOBIIHO, 301BIIEHHS KOHTPOIBHOI Y MeXax
TECTOBUX HAOOpIiB TATHE 3a 0000 3MEHIIEHHS CEpeIHBOI TOYHOCTI Ta CEPeIHbOKBAAPATHIHOTO BiI-
xmrenHs. [loxin 6000:1000 3mificHeHO 3 OMNIAMy Ha TPArHEHHS MaKCUMAIIBHO IPOSBHUTH UYTIUBICTH
MOJIEeTIEH 10 CTETaHOIePETBOPEHHS 300paKeHb 13 3alaHUMH TTapaMeTpaMHy Ta He BUHTH 3a MeXi BiICOTKY
B CEPEHFOMY BiJIXWIICHHI.

TABJIWLIA 1. TounicTs cTeraHoanaiizy npu GopMyBaHHI HaBUAIBHOI Ta KOHTPOJIBHOT BUOIPOK
3 ypaxyBaHHSAM BMiCTy 300pa’keHb

Hapuanns: MIRFlickr-min MIRFlickr-midi MIRFlickr-max
KoHTposs:
Mogens GFR
MIRFIlickr-min 70.4 (0.7) 68.8 (0.3) 62.9 (0.8)
MIRFlickr-midi 60.3 (0.6) 62.5 (0.5) 60.1 (0.7)
MIRFlickr-max 52.0 (0.4) 55.9 (0.3) 56.0 (0.7)
Mognens DCTR
MIRFlickr-min 68.5 (0.6) 66.9 (0.7) 62.8 (0.4)
MIRFlickr-midi 60.2 (0.5) 63.9 (0.8) 63.2 (0.8)
MIRFlickr-max 53.5(0.7) 59.6 (0.7) 63.3(0.8)

3 yncenbHUX OIIHOK Tal0I. 1 BiCTEKY€ETHCS Bl 3aKOHOMIPHOCTI.

1. TouHicTh Kpara TOAl, KOJIU JUIsI HABYAHHS Ta KOHTPOJIIO BUKOPHCTOBYIOTHCS 300pa)KEeHHS 3 OHO-
ro cyoHabopy. Tak sk cTeraHOaHAITHK 3aBXKIH MOXE OI[IHUTH Y JTOCIPKYBAHOMY 300payKeHH1 KilbKiCTh
npunatHux ais npuxoByBaHHsS JIKII koedinieHTiB, ypaxyBaHHS 1€l 3aKOHOMIPHOCTI J03BOJHTH MOKpPa-
IIMTH TOYHICTh CTEraHOAHANI3y IUIIXOM BHKOPUCTAaHHA KiacHu(ikaTopa, HABYEHOTO Ha 300paKeHHSX 3
nonioHoo KinbKicTio npuaatHux JIKII koedimieHTiB, SKi KOHTPOIHLOBAHO ITYCTi 200 3aIIOBHEHI.

2. Kpame 3a iHmi BusBISAtOTECA 300paxkeHHS 3 cyOoHabopy MIRFlickr-min, ski MaroTh BiTHOCHO
HEBEJIMKY KibKicTh npuaaTHux 1i1st npuxoByBanHs JKII koedimienTis. LlikaBo, 1m0 crerano300paxeHHs,
cpopmoBani 3 MIRFlickr-min, micTaTe HAMKOPOTIIi MOBIOMIICHHS Ta, HE3Ba)KAlO4X Ha 1I€, BOHU BUSB-
JSI0ThCA 3 HAMKpAIOI0 TOYHICTIO. A 3 HAMriplIO0 TOYHICTIO BHSIBISIOTHCS HAMJOBIII MOBIIOMJICHHS,
IO MICTATBCS B CTEraHO300paxeHHsX i3 cyonabopy MIRFlickr-max.

Takox 3 maHWX Ii€i TaOnHIi MOXHa 3pOOUTH HACTYIHE CIIOCTEPEXCHHS: 300pakeHHs 3 Habopy
MIRFIlickr-min Touninie knacugikyroThcs 3a XapakTepucTHYHUME BekTopamu Moiesti GFR, BogHOowac sik
HaoopiB MIRFlickr-midi Ta MIRFlickr-max — momeni DCTR.

Hpyra 3akoHOMIipHICTH OyJia 10JATKOBO AOCIHiKEHA AJs BUMAIKY, KOJIM HaBUaHHS KiacHdikaTopa
3IIHCHIOETBCS Oe3 ypaxyBaHHS KiNBKOCTI mpuaatHux KoedinieHTtiB. Tobto knacudikarop OyB HaBUECHUIT
Ha 6000 myctux Ta 6000 creraHO300pa’keHHSAX, BUMAJKOBUM YHHOM OOpaHMX 3 YCiX TpbOX CyOHaOOpiB
Ta BiAmoBigaroymx iM creranoHabopis (mo 2000 3 koxxHOTO). /111 KOHTPOJIIO BUKOPUCTOBYBAJIMCS TUIBKU
MyCTi Ta CTeraHo300pa)KeHHs1 OJHOTO 3 CyOHA0O0PiB, sKi paHille He Oyau oOpaHi A HaBYaHHA. Pe3ynbra-
TU HaBeJICHI y TaoI. 2.
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Lli TecTn miaTBepaWIHM APYTY 3aKOHOMIpHICTH. Takox Oaummo, IO 3araipHUil KiacudikaTop maB
TipIITy TOYHICTH, aHIX TOH, 0 BPaxOBYe€ KiTbKICTh MPUAATHUX KOe(DIimi€HTIB.

OTprMaHa TOYHICTH CBIAYUTH PO UYTIUBICTh PO3TIIHYTHX Moxener no J-UNIWARD, ane BoHa He-
JIOCTAaTHRO BHUCOKA, MO0 MOXHA OYyJI0 BECTH MOBY PO JOUUIBHICTh BUKOPUCTAHHS 3a3HAYCHUX MOJeIei
Ta TIapaMeTpiB CTeraHoa”amizy Ha mpakTwmi. OAWH 3 NUIIXIB MOKPAIIeHHs] TOYHOCTI (110 MeBHOI Mexi) —
e 30UTBIIEHHS KITBKOCTI KOHTEWHEpPIB Ui HaBUaHHS Kiacudikaropa. B manomy Bumaaxky B oMy
maemo 21000 myctux Ta 21000 3amoBHEHNX KOHTEWHEPIB, 3 akuX 1o 1000 THX Ta IHIIHMX 3aJTUIIAEMO IS
KOHTPOJIO. 3a YMOBM BHUKOPHCTaHHS 3arajibHOro KiacugikaTopa, mo Oy/e BUYMTHCA HA BCIiX HAaSBHHUX
KOHTeHepax, KpiM BHITAKOBO OOpaHMX 3 MEBHOTO KJIACY KOHTPOIBHUX, MAKCHUMaJIbHA KUTBKICTH 300pa-
*eHb 11t HaByaHHs — 11e 40000. TounicTh, 0OUHCIIeHa 32 11i€1 YMOBH, HaBe/IeHa y Ta0uI. 3.

bauumo, mo MOpiBHAHO 3 JaHWMH TaOl. 2 TOYHICTH 3pOCiia, MPOTE MO0 JOCHITUTH MEXY IBOTO
3pOCTaHHs MOTPiOHI BXXE JOJATKOBI 300paK€HHsI 3 TAKUMH K ITapaMeTpaMu Ta JIOCHTH 3HAYHI OOYHCITIO-
BaJIbHI PECYpCH, TOMY JIaHE MUTAHHS 3AJTUIIUTHCS 32 pAMKaMH POOOTH.

TABJIWLIA 2. TounicTh cTeraHoaHamizy 300pa)eHs 3 pi3HUX CyOHAOOpPIiB MPH YMOBI BUKOPUCTAHHS
OJIHOTO 3araJIbHOTO Kiacudikaropa

MIRFlickr-min | MIRFlickr-midi | MIRFlickr-max
Monens GFR
69.6(0.9) | 622(04) | 56.0 (0.5)
Mognens DCTR
68.3(08) | 632(08) | 60.3 (L.0)

TABJIMIIA 3. TouHicTh cTeraHoaHaNi3y 300paXkeHb 3 Pi3HUX CyOHaOOPiB NpHU 301MbIIEHH] KiTBKOCTI KOHTEHHEPIB
y HaBYaJIbHI BUOIpII

MIRFlickr-min | MIRFlickr-midi | MIRFlickr-max
Mopnens GFR
70.5 (0.7) | 62.8 (0.7) | 56.4 (0.5)
Mopnens DCTR
69.9 (0.7) | 64.7 (0.6) | 62.5 (0.7)

BnuiuB koedinienTa skocTi 300paxkeHb Ha TOYHICTH iX cTeranoaHnasisy. [Ipu po3mirieHHi 300pa-
KEeHb y BeO-(hoToranepesx 4n Ha iHIINX iHTEPHET-pecypcax, sk IPaBuIIo, iX ONTHMI3YIOTh 3TiHO IIEBHUM
npaBuiiaM. 30KpeMa € OOMEKEHHs Ha 00csT (ailyliB: YMM BiH MEHIIMA, TUM Kpailie (IpoTe SKICTh 300pa-
JKEHHS Ma€ 3aJMIIaTUCs NpUiHATHOW). Konu cToiTh 3a7aua 3ajMIIMTH PO3MIpH 300paxkeHHst 0e3 3MiH,
JUIsL 3MEHIIIEHHsT 00cATY (aiiyia 3aCTOCOBYIOTh CTHCHEHHS 3 MEHIIMMHU Koedilientamu. ToMy BapTo Joc-
JIJUTH SIK 3MEHILIEHHS KOe(il[ieHTa AKOCTI BIUIMHE Ha Pe3yJbTaTH CTeraHoanaiizy. /s nporo 0yiio B3sSTO
Tpu BuximHi cyorna6opu MIRFIlickr ta Ha ix ocHOBI copMOBaHO HAOOPH MOPOXKHIX KOHTEHHEPIB, CTUC-
HEHHX 3 KoeQillieHTaMH SKOCTi BiJl 55 10 95 3 KpokoM 5 (CTHCHEHHS 3/1HCHIOBAIOCS 3 BUKOPUCTAHHIM
nporpamu IrfanView — nommpenoro rpadivyHoro mneperisjada Ta perakropa). B 1i HOBI MOpOXKHI KOH-
TeHEpH BKPAIUISJIMCS IOBIIOMIICHHS, TOOTO CTBOPIOBAIMCS BIIIOBIIHI cTeraHOHAOOpH. A maji 3iic-
HIOBaBCSI CTeraHOAHaJIi3 3 THMH JK [apaMeTpaMH, 10 B MepIii cepil ekcriepuMeHTiB (CyOHaOopy HaBYaH-
Hs Ta KoHTpouto cmiBrmagaiu, 6000+6000 kouteitnepis s HaBdanusg, 1000+1000 — i KOHTPOIIHO).
PesynbraTtu 1aHOTO IOCIIHKEHHS HABEACHI y Ta0I. 4.

3 paHux 1riel Tabuuil 0auyuMMo, IO 31 3MEHIICHHSIM KoedillieHTa SKOCTI, TOYHICTh CTEraHOaHai3y
3pocrae. s waoopie MIRFlickr-midi Ta MIRFlickr-max crtucHenux 3 koedimieHramu 95 (tabm. 4)
1 96 (tabn. 1 —3) nepesary B TouHOocTi Mae mojens DCTR, juis BeiX iHIIMX BHUMAAKIB TOYHICTH Kpalia
nipu BuKopucranui mojeni GFR.
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Takox Oynu MpoBeNEHI MepeXPecHi TECTH, B SKUH Kiacu(ikaTop HaBUABCS Ha 300paXKCHHSIX, CTHC-
HEHHX 3 OJHUM K0e(illi€HTOM SIKOCTi, a TTOTIM BUKOPHCTOBYBABCS I Kiacudikarii 300paxeHb 3 1HIINM
KoedilieHToM. Pe3ynbraTi uX TECTIB MOKa3aliv, M0 KOJIHU KOE(IliEHTH SKOCTI 300pakeHb HaBYAIBHOI
Ta KOHTPOJIbHOI BHOIPOK HE CHIBMAJar0Th, TOYHICTH CTEraHOAHANII3y CYTTEBO MOTIpPIIYETHCS, MPH YOMY
B JICSKUX BHUIAJKaX KIacU(pikaTOp CTae MOBHICTIO HEUYTTEBUM (TOUHICTH ~ 50 %). Takox y AeIKHx eKc-
MEPUMEHTaX CHOCTepiraiaocs 30UIbIIEHHS CEPEeAHbOKBAAPATUYHOTO BiIXWUJICHHS, TOOTO MOTipIIyBagacs
CcTaOULIBLHICTE OLIHOK TOYHOCTI.

TABJINILIA 4. TouHicTb cTeraHOaHaNi3y 300pa’keHb, CTUCHEHHX 3 PI3HUM KOe(illi€HTOM SIKOCTI

Koeimient
ArocTt: 55 65 75 85 95
Cy0OHa0ip:
Mogens GFR
MIRFlickr-min 91.6 (0.6) 90.1 (0.5) 88.8 (0.7) 84.3 (0.6) 71.3 (1.0)
MIRFlickr-midi 89.5 (0.6) 87.9 (0.9) 86.4 (0.7) 79.2 (0.8) 63.7 (0.6)
MIRFIlickr-max 85.9 (0.8) 83.1(0.9) 78.7 (0.9) 74.3 (0.8) 58.2 (0.6)
Mogems DCTR
MIRFlickr-min 87.0 (0.6) 85.5(0.7) 83.6 (0.7) 79.3 (1.0) 70.3 (0.5)
MIRFlickr-midi 83.7 (0.6) 81.5 (0.6) 78.8 (0.6) 72.2 (0.6) 64.1 (0.3)
MIRFIlickr-max 78.0 (0.7) 74.6 (0.9) 69.1 (0.9) 65.2 (0.5) 62.9 (0.9)

Sxmio x ¢dopMmyBaTH 3araibHy HaByYallbHY BHUOIpKY, IO MICTHTh Tapu KOHTEWHEpiB i3 Bcima
JOCHIDKYBAaHUMHU KOE(Il[iEHTAMA CTUCHEHHS, aHCaMONEeBHH KIacU(piKaTOp 3aIMIIAETHCS YYTTEBUM,
MpoTe WOro TOYHICTH MOTipHIyeEThCs. SIK MPUKIAA 1OTO, Yy Tabd. 5 HaBeJIEHO TOYHICTh CTEraHOAHANI3Y,
OTpHMaHy 3 BHUKOPUCTAaHHSIM 3araJbHOro Kiacudikaropa, mo HaBueHui Ha 6000 map KOHTeWHepiB,
JIe KOJKHA TUCSYa Map KOHTEHHEPiB Mae cBil koedilieHT skocTi: 96, 95, 85, 75, 65 abo 55. Takox 3a3Ha-
YUMO, 1[0 Y KoMOiHaIlii 3 3arajibHuM Kiacudikaropom Mmoneidb GFR mokazana kpamii pesyiabTatw,

Hixx DCTR.

TABJIMIIA 5. TounicTb cTeraHoaHanizy 300paskeHb, CTUCHEHHX 3 Pi3HUM Koe(illi€eHTOM SIKOCTI,
TP YMOBI BUKOPHUCTaHHS OJHOTO 3araJbHOTO KIacu(ikaTtopa

Koedimient
ARoeTL: 55 65 75 85 95 96
Cy0Hnaoip:
Monens GFR
MIRFIlickr-min 89.6 (0.7) | 88.9(0.6) | 87.4(0.9) | 82.7(0.9) | 67.93(0.8) | 65.9(1.0)
MIRFIlickr-midi 88.4(0.5) | 86.6(0.7) | 84.6(0.7) | 78.7(0.5) | 62.7(0.7) | 61.4(0.6)
MIRFIlickr-max 84.2(1.0) | 81.9(1.1) | 77.2(0.7) | 73.0(0.6) | 57.2(0.5) | 55.6(0.4)
Mogaens DCTR

MIRFIlickr-min 85.3(0.6) | 83.6(0.7) | 82.0(0.6) | 77.8(0.9) | 65.4(0.8) | 63.6(0.6)
MIRFIlickr-midi 83.2(0.7) | 80.7(0.5) | 77.3(0.8) | 71.8(0.6) | 59.6 (0.6) | 59.0(0.7)
MIRFIlickr-max 76.6 (0.9) | 73.9(0.7) | 68.6(0.5) | 65.2(0.9) | 55.8(0.8) | 55.6(0.5)
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Bnuiue po3mipiB 300paieHs Ha TOUYHICTH iX creraHoaHajidy. CTeraHoaHaJiTHK HE MOXe OyTH
BIIEBHEHUM, IO jpeg-300paskeHHsI 10 HOr0 MOKJIMBOTO BUKOPHCTAHHS SIK CTEraHOrpagivHOro KOHTEHHe-
pa He misrano sKikck 00poOii, 30KpeMa TaAKUM TUIIOBHM OIIEpallisiM, K 00pi3yBaHHS, MacIITaOyBaHHS,
MepecTUCHeHHs Tomo. Tak sk xapakrepucTuyHi BekTopu B 000x mozensx GFR ta DCTR OyayroTscs
3 BUKOPHCTAHHSM 3TOPTKU 3 OJIOKaMH JaHHUX po3MipoM 8§X8, TO Ha SIKOMYCh 3 eTamiB 0OpOOKH, Hampu-
KJIaJ, TIpY 3CyBi, 00pi3yBaHHi, 00epTaHHI MOXJINBE BUHHUKHCHHS JICCHHXPOHI3aIlil OJIOKIB BIITHOCHO BHXi-
IHOTO 300paxkeHHs. Lle MpUBOAUTE O KPUTHYHHUX PO30IKHOCTEH y 3HAUCHHAX €JIEMEHTIB XapaKTepHCTHU-
YHHUX BEKTOPIB A0 Ta Miciis 0OpOOKH 3 JECHHXPOHI3ALIEr0, PH SKUX Kiacu]ikaTop, HaBUCHUH TiNBKH Ha
KOHTeliHepax 06e3 00poOKH, He 3MOKEe MPaBUIBHO K1acu(iKyBaTH IECHHXPOHI30BaHi BiTHOCHO HHX.

3a3HaunMMoO, IO JCCUHXPOHI3aIlisl HE Bi0OYBA€ThCs, KOJU 300paKCHHS 3CYBAEThCS HA KIIBKICTh
MiKCeNiB KpaTHY 8 MO TOpPH30HTaNI Ta 1Mo BepTukam. KpiM Toro B 000X Mojeisix mepeadadeHe 3JIUTTS
ricrorpam 3 inaexcamu (a,b), (a,8—-b), (8—a,b), (8—a,8—b), a Tomy xapakrepuctuunuii BekTop 300pa-
’KEHHsI, TI0YATOK siKoro OyB 3cyHyTHii 3 Touku (0,0) 10 Touku (a,b) Oyne nomiOHUM 10 XapaKTEPUCTUUHHX
BEKTOPIB 300paXkeHb, MOYATOK AKUX OyB 3cynytuii 3 (0,0) 1o (8,8 —b), (8 —a,b) un (8§ —a, 8 —h).

[Tpu nocmipkeHH] BIUIMBY po3MipiB 300paskeHb Ha TOUHICTH CTEraHOAHAi3y TeCTyBaHHS 3/iHCHIOBA-
nocst Ha 0azi Habopy OWNSET95, sxuit OyB chopmoBanuii 3 BiacHux (oroapxiBiB. Y TOpPiBHAHHI
3 MIRFlickr BiH MicTHTh OUIBII MOMIOHI MiX COOOH 300pa)KEHHS Ta BIJHOCHO HEBEJIUKY KiIBKICTh
BHCOKOTEKCTYPOBaHUX KOHTEHHEPIB.

o6 nocmigutu BauB po3Mmipis 3 OWNSETI5 Gyno cTBopeHO psill MOXiAHUX HAOOPIB IIISIXOM 00pi-
3yBaHHs 300pakKeHb BiJ JIIBOTO Kpalo 0 PO3MIpiB BKa3aHUX y BEPXHbOMY psiky Tabm. 6. Ilpu npomy
BUKOpPUCTOBYBanacsi mporpama IrfanView, necunxponizamii BuxigHux OJiokiB He BigOysamocs. Jami
3nificaroBaBest creranoananizs OWNSET95 ta moxigaux HaOOpiB 3 TUMH K MapameTpaMu, o U paHilie
3 MIRFlickr. Orpumana mis moneni GFR TouHicTh 3a3HaueHa y APYroMy psaKy IUe€l K TaOmwMil, s
DCTR - y TpersoMy. 3araiom i3 gaHux Tabi. 6 6a4umo, 110 3i 301IbIIEHHSIM PO3MIpiB 300pakeHb, TOY-
HICTB 1X CTEraHOaHaJIi3y 3pOCTae.

TABJINILIA 6. TounicTb cTeraHoaHanizy 300pakeHb Pi3HUX PO3MipiB

Posmipw, mikc. | 320x320 | 512x512 | 600x800 | 1000x1000 | 1200x1200 | 1200x1600
Monens GFR | 64.7 (0.7) | 68.6 (0.8) | 72.5(0.9) | 77.5(0.9) | 80.4(0.9) | 83.8(0.9)
Monens DCTR | 66.0 (0.9) | 73.8 (0.7) | 79.1(0.8) | 85.2(0.7) | 87.8(0.7) | 88.0(0.5)

Taxox 3a3Haunmo, mo J-UNIWARD 3 50 % xopucHUM HaBaHTa)KEHHAM CTa€ Ay>KE BPa3JIMBUM Ha
300paxkeHHssXx po3Mipamu 1200%1600, mo Oynu MEpPEeTUCHYTI 3 MEHIIUM KoedilieHToM sKocTi. Tak,
TouHICcTh Kiacudikauii 300paxens Habopy OWNSET75, mo orpumanuii 3 OWNSETI5 nnsixom nepec-
THCHEHHS 300pakeHs 3 Koedimienrom 75, must moxemi GFR ckmama 99.2 (0.2), mis DCTR — 98.3 (0.3).
Tounicte creranoananizy Habopy OWNSET55 (3 xoedinienTom sikocti 55) — 99.6 (0.1) ta 99.4 (0.2),
BIJIIIOBIAHO.

Bniue oOpizyBaHHsI 3 AecMHXpPOHi3aliclo OJIOKIB 300pakeHb HA TOYHICTH CTEraHOAHAJI3Y.
Bruu necuHxpoHi3allii Ha TOYHICTh JETEKTYBaHHS JIOCIIPKYBaBCS JI0AaTKOBO. BusBHiocs, 10 300pa-
KEHHS, SIKi TIepel BAKOPUCTAHHAM JJIsl CTeraHorpad)ivHoro mpuxoByBaHHs 00pi3aiucs 31 3cCyBOM, He Kpa-
THUM 8 TiKCcesIsiM, OLIbII Bpa3iuBi 10 cTeraHoaHamidy. Tak, TOUYHICTh BUSBJICHHS 300paXkeHb po3MipaMu
320%320 mia Takux KOHTEHHepiB 3pocia B cepesnboMy 3 64.7 1o 69.6 st monemi GFR Ta 3 66.0 no 74.1
s DCTR. Bkazana TouHicTh OTprMana i 300paxens 3i 3cysamu (0,1), (1,0), (1,1), (1,2), (2,2), (3,3),
(4,4), (0,4), (4,0). Mogens DCTR cunpninie 3a GFR pearyBana Ha 3cyB, Ipy 4oMy HaiOisble HA TOY-
HICTh CTeraHoaHaJi3y B 11 BUIAKY BIUIMHYB 3CYB 300pa)KeHb Ha 4 MiKceJsl [0 TOPU30HTATI.
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Bnuius yeprosocti onepaniii 00po0ku 300paxkeHb HA TOYHICTH iX cTeranoanaJxizy. Konu omnepa-
ik 00poOKM OinbIe HIXK OFHA, TO JUI CTATUCTUYHOTO CTETaHOAHANI3y Ha 0a3i MAITMHHOTO HaBYaHHS iX
YeproBiCTh BaxkuBa. Tak, HAaNpHKIaA, KOJM MOBa e mpo omepauii oOpi3yBaHHA Ta MEPECTHCHEHHS
3 MEHIIMM KOe(illi€HTOM, TO TOYHICTh CTETaHOAHAII3y 300pakeHb 3 KOMOIHAIIIEI0 X OmNeparlii K Mmo-
nepeans o0poOka Oyne cyTTEBO BiAPI3HATUCS Y 3aJ€KHOCTI BiJl X ueproBocTi. SIk mpuKia, MpUBEAEMO
pe3yJbTaTH CTEraHOAHANI3y JUIS JBOX HOBHMX HabopiB, moximuux Bim OWNSET95. ITlepmmii 3 HuX,
OWNSET94-800 0yB oTpuMaHMii HUISIXOM CTHCHEHHsI 300pakeHb BHXiZHOro Habopy ¢ koedilieHTOM
aKocTi 94 Ta momanemioro oopizyBanus o po3mipi 800x800. Apyruit OWNSET800-94 — nuisixom o6pi-
3yBaHHs 300paxkeHb HaObopy OWNSET95 nmo po3mipie  800x800 mikcemniB Ta MOAAIBIIOTO CTUCHSHHS
o0pi3zanux 300paxkeHs 3 Koedimiearom 94. OOpizyBaHHS B 000X BHUMAIKax 3IIACHIOBAJIOCSA BiJ IEHTPY.
TouHicTh cTeraHoanamizy A IUX HAOOPIB 3a3HaueHa B MEPIIMX ABOX CTOBIIIX Tabx. 7, B HACTYIMHHUX
JIBOX CTOBIIISX 3a3HA4YEHI Pe3yNbTaTH MEPEXPECHUX TECTiB, KOIH KIacu(ikaTop HaBYaBCS Ha 300pakeH-
HSIX 3 OJJHOTO Habopy, a Kiacu(pikyBaB 300pakeHHS 1HIIIOTO.

TABJIWLIA 7. TounicTs cTeraHoaHaiizy 300paxeHs 3 00pi3yBaHHIM Ta MEPECTUCHEHHAM

1. OWNSET94-800 | 2. OWNSET800-94 | 1->2. | 2.-> L.
Mopgens GFR

77.8 (0.8) | 87.1(0.6) | 63.0 (0.8) | 57.8 (0.5)
Mogens DCTR

85.7 (0.6) | 93.2 (0.5) | 71.0 (1.3) | 53.5 (0.8)

3Ha4yHe MOTIPLIEHHS TOYHOCTi, OTPUMAaHE y MEPEXpecHOMY TECTyBaHHI — 1€ THUIOBUH NPOSB TaK
3BaHOI NMPOOJIEMH HEBIIMOBIIHOCTI JpKepea KoHTelHepiB. L{g npobiemMa BUHUKAE, KOJIM B HAaBYAIbHOMY
Ha0Opi HeMae KOHTEHHEPIiB 3 TAKMMHU XK MapaMeTpaMu 5K i Ti, MO KIACU(iKyIOThCs, a00 BOHU €, IPOTE
B HEJIOCTATHINA KIJIBKOCTI.

BucnoBku. OTprMaHi B MPOIEC] AOCHTIKEHHS] YUCENIbHI OI[IHKK TOKa3aJd, 1o miadip 300paxkeHb-
KOHTEHHEPIB Tpae BAXJIMBY POJIb K JUIs 33/1a4 cTeraHorpadii, Tak i JJsl 3a/ja4 CTeraHoaHai3y.

3 mormnsiy creranorpadii ans opraxizanii npuxoBaHOT Nepeaadi JaHUX HalKpalle BUKOPUCTOBYBATH
BHUCOKOTEKCTYPOBaHI 300paKeHHsI, CTUCHYTI 3 BUCOKOIO SIKICTIO: BOHM MAlOTh IepEBary Haj IHIIUMU 5K Y
CBOi# MicTKOCTi (Oararo npunataux s BrparueHHs JKII koedimienTiB), Tak 1 y CTIHKOCTI 10 TACUBHO-
r'o cTeraHoaHaiily (Halripiia ToYHicTh Kiacudikarii). [Ipu yomy kpaie ooupaTu 300paXKeHHsT BiITHOCHO
HEBEJIMKUX PO3MIipiB, OCKIIEKH BEJHKI 300pakeHHS MICTAThH OUIbIIE CTATUCTUYHOI iH(GOpMaIlii, 0 BUKO-
PHUCTOBYETHCS JUIS CTeraHoaHaii3y. Takoxk He clifi oOMpaTH SIK KOHTEHHEpH, 300paskeHHS HEBiJIOMOTO
MOXOJKEHHsI, TaK K BOHHM MOIJIM IIJUIATaTd psiAy onepauiid oOpoOKH, 110 HE BIUIMHYJM Ha Bi3yalbHe
CHPUIHATTSI, IPOTE 3MIHUTH CTATHCTUKY, BHACIIIOK YOTO KOHTEHHEp CTaB OiIbII BPa3JIMBHUM JIO0 CTETaHO-
AQHATITUYHMX aTak.

3 morysiay creraHoaHalizy, OTpUMaHI pe3ysibTaTH CBIIYaTh MPO 3aJIeKHICTh TOYHOCTI JCTEKTYBaHHS
BiJl BMICTYy 300pa)KeHb, X MapaMeTpiB Ta MOXKIUBOI MoIepeaHbpol 00pobku. Halikpaiiie BHSIBISIOTHCS
MPUXOBaHI MOBIIOMIIEHHS Y KOHTEHHEpPaX, [0 MICTATh 3HAYHHI BiJICOTOK IIIaJKUX o0iacTeil, Halripiie —
Yy BHCOKOTEKCTYPOBaHHX. TOYHICTh CTEraHOAHANI3Y 3POCTAaE 31 3MEHIICHHSIM KOe(IIiEHTy SKOCTi 300pa-
JKEHHSI, @ TAKOX 31 30UIBIICHHSAM HOro po3MipiB. TOYHICTH 3pocTae 1 KOJIM MpH HomepeaHii o0pooiIii Oyio
MOPYIIEHO BHUXITHY OJOKOBY CTpyKTypy 8x8. CTeraHoaHajiz MOXe 3IIHCHIOBATHCS IBOMA IUISXaMH:
1) 3 BUKOpUCTaHHSM HaNpaBJICHUX KJIACU(IKaTOPiB, 10 HABUEHI HA KOHTEeWHepaX, MaKCUMaIbHO Ha0Iu-
JKEHHMX 32 BCiMa TMOKa3HUKaMH, JI0 THX, sIKi HEOOXIAHO AOCIIAUTH, 2) 3 BAKOPUCTAHHSIM 3arajJlbHUX KJIacH-
¢ikaTopiB, 0 HABYCHI HA KOHTEHHepax, SIKi OXOIUTIOIOTh SKHAWOUTBIINH Jiama30H MOKJIMBHAX MOKA3HU-
KiB 300pakeHb (TMpH 4OMy MOTPIOHO BpPaxOBYBaTH, IO YEProBiCTh MOKIHMBOI MOIEPEIHBOT 00pOOKH
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300pakeHHsI BIUIMBA€E Ha pe3ysbTar). list OHOTO i TOTO K Jiana3oHy MOKJIMBHUX ITOKa3HUKIB 300paKeHb
MiHYCOM MEPIIOTO IUIAXY € BUCOKA OOUMCIIOBANIBbHA CKIAHICTh, MIHYCOM JIPYTOro — MOTipIIEHHs TOYHO-
cTi. [IpUiHATHIM KOMIOPOMIiCOM MOX€E BHSBHTHCS KOMOiHAIisi 000X HUIAXiB, MPOTE JaHE MPUIYILIECHHS
oTpedye OiIBII TITUOOKOTO JOCIIIKCHHS.
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Introduction. Existing examples of illegal use of computer steganography prove the need for the devel-
opment of stegananalytical methods and systems as one of the most important areas of cybersecurity. The
advantage of machine learning-based stegananalytical methods is their versatility: they do not rely on
knowledge of the injection algorithm and can be used to detect a wide range of steganographic methods. How-
ever, before being used for detecting steganocontainers, the methods mentioned require training on containers
that are determined for sure whether they contain hidden messages or not. On this stage, it is very important to
understand how the parameters of containers under investigation, in particular, such a common variant as JPEG
images, affect the accuracy of steganalysis. After all, the inconsistency of the source of containers is an open
problem of steganalysis leading to significant decrease of accuracy of detecting hidden messages after the
classifier is moved from the laboratory to the real world.

The purpose of the work is investigation of influence of the content, size and quality factor of JPEG
images to the accuracy of their steganalysis performed by statistical methods based on machine learning.

Results. During the research the following patterns were revealed: 1) the accuracy is better when images
with a close percentage of coefficients suitable for DCT concealment are used for training and control,
2) images are classified more accurately when they have a relatively small number of suitable DCT coeffi-
cients, 3) with using mixed training samples (by content or parameters) the accuracy of steganalysis deterio-
rates, 4) decreasing quality factor of JPEG-images leads to increasing the accuracy of their steganalysis,
5) increasing size of images increases the accuracy of their steganalysis, 6) images where desynchronization of
blocks took place during preprocessing are classified more accurately, 7) the sequence of the image prepro-
cessing operations affects the accuracy of its steganoanalysis.

Conclusions. For steganography tasks — the choice of JPEG containers, taking into account revealed pat-
terns, makes steganographic hides more resistant to passive attacks. Considering them for tasks of steganalysis
allows one to interpret the obtained results more accurately.

Keywords: information security, steganography, stegananalysis, intelligent computer systems, machine
learning, detection accuracy.
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