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MoaeAb yIIpaBAiHHA IIPOTHAIEFO
iHdopMaItiiiHUM aTakam y Kibeprpocropi

IIpeocmasneno moodenv ynpasiinua npomudieio iHghopmayitinum amaxam y
Kibepnpocmopi cyyacHnozo ingopmayiiinozo cycnitbcmea. Bona rpynmye-
MbCs HA BUOKPEMIEHUX [THCPYMEHMAX woo0 HNpomuodii He2amueHuM iH-
DopMayitiHO-NCUXON02TUHUM NpoYecam 5K Y COYIATbHUX 2PYnax, max i y
cycninbemei 6 yinomy. Jocniodceno Ounamiky Kitbkocmi cy6 €kmis, aKi nio-
naoaroms nio enaue iHGoOpMayiuHux amax, i3 BUKOPUCMAHHAM BIONOBIOHO-
20 MaAmemMamuyHo20 anapamy, OCHO80I0 K020 € HeNiHiuHI OugepeHyilii
pienanns. Bouu onucyroms sk sminy Kinbkocmi y uaci cy6’ekmie, max i 8io-
no8IOHI 3a0aui, nocmasieHi nepeo cuydicobor Kibepdoesnexu 0 3anobican-
HSl He2AMUBHUM HACTIOKAM NOMEHYIUHUX YU Peani3o8aHux iHpopmayiuHux
amak. Budineno ma npoananizosano womupu cyenapii MONCIUBUX 8apPIaH-
mie TH@opMayitinux amak, sKi 3anexcams 6i0 muny o0opanoi @yuxyii, i
npeocmasieHo GiON0GIOHI 8apiaHmu pO32OPMAHHI MONCIUBUX CYEHAPIig
npomudii inpopmayitinum amaxam. Takoowc 6udineHo okpemi acnekmu ma
YUHHUKU, 3 OONOMO20I0 SAKUX MONCHA YAPABIAMU OAHUM NPOYECOM.

Kniouogi cnosa: mooens, kibepnpocmip, inpopmayitina amaxa, npomuois,
HacnioKu, ynpaenints, besnexa.

Beryn

B ocranHi poku Bce OLIbIe yBaru CBITOBOTO CITIBTOBAPHUCTBA CHPSIMOBAHO JI0
npobiem kibepOesnexu. IHopmariiiHi aTaki Ha OKpeMi BEpCTBH CYCIIbCTBA, LIJIHOBI
iH(dopMmartiiiHi aTaku Ha CyCHiIbHO-€KOHOMIYHI MPOIIECH, K1 BIUTMBAIOTH HA KUTTS IIi-
JMX JIep’KaB, — yce 1€ ChOTOJIHI CTaI0 BXXE TUIIOBUM HAIIOBHEHHSM HOBHH.

BaxxnuBum acriekTom iHGOpMAIIHHUX aTak y KiOeprmpocTopi € peakilisi MiJIbOBUX
TPYI i CYCHIBCTBA y IIJIOMY Ha IXHE pO3ropTaHHs y uyaci. Bee Oinble yBaru Ha piBHI
OpraHiB JIep>KaBHOI 1 PEeTiOHAJILHOI BJIAJIA Ta YIPaBIIHHS TPHUAUIAETHCS CaMe peakilii
cycniibcTBa. Takok CTPIMKO 3pOCTa€ KUTBKICTh 1 YHUCEIBHICTD CIEIiaTi30BaHUX JIepiKaB-
HUX 1 TPOMAACHKUX CTPYKTYP, SKI MOKIMKaHI aKTUBHO TPOTUIISATHA TaKUM 1H(hOpMaIiii-
HUM aTaKam.
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Orasa aiteparypu

VY po6ori [1] 3aificHeHO OIS TIEPEBAKHO OPTaHi3allliHUX HAMPSMKIB JTisUIBHOCTI
y cepi kibepOesneku B Ykpaini. [ligkpecntoeTscss HEOOXITHICTh KOMIUIEKCHUX TiAXO0-
JIiB 10 BUpIMICHHS 3a1a4 KioepOe3neku. Ile o3Hauae, 1m0 HABITh y paMKax OJIHOTO Me-
TOJy 3aXHMCTy NMOTPIOHO BUKOPUCTOBYBATH CUCTEMHUH IMiXiI.

VY [2] miaKpecIoeThCs, M0 1HAMBITyali3allis CUCTEM O€3IEeKH € BaXKIUBUM elie-
MEHTOM iH(opMaIiiiHOro 3aXMCTy SK Ha PiBHI JEp)KaBH, TaK 1 OKPEMHX IIIbOBHX
00’€eKTiB. 3BEpPTAETHCS yBara Ha Te, 10 1HGOPMAIIHI aTaKu HAW4YaCTIIIIE BUKOPUCTO-
BYIOTb BPa3JIMBi OCOOJMBOCTI caMe KOHKPETHOro 00’ekTa. BHACHiZOK IIbOTO 1 ympas-
JHHA MPOTUAIEI0 TaKUM 1H()OpPMAIIHHUM aTakaM MOBUHHO BPaxOBYBATH 111 crienuQidHi
0COOJIHMBOCTI.

CroroaHi Ha TMepeAHid IJIaH cepesl MOXJIMBUX 3arpo3 iHdopmarliiiHii Oe3merrl
JepKaBH BUXOIATH 1H(POPMaLIHHO-IICUXOJOr1uHI BIUIMBU 4yepe3 3MI, couianbHi Meaia
tomio [3—8]. Came Taki Kepesia BUKOPUCTOBYIOTHCSI ChOTOJTHI SIK 3aco0u 1iH(MOpMaItiii-
HHUX aTakK Ha ICHYIOYl y CYCHUIBCTBI 17€1, IOTJISAH, YSABJICHHS, IEPeKOHaHHA. B pe3yib-
TaTi OKpeMi BEPCTBHU CYyCHUIHCTBA (I[IJILOBI TPYIH) OyAyTh CIIOHYKATUCS /10 TIEBHUX 1M,
a, B psAIi BUNIAJIKIB, 1 10 0€3MisITbHOCTI.

Croroani Bce OUTBII YITKO YCBIIOMITIOETHCS HEOOXIJIHICTh aHAII3y COIIAIbHUX
HaCIHiAKIB BiA iHpopMmaniiiHux aTtak. Tak, y [9] 3BepTaeTbcs yBara Ha Taki iXHi CHEIH-
¢biuHl 0cOONMMBOCTI: «3MarajbHi BIMCHKOBI KiOepomepaillii, 110 MPOBOIATHCS IIiJ 4ac
30poitHOrO KOH(IIIKTY, MOXYTh O€3MpeleeHTHO BIUITMBATH Ha (DYHKI[IOHYBAaHHS IUBI-
JHHUX CYyCHUIBCTB, CTABIISIYH ITiJT 3arPO3y 3aXHUIICHUH 00CAT MI>KHApOAHOTO TYMaHiTap-
Horo npasa (MI'TI). V cBiTi IbOro y CTaTTI MiAKPECIIOETHCS HEOOX1IHICTH HOBOTO 3a-
XUCTY ISl KPUTHYHHUX CYCHUIBHUX TPOIIECIB BiJl Kibep3arpo3 y KOH(IIKTHUX CHUTya-
isX. Xo4a eKCHepTH Ta JEp>KaBU 3arajioM MOTOKYIOThCSA 3 THM, IO KiGepomepaiii
nignangaoTh mia airo MITI, mudposa Tpanchopmartis 1oxana HOBI Bpa3IMBOCTI, K1 He-
JIETKO BiAOOpa3uTH TPajUIiiHUM OOTpYHTYBAaHHSIM 3aKOHY 1100 3a0e3rneueHHs 0a3o-
BOT'O 3aXHUCTY BiJl HACIIIKIB KIOEPHETUYHO1 BIiTHHU, TAKHX SIK MIHIMI3aIlisl CMEPTIi, TPaBM
1 pyiiHyBaHHs cepell IUBUIbHOrO HaceneHHs. CydacHi BIHChKOBI KiOepHETHYHI 3acobu
Ta MOKJIMBOCTI MOXKYTh MaTH CEPHO3HUI BIUIMB HAa OCHOBHI CYCITUIbHI MTPOIIECH B €KO-
HOMIYHiH, (piHaHCOBIH, HAyKOBIN, KyIbTypHiN cdepax 1 chepax OXOpPOHHU 3M0pOB’s, a
TaKOX y mpocTtopax myOmigHoi iHdopmarrii. Xoda Taki HACTIAKA MOXYTh OyTH OLIbII
PO3MHUTUMH Ta HEMaTepiaJbHUMH, Y B3a€MOIIOB’ A3aHOMY CBiTI BOHM MOXYTb BIUIUBATH
Ha {111 CYCITUJIBCTBA Ta CIIPUYUHATH CUCTEMHI 3pUBH B OCHOBHOMY).

VYHacniiok HaBeJCHOTo BUILE 3a/adl (OpMyBaHHS aKTHBHOI MpOTHIi iH(opMa-
[iTHM aTakaM y KiOeprpocTopi CTaloTh Bce OUTBIIT aKTya IbHUMHU.

VYike iCHye JOCUTh BEIMKHUI 00CIT MoJenei 1 MeTO/iB, SKi MepeBakHO cPOKyco-
BaHi Ha npoOueMi ineHTudikamnii indpopmaniitnoi araku. Hanpuknan, y [10] po3risHyTO
3a/1a4y BUSIBJICHHs KiOEpHETUYHOI aTaku Ha (POH1 O17I0ro rayCiBChKOro IMIyMy 3a YMOBH
HenepepBHOro crocrepekeHHs. B [11] po3pobieHo MeTOANKy KiJIbKICHO-SIKICHOTO aHa-
713y Ta BU3HAUCHHS PiBHSA KibepOe3neku iHhopMaliifHUX CHCTEM AepKaBH.

[TpoTe mpu 1bOMY Bce I 3aTUIIAIOTHCS aKTyalTbHIUMHU JOCIHIHKEHHS, 10 TIOB’ -
3aHi SIK 13 MPOTHO3YBAHHSM BIUIMBY iH(QOpPMAIIHUX aTak y KiOepmpocTopi Ha MOBEIiH-
Ky COI[IaJIbHUX BEPCTB 1 CYyCHIBCTBA B IIJIOMY, TaK i 3 pO3p00KOI0 €()EeKTHBHOTO YIIPAB-
JIHHS TPOTHIIT BUSBICHUM HETATUBHUM IPOIECAM.
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Mera poboru

Mertoto poOoTH € po3poOKka MOE ISl YIPaBIiHHS MPOTHAIEI0 1HGOPMAIIHHUM
aTakaMm y KiOeprpocTopi, sika Opi€eHTOBaHA Ha YJOCKOHAJCHHS METOJIB 3aroOiraHHs
HEraTUBHUM 1H()OPMAIIHHO-TICUXOJIOTIYHAM TIpOollecaM y COIliaIbHUX I'PyIax Ta y Cyc-
MiIBCTBI B IJIOMY.

Byne posrisHyTO po3ropTaHHs y 4aci KUTBKOCTI JIFOACH, SKI 3HAXOMATHCS ITiJT
BIUITMBOM iH(OpMaIliifHOT aTaku, Ta 3alpONOHOBAHO MapaMeTpH, 3a JOMOMOTOI0 SKHX
MOYKHA YTIPABJISATH TPOIIECOM.

3araAbHa MOAEAB AAA YIIPABAIHHA

Koxxna iHgopmaniiiHa araka y KiGepmpocTopi CIpsMOBaHa Ha 3MiHY iCHYIOYOi
cycninpHOi myMku. CycrnijpHa AyMKa JOKalTi30BaHa cepejl IEBHOI CyKYITHOCTI JIFOJCH.
31 3pocCTaHHAM KIJIBKOCTI JIFOJCH, sIKi MOAUISIOTH 1[I0 HOBY CYCHIUJIBHY JYMKY, BOHA 3a-
KPIITIOETHCS B CYCIIUIBCTBI (TOOTO «3aBOMOBYEY» CBOIX MPUXUIBLHUKIB).

Posrasinemo cykynHicTh moneid n >0, ski MaloTh MEBHY c(HOpPMOBaHY paHiIe
cycnuibHy TyMKy. ITin BrutmBoM iH(MOpMAITIHHOT aTaKu [ KUTBKICTh OyJ1e 3MiHIOBATHCSL.
3ayBakuMo, 110 METO0 1H(OpMaliifHOi aTaku B KibeprnpocTopi Moxe OyTH sIK 30171b-
HICHHS i€ KITBKOCTI JIoAeH (HampuKiIa, sKi MOAUISIOTh HEIPUHHATHI IS CYCIIUTBCT-
Ba AYMKH), TaK 1 3MEHIICHHS 11i€i KUIbKOCTI JIoAel (HampuKial, NaTpiOTUYHO Halall-
TOBaHOT'O HACEJIEHHS KpaiHN).

Lle#t mporiec 3MiHU 3 YacOM KUTBKOCTI JItOJIeH, sIKi OyIyTh MOAUIATH AaHy CYCIIi-
JBHY TyMKY, MO€ OYTH OIHCAaHO TaKUM JU(EPEHIIaIbHUM PiBHIHHIM:

dn

— = F 0, n(t=0)=n,. (D

TyT n, — KUIBbKICTb JIIOJEH, SIKI MOAUIAIOTH L0 CYCIUIbHY TyMKY Ha IOYaTKy PO3IJISLY

(To4aTKoBa KUIBKICTh WX JIFOJIEH).
Oyukiist F(n,t) MOBUHHA 33JOBOJBHATH TAKUM BHMOTAaM: IIPU MallUX 3HAYCHHSIX

yacy us (yHKILiS NOBUHHA OyTH 3pocTtaiodoro. [Ipore MOXIHMBI cuTyalii, KOJH BOHA
OyJie criagarouoro (HanpuKiIam, U 3a7a4 3MEHIICHHS KUTBKOCTI JIFO/ICH).
3aranpHa 3ajjaya Ha YMpaBJIiHHSA MPOIIECOM 3MIHHU KiJIBKOCTI JIOIeH CTPYKTypamu
Kibep3axucTy KpaiHu Mo)ke OyTH 3allicaHa y TAaKOMY BUTJISIL:
dn

= F(n,t)+u(t), n(t=0)=n,. (2)

Tyt u(t) — ynpasnsitoua ¢yHkiis. Hero MonmentoeTbes cuctema 3axo/iB 3 00Ky CTPYK-

Typ KiOepOe3IeKku Ta TUX CTPYKTYp KpaiHu, JISIbHICTh SIKUX CIPSIMOBAaHA Ha MPOTHIIIO
iHpopMaNiiiHuM aTakaM 3 OOKY SIK 30BHIIIHIX, TaK 1 BHYTPIIIHIX areHTiB BIUIUBY.

3MiHU CYCNUIBHOI TYMKH JIFOJICH, SIK MPABUJIO, HEJIIHIHHO 3aJI€KaTh BiJl KIJTbKOCTI
il mpuxunpHUKiB (quB. [1-3]). BuknukaHo e TUM, 110 TPOIEC 11 3MiHH 3aJIeKHUTh BiJ
KUTBKOCT1 KOHTAKTIB, a KUIBKICTh KOHTAKTIB 3pOCTA€ HEJIHIMHO, 3aJIEKHO Bl KUTBKOCTI
y4yacHUKIB 7 . Takum uynHOoM, QyHKIis F'(n,f) € HEMHINHOIO.
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IndopmariitHa ataka, K NMpPaBUJIO, TPUBAE BIHOCHO HETPUBAIMNA MEpioj dacy.
Tomy B mepuioMy HaOIMKEHHI MOXKHA NMPUHHATH HaOmwxkeHHs F(n,t) = F(n). Takum

YUHOM, IPUXOIUMO JI0 TAKO1 3a71a4i:
%:F(n)-i-u(t), n(t=0)=n,. 3)

B ymnpasnstouiit Gpynkuii #(¢) MoxkHa, B paMKax LBOTO X HAOJIMKEHHS, TaKOX
3HEXTYBATH 3JICXKHICTIO BiA yacy u(f) =u . TakuMm 4WHOM, 3a7a4a yIpaBIiHHS POTH-
ni€ero iH(GOPMAIIiHIN aTalll CIIPOITY€ETHCS 10 TAKO1:

d
d—’:=F(n)+u, n(t=0)=n,. (4)

Jyist aHAITHYHOTO TOCTIKSHHS 3a1a4i HeoOXiTHO ii mojanbie crpomenHs. J{is
LOT0 PO3KJIageMo QYHKII0 F(n) y psa Ta 0OMEXUMOCS JIHIIE KBaIPATHYHUM TI0 7

yieHoM. Toxi audepennianbae piBHAHHS (4) MOYKHA MPUBECTH JI0 TAKOTO BUTIISY:

dn
= —a+bn+cn®,
dt

n(t =0)=n,,
F(n)=Fy+bn+cn’, 4)
a=F,+u.

Tyt a,b,c,F, Ta u — KOHCTaHTH.

VY mnopanemioMy, He 3MEHIIYIOYM 3arajbHOCTI PO3IJISALy, OyleMO Ha3MBaTH d
YIPaBIIAIOYO0I0 QYHKITIEIO.

BingMitiMo, 110 Komu 7 <<1, TO 1 € 4aCTKOIO JIFOJICH, SIKi IOYMHAIOTh pearyBaTu
Ha iHpopMaliiiny araky B kibepmpocropi. Toni 3ajaua (4) € KOPEKTHOIO Ha MOYATKY
aTakH, TOOTO MpPU JTOCTaTHHO MAJMX BiJpi3Kax 4acy, KOJIU po3KkinajeHHs QyHkuii F(n)
y P Ta OOMEXEHHS JIMIIE KBaIPATUYHUMU YWICHAMH OyJ1e KOPEKTHUM.

AmnHaai3 moaeai

Mopnenb (4) Moke OyTH BUKOpPUCTaHA JIsl aHAi3yBaHHS 0aratbox 3aaad 3 yo-
paBIIiHHSA MPOTHIEIO iH(OpMaIiiiHUM aTakaM y Kibepnpoctopi. Po3risHemMo nexinbka
MOJJIMBUX CIIEHAPiiB TAKHMX aTakK.

[ToBeninka pimeHHs Mozeri (4) Oyae 3amexaTs BiJl BUTTISALY TaKoi (QyHKITIT:

G(n)=a+bn+cn’. (%)

VY 3aranbHOMY BHIIQJKY MOJIIMBI BapiaHTH moBediHKM QyHKUii G(n) HaBeneHO

Ha puc. 1-4.
Puc. 14 imocTpyroTh yci MOXKIUBI CUTYyallii moBeaiHKU piBHSIHHS (4). MoxkHa
BUJIUTMTH TaKi CIieHapii MOBETIHKY JIs 3a1ad4i (4).
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A

G(n)

Puc. 1. 3aranpuuit Burnsa GyHkuii G(n) npu ¢ > 0 3a HasIBHOCTI JBOX JIHCHHUX KOPEHIB

1

G(n)

v

Puc. 2. 3aranenuit Burnsag Gyskmii G(n) npu ¢ > 0 6e3 IiliCHUX KOpEHiB

A

G(n)

/ \ .

Puc. 3. Baransuuit Burnsa GyHkuii G(n) npu ¢ < 0 3a HAsIBHOCTI JBOX IIHCHUX KOPEHIB
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G(n)

v

Puc. 4. 3aransauit Burnsan oyHkuii G(n) npu ¢ < 0 6e3 aiiicHIX KOpeHiB

Puc. 1. ®ynkuis n(t) Mae, 3arajqoM KaxydH, /1Bl CTalliOHapHI TOYKH, SIKi BIAIO-
BilatoTh criBBiHOMmEHHI0O G(n)=0. «JliBay cramionapHa Toyka (Ipy MEHIIMX 3HA-

YEHHSIX 71 ) € CTIKKOIO IO MaJMX BIIXUJICHbB, a «IIPaBa» — HECTIHKOIO.

L{s cuTyarrist MOKe BIAMOBIIATH TIEPEXOAY BiJl MOYATKOBOTO CTAHY 4y OXOTUICHHS
CYCIIUTBCTBA TIEBHOIO TyMKOIO JI0 HOBOTO CTaHY.

Puc. 2. ®yukuis n(t) Oyne MOCTIHHO 3pOCTATH.

Taka curyarliss MOXe BiJIITOBIAaTH TUTLKH MTOYATKOBOMY CTaHy (BiJIHOCHO HETPH-
BaJIOMY) TIEPEXOIy CYCIUILCTBA 0 HOBOTO CTaHy (3 ypaxyBaHHSM, sIK BUAHO 13 (4), K
iHpopMaliifHO1 aTaku, Tak 1 MPOTUIIT Ti).

Puc. 3. ®ynkuis n(t) mae nBi cramioHapHi Toukd. CTabUIbHOIO € CTalllOHApHA
TOYKa 3 OLJIBIINM 3HAYEHHSIM 3MIHHOI 71 .

[HaTepnperaris aHajxoriyHa iHTepnpeTarii puc. 1.

Puc. 4. ®yukuist n(t) Oyae MOCTIHHO cHajaTd MPOTATOM TOTO Yacy, JOMOKHU HE
OyJie TOCSATHYTO MaKCUMaJIbHO MOXKJIMBOTO 3HAUCHHS 71 .

[aTepnperarist anaoriyHa iHTEpIIpeTarlii puc. 3.

Takum YMHOM, YHPaBIiHHA OPOTHIIEIO 1HPOPMALIIHIM aTakaM y KibeprpocTopi,
chopMoBaHe Ha OCHOBI MojiedTi (4), MO>ke OyTH 3aCTOCOBAHO JIJIsl IIMPOKOTO KOJjIa 3a/1a4.

InTepnperartia MoAeAi

VY paMkax Mojeli MOXKJIMBE 311HCHEHHS YIPABIiHHS IPOTHIEI0 iH(pOpMAIifTHUM
aTakaMm y KiOeprmpocTopi 3a TaKuMHU clieHapisMu. Po3risHeMo Il 4OTHpH cIrieHapii
OUITBII TeTaNbHO. 3a3HAYMMO, IO BCi IIi CIIEHApIi IIIKOM MOXYTh MaTH MiCII€ Tif 4ac
BHOOPUYHUX TPOIIECIB.

Cyenapin 1. Ataka y kibGeprpocTopi Moxke OyTH ONHcaHa TAKUM YHHOM:

1) mocriitHo #ine cTanuii MOTIK Hosoi AeCTpYKTUBHOI iH(opmanii (£, > 0);

2) us iHdopmarlisa 3adinae IHTEPECH MUIbOBOI IPYIH, HA SKY 3A1HCHIOETHCS aTaka
(b>0);
3) 1 indopMalriss aKTUBHO OOTOBOPIOETHCS Y LIIBOBIH rpymi (¢ > 0).
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L1i ymoBH iH(OpMAaIiifHOT aTaK! BiAMOBIAaIOTH puc. 1. AJie B IIbOMY BHIIAJKY J0-
natHiM (komu n(f) > 0) Gyne nume Ginbiuii Kopinb piBHsHHA G(n) = 0. Momy Biamo-
BiJla€ Hecmitike CTalllOHapHE pimeHHs. PosrisHemo Taky iH(opmauliiiHy artaky, ska
crnpsiMoBaHa Ha (OpMyBaHHS HOBOi «HETaTUBHOI» ISl CYCIIJILCTBAa TyMKH. B 1iboMy
BUMAKY, 0e3 akTUBHOI MpoTUAil iHQopMarlliiiHiil aTari, KUIbKICTh HOCIIB HETaTUBHOI
iHdopmarrii Oyme 3pocTaT, 3aBOHOBYIOYH BCE OUIBIINY KUTBKICTh CYCIUIBCTBA.

VY 1poMy BUNAJIKY, SIK BUJIHO 13 MOJIEINI, IPOTHU/IIS TaKiii aTalli € HEMOKJIMBOIO.

3 TOYKH 30py CYCIUIBCTBA II€ O3HAYAE, IO CYCHIILCTBO CIpUiiMae iHGOpMaIiitHy
aTaKky K «ICTHHY B OCTaHHIM 1HCTaHILIi». A KOXEH 4WIEeH CYCIIbCTBA MIATPUMYE IO
iH(OopMaIrito 1 TOTOBHH 11 SIK PO3MOBCIOKYBATH, TaK 1 3aXUIIATH B AUCKYCIsX.

Taxka cutyallis 31a€ThCs MapaJ0KCaIbHO0, ajle BOHA I[IIKOM MOXKE MaTH MicCIIe.

V¥ pamkax 3anpornoHoOBaHOI MOJeN! BBeAeHO napamerpu (Fy >0, b>0 ta ¢ >0),

SK1 JIO3BOJIIIOTh BH3HAYUTH YCIIIITHICTh aTaKW HA paHHIX eTamax ii posropranHs. Lli
XapaKTEPUCTHKH MOXYTh OyTH OTpUMaHi €KCIIEPUMEHTAILHUM IIUIIXOM, HAIPHKIA 3
aHaTi3y peakilii CyCIiJbLCTBA HA Pi3HI HOBUHH.

Cyenapiti 2. Ataka y KiGeprpocTopi Moke OyTH oNucaHa HACTYITHUM YHHOM:

1) mocriitHo ¥iae cTanuii NOTIK Ho6oi AeCTPYKTUBHOI iH(opmauii (£ > 0);

2) 1 iHpopmaris 3adinae iHTEpecH MUTbOBOI IPYIH, HA AKY 3IIHCHIOETHCS aTaKa
(6>0);

3) 1 iH(dopMallis aKTHBHO HE 0OTOBOPIOETHCS (IIBUIKO «3a0yBa€THCS», CTAE HE-
aKTyaJbHOIO, HE MATPUMYETHCS TOILO) B IUIbOBIH rpymi (¢ < 0).

Taxi ymoBH 1H(pOpMaliiHOI aTaky BiAMOBIAAIOTE pUc. 3. Y 1IbOMY BUIIAJKY cama
aTtaka (6e3 mpoTuuii), GopMye OJUH CTIHKUH CTaH y CyCHUIBCTBI 3 KITBKICTIO IPUXUITh-

HUKIB:
b b +4F[d ©

n =
S 2|

Sx1o 3acTocoByBaTH MPOTHAIO 1HGOPMAIIiiTHIN aTali y KibeprpocTopi 3 ymnpas-
JISTFOYUM TTapaMeTpPoM u , TO (6) MOXKHA TIEPETTHCATH Y BUTIISII:

~ b+\/b2 +4(Fy +u)lc|
su 2|C| .

n

(7)

3po3yMiio, 110, 32 YMOBH OUYEBHMJIHOTO MPArHEHHsI 3MEHIIMTH BIUIMB 1H(pOpMa-
[IAHOT aTaKW, YIPABJISIIOYNI MTapaMeTp ¥ MOKe MPUHMATH TUIBKU B1JI’€MHI 3HAYCHHS.
I3 (7) BuaHO, 0 B Jiana3oHi
b2
————F,<u<0 (8)
4lcl
BEJINUMHA 1, TIPU LIbOMY Oyze 3MeHITyBaTuCs 10 b/ 2|c| .

VY BumaaKy, KOJau BUKOHAHA HEPIBHICTh

u<u K, )

©4
BenuuuHa n(¢) Oyne moctiiiHo cnagatu. Ll ymoBa Bignosinae puc. 4.
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TakuM 4WHOM, y IIbOMY BHUIIAJKY, 3MIHIOIOUH YIIPABIISIOYHHA MapaMmeTp u, MU MO-

’KEMO JIOCAITU abo 3MEHIUEHHS 1, BiJ 1, 0 BeIW4uHU b/ 2|c , 800 — IOBHOT'O 3HH-

HICHHS Pe3yNbTaTiB 1H()OPMaIiifHOT aTaKH.

Taka 3a1a4a MOYKe BHHHUKATH Y BUTAJKY, KOJH iH()OPMAIIIITHOIO aTakolo € TemMa
Ta iHpopMallis, TKa Ma€ O3HAKH «HEMPUUHATHOI» Yy JAHOMY CYCIIJIbCTBI («IOJITUYHO
HEKOPEKTHO1», «3a00pOHEHO] BJIA/I0I0», «HEKYJIbTYPHOI», «HEETUYHOI», «BYJIbrapHOI»
tomno). Toxl YieHn CyCuTbCTBA MOXKYTh TONIMPIOBATH 4yl TIOCTH Ta KOMEHTApi, ae
KOMEHTYBATH iX OyIyTh HEraTUBHO (00 1€ «3a00pPOHSETHCS» KYJIBTYPOIO AAHOTO CYC-
MiIbCTBA, HATTPUKIIA]], HEIPUCTOWHI MICHI Y1 aHEKJOTH).

Cyenapin 3. Ataka y xiGeprnpocTopi Moke OyTH OIHMCaHa TAKUM YHHOM.

1) nocTiiiHo #ae ctanuii NOTiK Hoeoi AecTpyKTUBHOI 1HGopmawii ( Fy > 0);

2) ug iHpopMallis He 3adinae iHTepecu LITLOBOI TPyNH (HEe MOIIUPIOETHCS HEI0),
Ha SIKy 3/1icHIOEThCA aTaka (b < 0);

3) 1 indopMalriss aKTUBHO OOTOBOPIOETHCS Y LIIBOBIH rpymi (¢ > 0).

Taki yMOBH BiNOBi1al0Th puc. 1 Ta 2.

[Ipu ynpaBnsrodoMy mapameTpi u , SKAA 3HAXOAUTHCS B 00J1aCTi

b2
—F0<u<4—C—FO, (10)

ICHY€ cTalliOHapHE PILlIeHHS, SIKE Ma€ BUIJISL:

|B| /B — 4e(Fy +u)
su 2C .

I3 (11) moxHa 3poOUTH BHUCHOBOK, IO KOJIM HOTIK IIKIAIUBOI iH(opmamii F

(1)

n

crae GutbIIUM Hixk b’ /4c, TO cTalioHApHOTO 3HAYeHHs He Oye, i n(f) Gyze mocTiitHo
3pocrarh. Te x Oyzae 3a yMOBH u < —F; Ha yIpaBJISIOUUi apamerp.

TakuM 4WHOM, y IIbOMY BHIIAJKY YHPABIIHHSA 3BOJUTHCS MPOCTO O TOTO, II00
3MEHIIMTH IIKOMY BiJ iH(popMaiiHoi araku. [ToBHa mikBigaIis mKkoau Bix iHGOpMa-
1iiHOT aTaku y KiOepIpoCcTOpl B LIbOMY BUNAJKY JOCSITAEThCS IPU U = —F7 .

Curyallisi IbOro CIIEHapil0 Ma€ Miclie B TOMY BHIIJKy, KOJIH iHpopMallis, 3 K01
CKJIQJIA€ThCS aTaka, aKTHBHO BHJIYYa€ThCS CAMUMH KOPHCTYBayaMH, ajie¢ BOHA, TUM He
MEHIIIe, aKTHBHO OOTOBOPIOETHCS LUTHLOBOIO ayautopiero. [Ipu mpomy Take oOro,o-
PEHHS HOCHUTH MO3UTUBHUHN XapakTep (MATPUMYEThCs) 010 iHpopMartii, ska po3moB-
CIOJDKYETHCS Hi€0 1H(POPMAIIIITHOIO aTaKo¥o.

Cyenapiu 4. Ataka y xibepnpocTopi Moke OyTH OnucaHa TAKUM YHHOM:

1) mocriitHO ¥ae cTanuii NOTIK Ho60i AeCTPYKTUBHOI iH(opmawii (£ >0).

2) 1 indopmallist He 3a4irae IHTEPECH LIbOBOI TPYNH (HE MOUIMPIOETHCS HEIO),
Ha SIKY 31iCHIOEThCA aTaka (b < 0);

3) us iHdopMallis aKTUBHO HE 0OTOBOPIOETHCS (IIBUIKO «3a0yBaETHCS», CTAE HE-
aKTyaJbHOIO, HE MATPUMYETHCS TOIIO) Y IIIBOBIH Tpymi (¢ < 0).

L{i yMoBH BiaNOBiIatOTh pHC. 3 Ta 4.

[Tpu yripaBnsito4oMy mapaMeTpi # , SIKUA 3HAXOAUTHCS B 00JIACTi

—F,<u<0, (12)
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ICHY€ cTalliOHapHE PILlIeHHS, SIKE Ma€ BUIJISL:

[B =B + 4| (F, +u)

n
su
2el

(13)

3a ymoBHU u < —F| cTamioHapHOro 3Ha4eHHs He Oyze, 1 n(f) Oyne mocTiiHO 3MeH-

ITyBaTHUCS 0 HYJISI 32 CKIHUEHUH TTPOMIDKOK 4acy.

Curyarliss [bOT0 CIIEHAPII0 Ma€ MiCIe TOMl, KOJIU CYCHUILCTBO y IIJIOMY HE
cripuiiMae TeMH Yd KOHTEHT, sIKi MOKJajJeHl B OCHOBY iH(dopmarliiiiHoi ataku. [Ipore
HaBITh Y IbOMY BUTAJAKY, K BUAHO i3 (13), meska 9acThHA CyCHiIbCTBA BCE-TAKH CTA€E
JKepTBOIO 11i€i aTaku. Lle o3Hadae, 10 HaBITh Y «(hOHOBOMY PEKUMID» CUCTEMHU MPOTUIIT
iHpOopMaLiIiHUM aTakaM y KibepnpocTopi HOBUHHI aKTUBHO IMPAIIOBATH.

IlepcneKkTUBY MOAAABIIHX AOCAIAJKEHB.

[ToOGymoBana Mojenb Ta OTPUMaHI pe3yJbTaTH JO3BOJSIOTH 3MIMCHUTH 3aXUCT
CYCIIbCTBA Y KIOEpIPOCTOPI B ABOX HAPSAMKAX.

[To-nepire, MokHa BUSBIIATH ClieHapii iHQOpMaliiHUX aTak, SKi € HaHOUIBII
IIKIJIMBI UL CyCHIbCTBA Ta Kpainu. [Ipu npomy citij BpaxyBaTH, IO 3JOBMUCHHKH
IIIJTKOM MOKYTh 31MCHIOBAaTH KOMILJIEKCHI aTakH, BIIOPSAKOBYIOUH Y Yaci, HAIPUKIIA,
IpoaHaji30BaHi BUIIE CIEHaPIi.

[To apyre, micis imeHTHdIKAIil CIEHAPII0 aTaKd, MOXKHA, BHUKOPHCTOBYIOUH
OTpHMaHi B CTaTTi pe3yibTaTH, PO3POOUTH ONTHUMAIBHI 3aXOMU MPOTHAII IIKIIIUBIH
iHdopmartiiiHii arami y KibepmpocTopi.

PeanbHi TeMH, KOHTEHTH, (eiKU Ta ITYy4YHO 3po0ieHi iHdopMaliiiHi moxii, ki
MOXXYTb OyTH BUKOPHCTaH1 /sl iHPOpMalIMHUX aTaK y KiOEpIpoCcTopi, Tat0Th MOXKIIU-
BICTh 3/1MCHUTH Ki1acu(iKallilo XapaKTepUCTUK iHOPMAIIHUX aTak y paMKax OIuca-
HOT MOJIEJIi Ta OTPUMAHUX y CTaTTi pe3yabTaTiB. Lle nqo3BommTh chopmyBatu 6a3y or-
TUMAaJIbHUX PillIeHb JJIS NpOTUil iHpopMaliifHuM aTakaMm. TakoxX, y pe3ysibTaTi TaKuX
JIOCJTIJDKEHb, MOXHA OyJie MO0y IyBaTH KOMII FOTEPHY CHCTEMY ISl MIATPUMKH TIPUIA-
HATTA pillICHb Y CTPYKTypax KibepOe3neKku KpaiHu.

Ille oguH HAMPSAMOK ISITBHOCTI TOJSATAE Y CTBOPEHHI METOIB JJISI BUSBICHHS
TUX XapaKTePUCTHK 1 mapaMeTpiB iHGOpMaIiiiHUX aTak y KibepmpocTopi, sIKi MOXKYTh
OyTH BUpa)KEHI Yyepe3 KUIbKICHI 3HAUYCHHSI MapaMeTpPiB 3alpOIIOHOBAHOT MOJIETI.

Hapermri, MokHa c(opMyBaTH MOCTIHHO IiI0YYy CHUCTEMY COLIOJIOTIYHHUX JOCII-
JDKEHBb CYCITIIBCTBA, SIKa B PE3YJIbTATi JO3BOJINTH BUSBUTH XapaKTEPHCTUKU Ta Iapa-
METpH peaklii CyCcHiIbCTBa Ha Ti iH(GOpMaLiliHI «ITOJPA3HUKI», IKUIMUA MOXYTh CKOPHC-
TaTUCS 3JIOBMUCHUKH IS 1HQOPMAIITHUX aTaK y KiOepmpocTopi.

BucHosxku

B ocranHi pok#u CTPIMKO 301UIbIIY€ETHCS KUIBKICTh 1HPOPMALIHHUX aTaK HE JIUILIE
Ha OKPEMO BHJIUICHI IPYIH CYyCHIJIbCTBA, aJIe€ W CIIOCTEPIraeThCs 3HAYHUM CTPUOOK Ki-
JBKOCTI IITBOBUX 1H(OPMALIHHUX aTak Ha CYCHUIBHO-IICHXOJOriuHI mpouecu. Boxu
CIIPUYMHAIOTH, SIK TIPABHJIO, MAHIKy Ta HETATWBHUH BIUIMB HA JKUTTS HE JIUIIE OKPEMHUX
BEPCTB CYCIUIbCTBA, alie ¥ IIUX JAepxkaB. Y pe3yibTaTi BUHUKIA HarajibHa HEoOXis-
HICTBh Y pO3pOOIIi MO/EN YIIpaBIiHHA MPOTUAIEI0 1HPOPMAIITHUM aTakaM y KiGeprpoc-
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TOpi cydacHOro iH(opmaliifHOTro cycnijabeTBa. [IpencTaBieHa B CTaTTi MOAEIb IPYHTY€-
ThCSI Ha BHOKPEMJICHHX IHCTPYMEHTaxX IIOJO0 MPOTHii HETaTUBHHUM 1H(OpPMAIIHO-
IICHXOJIOTYHUM TIPOLIECaM SIK y COIIalIbHUX BEPCTBaX, TaK 1y CYCIIIbCTBI B IIIIIOMY.

Po3pobiiena Mozennb ocHOBaHa Ha HEIiHIHHOMY NTU(EpeHIITHOMY PIBHSHHI, SIKE
OTHCYE SIK 3MIHY y Yaci KUTBKOCTI Cy0’€KTIB, TaK 1 BIAMOBIIHI 3a/1a4i, TOCTABIICHHI TTe-
pen ciry»)00r0 KiOeprne3neKku i 3ano0iraHHsi HeTaTUBHUM HACJIiIKaM MOTSHIIIHHUX YU
peanizoBanux kiGepatak. Lle mamo 3Mory nocimiaMTH B JUHAMILI KUTBKICTh CyO’ €KTIB,
K1 TANAIa0Th M BIUIMB 1H(OpMaIliiHOi aTaku. BumaiaeHo Ta neTtaabHO MpoaHai3o-
BaHO YOTHPU MOXJIMBI BapiaHTH (CIIEHapii) MOBEIIHKW 3amporoHoBaHoi mojneni. Ile
HA/IaJI0 MOXIIMBICTH CPOpMYBaTH €(PEKTHBHI METOIH ISl €(EKTHBHOTO YIpPaBIiHHS
nporecoM npoTuAii iHpopmamiiinuM atakam. Takox y poOoTi, 3aleXHO Bif 00paHOTO
MOBEJIIHKOBOTO BapiaHTy po3po0iIeHoi Mozei, OyJio MpecTaBIeHO IHTEPIIPETAII0 YO-
TUPHOX MOJIMBHUX BapiaHTIB (CLIEHAPiiB) pO3rOpTaHHS MPOTHAIl HETATUBHUM HACIHiJI-
KaM TMOTCHIIMHUX Y1 peaizoBaHuX iH(QOPMAIIMHUX aTak y KiOeprnpocTopi CydacHOTO
1H(hOpMaILIIfHOTO CYCIiIbCTBA.

Ha ocHOBI oTpuMaHuX pe3yJbTaTiB MOXHA PO3POOHUTH MOTY>KHI METOJIU ISl BU-
SBIICHHSI XapaKTEepPHUCTUK 1 mapaMmeTpiB iHbopMaliiHuX aTak y KibepmpocTopi, uepe3
SKI MOKYTh OYTH BHpaXEHI KiJIbKICHI 3HaYEHHS MapaMeTpiB 3allpONOHOBAHOT MOETII.
TakuM YUHOM, BiIKPUBAIOTHCS MOXKIMBOCTI ISl PO3POOKH KOMIT FOTEPHOI CUCTEMH ISt
HiATPUMKH MPUHHATTS PillIeHb HA TXHIM OCHOBI JUIsl CTPYKTYp yNpaBiliHHS KibepOesme-
KOO KpaiHU B LIJIOMY.
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