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Introduction. Modern innovation in the medical field is closely associated with digital transformations that aim 
at creating an interoperable digital healthcare ecosystem. All processes of digital medicine are carried out with the 
use of digital medical data on the human health state, i.e. personal medical data, so it is important to determine 
the requirements for their secure exchange and storage specifications with the ability to ensure prompt exchange 
without loss of information. 

Problem Statement. Secure exchange of personal medical data is ensured by strict compliance with the access 
levels for their management to all members of the digital medicine system. 

Purpose. Creating information support for the accumulation and secure exchange of personal medical data in 
the digital healthcare ecosystem.

Materials and methods. Structural-functional modeling, logic apparatus for creating rules, structural prog-
ramming methods for creating algorithms.

Results. Based upon the analysis of medical data generation source, the two groups of personal medical data 
have been identified: 1) the data validated by a medical specialist according to modern standards; 2) the results 
of direct data collection by the patient personally, which require standardization. An algorithm for the digital me-
dical data accumulation from the medical care system members has been developed given these data types. In 
accordance with the roles of the digital medicine ecosystem members, rules to provide them with access to perso nal 
medical data, which implements an algorithm for the data exchange between participants in the digital medicine 
ecosystem. have been developed.

Conclusions. Personal medical data that are the information basis of digital medicine are accumulated with 
use of the proposed algorithm, given the source and type of medical data to ensure their formalized presentation. 
Following the established algorithm for authorization ensures the exchange of digital medical data between pa-
tients and doctors in compliance with the requirements of interoperability and data security. 

K e y w o r d s : digital medicine, personal medical data, interoperability, and right of access to medical information.
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Modern innovation processes in the medical field 
are closely related to digital transformations. The 
Global Strategy on Digital Health for 2020—
2025, as drafted by the WHO in July 2020, aims 
at creating a patientcentered, interoperable di
gital healthcare ecosystem with the use of infor
mation technology (IT), telemedicine, and mo
bile medicine [1]. At the same time, it should be 
noted that the peculiarities of digital transforma
tion in medicine are caused by the specificity of 
digital medicine in terms of object and subject, as 
well as the quality of the information analyzed. 
These peculiarities are reflected in the main sta
ges of its development, which cover the dynamics 
of the tasks from the formalized presentation of 
medical data and the development of registering 
and expert systems to the creation of modern tech
nologies and support systems for physicians and 
mobile medicine [2].

Emphasizing the importance of information 
tech nology for the development of digital trans
for mation in health care, I.C. Marques and J.J. Fer
reira have identified seven areas of IT applica
tion: 1) integrated management of information 
technology in the field of healthcare; 2) the use of 
«medical images» in human health surveys; 3) elect
ronic medical records as main carriers of medical 
information; 4) mobile information technologies 
and portable devices in the field of healthcare; 
5) access to ehealth systems; 6) telemedicine; and 
7) confidentiality of medical data. [3].

In Ukraine, in recent decades, there have been 
developed and implemented many subjectorien
ted information technologies to support the phy
sician activities at different stages of medical care 
(including researches by L.S. Fainsilberg [4, 5], 
M.I. Vovk [6, 7], M.L. Kochina [8, 9], O.V. Vysots
ka [10], and other developers [11—13]). Much 
attention is now being paid to expanding the sco
pe of IT in all areas of healthcare, such as primary 
and secondary healthcare facilities (HCFs) and 
the healthcare system as a whole. The concept of 
ehealth development in Ukraine proposed this 
year covers both the improvement of the existing 
IT and the development of support systems for 

clinical solutions as well as for personalized medi
cine and large data processing systems involving 
artificial intelligence methods [14].

There is one more aspect related to the study 
and storage of various medical data, which should 
be emphasized. Patient focus and personalization 
of medicine as the main principles of digital health
care are expected to lead to a significant increase 
in medical data. It is extremely important to solve 
the problem of exchanging these large amounts of 
data, which is certainly based on the correct use 
of international information standards for their 
registration and storage [15].

The increased use of mobile devices to impro
ve the availability and timeliness of healthcare is 
identified as a key feature of the medicine of the 
future, because of the advantages of mobile devi
ces over other information and communication 
tech nologies, which ensure, in particular, mobi li ty, 
continuity of data flow, and the ability to sup port 
sufficiently powerful computing capabilities of the 
intelligent information technologies implemen
ted in software applications [16].

Today, Ukraine has launched an electronic health 
care system (EHS), an information and telecom
munications system that aims at automating the 
accounting of medical services and the manage
ment of medical information in electronic form. 
The technical architecture of the EHS has a so
called hybrid model, a twocomponent system with 
a single central database (CDB) owned by the go
vernment and multiple electronic medical infor
mation systems (MEMIS) at healthcare facilities 
and service organizations. At the same time, the go
vernment sets the rules and standards of the EHS, 
guarantees the security of the system, while state 
healthcare facilities and medical business struc
tures are responsible for providing services to users. 
In Ukraine, there are many medical information 
sys tems and private Internet products for the pro
vision of certain medical services, which support 
the functions of patient's personal office that can 
be used to make an online appointment with a par
ticular practitioner, to get a remote advice from a 
family doctor and access to a limited amount of me
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dical data from a mobile phone or personal computer.
However, the main trend in the development 

of modern medical information services is patient
oriented, with mandatory requirements for ease of 
use, accessibility, and a focus on the protection of 
personal data. To do this, it is necessary to expand 
the functionality of the Personal Patient Office 
to the Personal Medical Storage (PMS) by ad
ding the following features:
  aggregation of all possible medical records crea

ted by authorized medical professionals in one 
digital environment, since so far, the results of 
tests or surveys from two different laboratories 
exist only in paper form in the patient's hands, 
so it is necessary to implement such data in di
gital format with a clear data structure;

  entering personal medical records of the patient, 
which he/she makes him/herself or automatic 
download of data from mobile medical devices 
of the patient for dynamic monitoring of his/
her health;

  the patient ability to give an aut horized medi
cal professional access to his/her data.
All these changes and transformations are in

novative, and their main goal is to improve the re
sults of patients' treatment, and the basic tasks are 
to streamline the work of doctors, to optimize the 
healthcare system, to reduce the risk of human er
ror and costs due to increased experience with in
formation via the Internet and mobile devices.

These digital medicine processes are imple
mented with the mandatory use of digital medi
cal data on the human state — personal medical 
data (PMD) in the form of electronic medical re
cords, digital medical images or signals [17]. That 
is why it is extremely important to determi ne the 
main characteristics of PMD, the requi re ments 
for their safe exchange and specifications for PMD 
storage facilities with the ability to ensure prompt 
exchange without loss of information.

The purpose of this development is to study 
and to create tools for providing information sup
port for the accumulation and secured exchange 
of personal medical data between members of the 
digital healthcare ecosystem.

information Flows of Digital  
Healthcare ecosystem

The main goal of personalized health care is to sol
ve patient’s health problems, and achieving this 
goal is based on ensuring effective interaction of 
patients with physicians, healthcare facilities, and 
other members of the digital healthcare ecosys
tem, which promote the development of me dical 
treatment, prevention of diseases, and health care 
support.

The WHO Global Strategy states that the digi
tal medicine infrastructure is used by the health
care community, including healthcare facilities 
and patients, as well as public health authorities, 
universities, and research institutions. The inte
roperable digital health ecosystem (IHES) should 
ensure the seamless and secured exchange of me
di cal data between users whose circle has been 
significantly expanding to include healthcare pro
viders at various levels, health system managers, 
and health data services [1].

It should be noted that the overall structure 
of information flows is a patientoriented model, 
but depends on the aggregate characteristics of 
all participants in the interaction in this informa
tion environment (Fig. 1). If necessary, other ca
tegories of healthcare providers may be involved 
in the IHES infrastructure, in particular, mana
gers of insurance medicine, employees of sana
toriums, etc.

Digital medicine provides patients and health
care providers with intelligent and affordable 
tools to diagnose and to improve a wide range of 
human health conditions through highquality, 
safe, and effective measurements and interven
tions based on the data obtained. It is very impor
tant to take into account the sources of these data.

Sources of human health data. The patient is 
the basic object in all processes of personal medi
cal data (PMD) generation. It is important to di
vide the obtained medical data into two groups, 
depending on the methods and medical devices 
used to study the health of the patient and his/
her individual physiological systems.
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The sources of the first group of PMD genera-
tion are surveys carried out in laboratories and 
departments of functional diagnostics of polycli
nics, diagnostic centers of different level with the 
use of certified devices and according to the app
roved methods of clinical examinations and sur
veys. Digital measurements are currently used in 
clinical trials for a wide range of patient monito
ring tasks. For example, outpatient cardiac moni
toring systems and portable ECG technologies 
(small patchbased heart monitors that may be 
worn outside hospital and send signals in real ti
me) are used.  

The results of such surveys are formed accor
ding to advanced recording standards and veri
fied by medical professionals. Such PMDs are the 
main component of the digital image of a person, 
are suitable for sto rage in databases (DB) of dif
ferent levels (from da tabases of individual hospi
tals to cloud sto ra ge) without prior formalization 
and for further indepth analysis with the help of 
intelligent information technology.

The second group of PMD is data and measure
ments, the results of personal direct data collec
tion, various medical records of the user (indica
tors of the patient’s health, electronic medical 
re cords, and digital images) obtained, in particu
lar, with the use of mobile devices. Currently, 
there is a rapid increase in the mobility of all 
users and providers of medical services, which leads 
to increased attention of physicians and develo

pers of mobile devices [18]. This group includes 
as follows:
  data from portable medical devices: ECG, pul

se oximeter, daily pressure monito ring device, 
in particular diagnostic hardware and softwa
re with the use of Fazagraf techno logy [19] 
and applications such as a "Diabetic Patient 
Advisor" based on DIABETES-plus technolo
gy [20] etc.;

  the results of selftesting of the patient’s psy
choemotional and physical condition;

  records in digital diaries on the parameters of 
medication control and monitoring of sleep ti
me characteristics, etc.;

  data obtained with the help of wellnessgad
gets (the latest technologies and devices, whose 
direct purpose is to ensure the improvement of 
health, wellbeing, and emotional state).
All these data constitute a digital environment 

that is formed by the patient independently in 
the “home hospital” conditions (Fig. 2).

The variety of mobile medicine devices conti
nues to expand. For many European countries and 
the United States, the problem of compatibility 
of such devices and the data obtained with their 
help has been gradually taking a back seat [16], 
while for Ukraine solving this problem is ext re me
ly important not only today, but also for the fu tu
re developments in the field of mobile medicine. 

It should be emphasized that the data of the 
second group are not validated by the healthcare 

External consultation Medical advisor/consulting physician

Clinical diagnostic center

Hospitalization

Patient Medical data 

Laboratory doctor

Diagnostician

Hospitalbased physicianFamily doctor

Fig. 1. General structure of information flows 
of the digital healthcare ecosystem
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professionals and are created without taking into 
account the standard of electronic records stor
age. To formalize this data, templates are used with 
mandatory control of the content of each field, 
with the use of special input masks (to ensure the 
correct data format).

Another problem related to the medical data 
sources and faced by developers of medical infor
mation systems and cloud personalized stora ge of 
this data is the need to comply with many stan
dards for obtaining and working with different 
types of data. The most important of them are as 
follows:
  DICOM (Digital Imaging and Communications 

in Medicine) is the medical industry stan dard 
for the creation, storage, transmission, and visua
lization of digital medical images and docu
ments of surveyed patients;

  HL7 Fast Healthcare Interoperability Resour
ces (HL7 FHIR) is the advanced standard sys
tem that uses the latest web standards; the 
FHIR structures are built from a set of modular 
components called “Resources” and may be as
sembled into working systems that allow sol ving 
real clinical and administrative problems [21];

  API (Application Programming Interface) is a 
set of routines, interaction protocols, and tools 
for creating software;

  JSON (JavaScript Object Notation) is the text 
format for data exchange between computers; 

JSON is based on text and readable; the for
mat allows describing objects and other data 
structures.
The FHIR based APIs with a flexible set of pa

ra me ters allow JSON to formalize exchange pro
to cols between a personalized databank and a 
healthcare facility (other users) [22].

accumulation of pmD

As we have already mentioned, an important task 
of creating a Personal Medical Databank is the 
accumulation of medical data obtained from the  
mentioned sources.

The algorithm of digital medical data accu-
mulation from members of provi ding medical ca
re services has been developed gi ven the two ty pes 
of medical data which validated by a medical pro
fessional (results of laboratory and instrumen tal 
diagnostic surveys) and obtained by patients af
ter testing with a mobile medical devi ce. This al
gorithm is patientoriented, in accordan ce with 
the principles declared in the Draft Stra tegy for 
the Development of Digital Medicine [1]. Let us 
consider in more detail the steps of the pro posed 
algorithm (Fig. 3).

1. Authorization in the system. The user enters 
the login and password in the appropriate fields 
of the authorization form, then goes through the 
authorization process. If such a user is not identi
fied, it is necessary to go through the standard 

Fig. 2. Digital environment of the patient
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process of his/her registration. At the same time, 
the role of this user in the digital healthcare eco
system is being determined.

If the authentication is successful, the user gets 
access to medical data; he/she may view the exis
ting records and add new ones or other data obtai
ned from various sources.

2. Inclusion of new data obtained in healthcare 
facilities. Depending on the category of data (tests, 

records, measurements) the following ac tions are 
performed:
  creating a medical record: in the section Medi-

cal records and recommendations; creating a new 
record by selecting the structural type (record 
or recommendation) and entering the content 
of the record indicating the date and time of the 
record, the doctor’s name, and specialization. The 
document is automatically saved in the da ta

Register 
login/password

Medical 
document 

User 
is unidentified

Patient’s 
data

Laboratory 
Survey

Data download

Data download

Results of diagnostic tests

1.4 Medical records

1.6 Diagnostic survey

Determination 
of data structure

Diagnostic 
survey

Medical records, 
recommendations

Addition of data Results of Laboratory tests 1.5 Laboratory tests

Review 
of data

User registration

Editing End

Start No

No

No

Yes

Yes
Enter login/password

Data input

Enter data

Email 
validation

User creation

Template

Data type
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Operations 
with data
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of data

Survey

No Yes

Yes

.dicom

.jpeg

Fig. 3. Algorithm for the accumulation of personal medical data
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ba se with the obligatory entry of the ID of the 
user who makes the record;

  the testing results: in order to enter such re
sults, it is first necessary to categorize their ty
pe: laboratory or diagnostic tests;

  the laboratory tests: to enter from a paper car
rier according to a template; if not, to create a 
new template, to indicate the test name, a list 
of indicators and reference values; the electro
nic carrier is marked with the name, entered 
into the testing database in .pdf format, and 
automatically recorded in the appropriate sec
tion of the database;

  the diagnostic tests: if there is a paper carrier, 
to act similar to the creation of a medical re
cord; in the presence case of a digital carrier, to 
determine the type and format of the test (di gital 
image in .bmp, .jpeg, .png format and speciali

zed .dcm format), to enter the data into the da
ta base, and, if necessary, to make comments.
3. Inclusion of personal medical records obtai

ned by patient independently. Such data include 
the results of measurements, questionnaires, etc.

Data from mobile devices may be entered auto
matically, semiautomatically and manually. For 
automatic input, it is necessary to create appropria
te APIs for the exchange of correct digital in for
mation, after which the data are duplicated on the 
device and in personal databank. In the ca se of 
se miautomatic input, the data is duplicated on 
pa tient’s smartphone and transferred to the data
base at the request of the user. In the case of ma
nual input, it is necessary to check whether there 
is a suitable template, because the use of templa
tes provides structuring of information for fur
ther analysis and presentation of data in graphi

Fig. 3. Algorithm for the accumulation of personal medical data (continuation)
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cal form. Results of questionnaire surveys are also 
entered in the relevant section of the database.

Thus, the developed algorithm has a branched 
structure and enables accumulating data of dif
ferent types obtained from different sources for 
the formation of Personal Medical Databank.

Storage of personal medical data. We consi
der that each member of interaction in the infor
mation environment has means for exchange and 
storage of the information for indirect interaction. 
To create and to add data to the Personal Me dical 
Databank that stores digital medical data of a 
par ticular patient, an extended infographic model 
that defines and provides a description of the va
lues   of specific fields of database spreadsheets 
and internal format of each field has been formed 
(Fig. 4). Because of the heterogeneity of input da
ta, there have been implemented several intercon
nected database components.

The Demographic data component (1.2) is de
signed to identify patient by his/her demographic 

data (name, gender, age, etc.). Each patient is as
signed with a personal identifier that makes it pos
sible to transfer data between mobile devices or 
to work simultaneously with these data both on 
a computer and on a smartphone.

The Personal medical data component (1.3) de
signed to record patient’s personal medical data 
aggregates data from mobile diagnostic devices, 
smartphones, and data of medical measurements. 
Data can be divided into several categories: quan
titative indicators (blood pressure, heart rate, bo
dy temperature), medical images (photos from a 
phone or diagnostic device), medical signals (from 
portable devices, such as smartwatch). For each ty
pe of data, a table is created. The obligatory fields 
of this table are patient’s id, id of the user who en
tered data, date of record, and date of data editing.

The Family doctor (1.4) and Telemedicine con-
sultations (1.7) components are created for keep
ing medical records of family doctor and consul
tant doctor (respectively), recording recommen

1.2
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Fig. 4. Extended infological model of database of personal 
medical databank
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dations for treatment or rehabilitation; the data 
type is text information.

The Laboratory tests components (1.5) and In-
strumental surveys (1.6) are designed to record 
the results of patient’s laboratory tests and the 
results of tests with the use of diagnostic equip
ment, respectively. The data may be entered ma
nually, attached in a file (usually in .pdf and .jpeg 
format) or submitted as digital medical images in 
.dicom, .jpeg or .bmp formats.

The database infological model is built with 
the use of UML notation — the class flowchart 
that has a structural character with the display of 
classes as main elements of the flowchart and 
their relationships. The class record consists of 
the two parts: a header with the class name and 
a body with the description of its fields (the att
ributes, in UML terms) and methods (the opera
tions, in UML terms). The attributes are written 
with accessibility, name, and type:
  the sign “—” means that the attribute is private, 

i.e. available only to clearly defined users;
  the sign “+” means that the attribute is public, 

i.e. open to all;
  the sign “#” means that the attribute is pro

tected, i.e. this attribute shall be encrypted.
The operations, in UML terminology, mean met

hods, properties, indexers, and so on. The ope ra
tions are also written with a list of accepted va
lues, such as float, integer, or string.

The main table Patient (1.1) has a list of related 
auxiliary tables. The table Demographic data (1.2) 
contains a permanent list of fields, namely the pub
lic attributes: name, gender, age (date of birth), 
and the private attributes: _ID, data type is string. 
The table Personal medical data (1.3) has an ar
bitrary set of parameters and subtables for dy
namic data generation; the attribute is secure 
access; the data type is string. The tables Medical 
records (1.4) and Telemedicine consultations (1.7) 
provide a permanent list of fields for the forma
lization of medical records and doctor’s recom
mendations; the attribute is secure access; the da
ta type is string. The tables Laboratory tests (1.5) 
and Instrumental surveys (1.6) are formed by a cons 

tant list of fields with the option to create tables 
for dynamic data generation (for 1.6, also to save 
images, signals, and their descriptions); the attri
bute is secure access; the data type is string.

Components 1.4—1.7 are created on a block ba
sis that ensures the storage of PMD on the rele vant 
physiological system of the body (for specific disea
ses of the patient). This organization of perso nal 
medical databank (PMDB) allows the implemen
tation of a flexible and userfriendly interface.

While designing the databank, we primarily pay 
attention to socially significant diseases with sys
temic disorders of carbohydrate metabolism and 
impaired motor and speech functions in patients 
after stroke. In these cases, the formation of PMD 
aims at enabling the patients:
  to determine the patient’s daily glycemic profi

le in the conditions of irregular measure ments of 
blood glucose level, with the help of mobile de
vices [20], given the patient’s sensitivity to in  jec
tions of insulin and glucose component of food;

  to get quality medical care and health services, 
including remote monitoring of rehabilitation 
of motor and speech functions, not only in cli
nical but also at home conditions, with the use 
of mobile devices [7].

pmD management

The patient shall have closest connection with pri
mary medical care professional, namely with the 
family doctor. These members may interact both 
facetoface and remotely, for example, by means 
of video calls, recommendations via email or smart 
phone, and more.

It is known that electronic personal data may 
be accessed only with the permission of the hol
der of this data, i.e. the patient. The patient and 
his/her family doctor shall have full access to any 
medical data, while support staff shall have cer
tain limitations in both the scope of accessible 
data and the ability to edit the information. As 
already mentioned, the main systemforming fac
tor is the list of actors (members of the digital me
dicine ecosystem) and the tasks to be performed 
in the course of the data exchange.
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Access to personal medical information may be 
divided into the three levels: personal level, the 
level of primary care professional, and the level of 
secondary care professionals, in accordance with 
the distribution of roles in the process of medical 
care provisions.

The personal level. The patient has full access to 
his/her data that may be divided into the three 
categories:
  the medical images: images obtained from va

rious instrumental and diagnostic procedures 
throughout his/her life in different healthcare 
facilities;

  the medical records: doctor’s recommenda
tions, prescribed medications, daily schedule, 
professional consultations, list of diagnoses, sur
vey results, and laboratory data;

  the medical measurements: data obtained from 
mobile devices (automatically or manually en
tered), with the use of specialized medical de
vices as well as questionnaires of the physical 
and psychological condition of the patient.
The level of primary care professional. The prin

cipal member at this level is the family doctor 
who has access to the patient’s personal records 
(review function), to the results of laboratory tests 
and instrumental diagnostic surveys (review func
tion), as well as to medical records and recom
mendations (creation, editing, and reviewing func
tions). If necessary, the patient may communicate 
with a nurse or a paramedic.

The level of secondary care professionals. This 
level involves a wider range of professionals. The 
diagnostician and laboratory physician have in
direct access to the patient’s medical data (one
time, with a direct permission of the patient). The 
consultant doctor and the hospital doctor have ac
cess to separate blocks of personal records of the 
family doctor, the results of diagnostic and labo
ratory tests (review function).

Let us highlight the main elements of the speci
fications for access to PMD. The members of the 
digital healthcare ecosystem are P — patient, D1 — 
family doctor, D2 — laboratory doctor (laborato
ry tests department), D3 — diagnostician (instru

mental surveys department), D4 — hospital doc
tor, D5 — consulting doctor.

Medical information by source of origin is clas
sified as: IM1 — results of surveys and recom
mendations of the family doctor, IM2 — results 
of laboratory tests, IM3 — results of instrumen
tal surveys; among them there are IM3ER — elect
ronic medical records, IM3IM — digital medical 
images, IM4 — results of surveys and recommen
dations of the hospital doctor, IM5 — conclusions 
and recommendations of external advisor, IMP — 
data obtained by the patient him/herself. The 
ori gin of electronic medical record: ER1 — crea
ted by him/herself, ER2 — created by another user.

It is also important to consider the period du
ring which the user may amend the record: t

1 is the 
time for editing, t2 is time for deleting the record.

PMD management actions cover the four basic 
CRUD functions: Create, Read, Update, and De
lete, with time limitations for amending  the re
cord, given its origin and possible ope rations with 
only the required portion of the sto red PMD.

According to the level of access to personal 
medical data, the principal rules of access for each 
group of members of the digital medicine ecosys
tem have been elaborated:

   P =
  MP → C + R + UER1+ DER1,t2  

            IM1 + IM2 + IM3 + IM4+ IM5 → R

D1 =
  IM1 → C + R + UER1 +DtER12

        IM2 + IM3 + IM4 + IM5 + IMP → R
D2 = IM2 → C+R+UER1+ DER1,t2

D3 = IM3 → C+R+UER1+ DER1,t2

D4 =  IM4 → C + R +UER1 + Dt2

       IM1 + IM2 + IM3 + IM4 + IMP → R

D5 =  IM5 → C + R + UER1 + Dt2

            IM1+IM2+ IM3+ IM4+IMP → R

The created data exchange algorithm imple
ments the order of access according to the deve
loped rules and ways of digital medical data trans
fer between the members of digital medicine eco
system (Fig. 5).

At the application level (service) that provides 
interfaces to patients and healthcare profession

{ 
{ 

{   
{   
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als at different levels, we have used JavaScript 
React technologies and ECMA 5 standard, which 
prevents asynchrony of interaction with authori
zation and document management services, labo
ratory services, JSON objects.

Thus, compliance with the algorithm for access 
ensures the exchange of digital medical data be
tween patients and physicians with the imple
mentation of the requirements of interoperability 
and data security.

Conclusions. The basic principle of the medi
cine of the future is the use of digital medicine 
based on personal medical data. The formation of 
medical databank at various levels, from databas
es of individual healthcare facilities to cloud stor
ages, begins with the accumulation of these data. 
The proposed generalized database model takes 
into account the characteristics of different types 
of information sources and the relationship bet

Fig. 5. Digital medical data exchange algorithm

ween the members of digital healthcare ecosys
tem, with the values   of specific fields of database 
spreadsheets and their internal formats indicated.

To create the database and to add new data to it, 
an al gorithm for accumulating digital medical 
data ob tained from various members of the digi
tal health care ecosystem has been developed. It 
includes support for the two types of medical da
ta: those validated by a medical professional (in
cluding la boratory tests and instrumental diag
nostic surveys) and those obtained by patients by 
means of mobile medicine devices. The compo
nents of the databa se are created on a block basis 
that which ensures the storage of PMD sorted by 
specific diseases of the patient. This organization 
of personal medical databank allows the imple
mentation of a flexible and userfriendly interface.

According to the characteristics of the main 
members of the system for provision and obtain

Patient

Rejection

Family doctor

Personal medical  
data (PMD)

Referral for external 
advice

Consulting doctor

Family doctor  
records

Inpatient treatment 
records

Results of external 
advice

Diagnostic reports Diagnostician

Created by authorized 
professional

Created 
by patient

Review Yes

Access 
to PMD

Operations 
with PMD

Hospital doctor
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ment of medical care services, the levels of access to 
available information have been determined in the 
structure of digital medicine, and the access rules 
have been created, with the use of the four basic 
data management functions (Create, Read, Update, 
and Delete (CRUD)). The access rules form the ba

sis of the developed exchange algorithm for imple
menting the procedure of access and ways of digital 
medical data transfer between the members of digi
tal medicine ecosystem: patient, family doctor, hos
pital doctor, consulting doctor, clinical laborato
ry doctor, and diagnostician. 
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ФОРМУВАННЯ ІНТЕРОПЕРАБЕЛЬНОГО  
ІНФОРМАЦІЙНОГО СЕРЕДОВИЩА ЦИФРОВОЇ  
МЕДИЦИНИ: ПЕРСОНАЛЬНІ МЕДИЧНІ ДАНІ

Вступ. Сучасні інноваційні процеси у медичній галузі є тісно пов’язаними з цифровою трансформацією цієї галузі, 
яку спрямовано на створення інтероперабельної екосистеми цифрової охорони здоров'я. Усі процеси цифрової меди
цини здійснюються з обов’язковим використанням цифрових медичних даних про стан здоров’я людини — персо
нальних медичних даних, тому є важливим визначення вимог до їхнього безпечного обміну та специфікацій сховищ 
з можливістю забезпечення оперативного обміну без втрати інформації. 

Проблематика. Безпечний обмін персональними медичними даними забезпечується чітким дотриманням рівнів 
доступу до їхнього керування для учасників цифрової медицини. 

Мета. Створення засобів інформаційної підтримки акумулювання та безпечного обміну персональними медични
ми даними у цифровій екосистемі охорони здоров’я.

Матеріали й методи. Структурнофункційне моделювання, апарат логіки створення вирішувальних правил, мето
ди структурного програмування для створення алгоритмів. 

Результати. За результатами аналізу джерела генерації медичних даних виділено дві групи персональних медич
них даних: 1) дані, валідовані медичним фахівцем за сучасними стандартами; 2) результати прямого збору даних осо
бисто пацієнтом, які потребують стандартизації. Розроблено алгоритм акумулювання цифрових медичних даних від 
учасників процесу надання медичної допомоги з урахуванням цих типів даних. Відповідно до ролей учасників еко
системи цифрової медицини розроблено вирішувальні правила надання їм доступу до персональних медичних да
них, що реалізує алгоритм обміну цими даними між учасниками екосистеми цифрової медицини.

Висновки. Акумулювання персональних медичних даних, які є інформаційною основою засобів цифрової меди
цини, здійснюється за запропонованим алгоритмом з урахуванням джерела та типу медичних даних для забезпечен
ня формалізованого їх подання. Додержання створеного алгоритму надання прав доступу забезпечує обмін цифрови
ми медичними даними між пацієнтами та лікарями з реалізацією вимог інтероперабельності та безпеки даних. 

Ключові  слова : цифрова медицина, персональні медичні дані, інтероперабельність, право доступу до медичної 
інформації.


