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NMPOBNEMU KPUMIHATI3ALIT
KIBEPTEPOPUCTUYHUX MOCArAHb

Cmamms npucesuena NUMAHHAM Kpuminanizayii akmie Kibepmepopuszmy.
Ilpoananizoeano npono3uyii ueHUX, a MAKONHC 3AKOHONPOEKMU, CNPAMOBAHI HA KpPU-
MiHanizayito akmis Kibepmepopusmy. 3anponoHo8aHo wiAxXu YOOCKOHANEHHA KPUmi-
HAIbHO-NPasosoi npomudii akmam Kibepmepopusmy 6 Ykpaiui. Asmop ob6rpynmosye
Mma NPonoHye eHecmu 3MIHU 00 NON0HCEeHb YUHHO20 Kpuminanvnoeo kooekcy Yxpainu
ma npoekmy nogo2o Kpuminanwrozo kooexcy Ykpainu (v pedakyii cmanom na 24 epyo-
na 2021 p.).

Knwuoei cnosa: kpuminanizayis, xibepmepopusm, akm Kibepmepopusmy, Kibep-
npocmip.

Kubalskiy Vladyslav. Problems of criminalization of cyberterrorist
encroachments

The article deals with the criminalization of acts of cyberterrorism. The proposals
of scientists, as well as draft laws aimed at criminalizing acts of cyberterrorism are
analyzed. Ways to improve the criminal law response to acts of cyberterrorism in
Ukraine are proposed. The author substantiates and proposes amendments to the
provisions of the current Criminal Code of Ukraine and the draft of the new Criminal
Code of Ukraine (as amended on December 24, 2021).

Key words: criminalization, cyberterrorism, act of cyberterrorism, cyberspace.

Beryn. Po3BuTok iHpopMaliiiHuX TeXHOJIOTH 1 mpolec riobdaizaiii 3yMoBu-
JIM TIOSIBY HOBHX 3arpo3 sIK MDKHApOJIHIM, Tak 1 HalllOHAIBHINA Oe3melli, 30KkpeMa
Kibeprepopusmy'. AHaiizyrouu npoGIeMH CBITOBHX 3arpo3, KOIHIIHIN JUPEKTOP
[PV CHIA [Txopmx TeHeT CBOro uacy HaroJoIyBas, I0 KiOepTepopu3M y CBITI
CTpIMKO Ha0yBa€ HEOWIKyBaHO BEIMKUX MaclITabiB 1 3pEIUTOI0 CTAE PEabHOIO
3arpo3010 Il HALOHAJIBHOT Oe3mexn Oyab-s1Kkoi aepkaBu®. JI0CBij, KU BXeE € Yy
CBITOBOT CIIJIBHOTH B il chepi, 3 yCi€I0 OUSBUIHICTIO CBITUUTH PO OE3MepeUHy
BPA3IMBICTb Oyb-5KOI Jiep>KaBU, TUM OLibIIIE, 1110 KiOepTepopu3M He Ma€ AEPHKaB-
HUX KOPJIOHIB, KiOEPTEPOPHCT 3AaTHUN OJHAKOBO 3arpOKyBaTH iHPOpMAIIIHUM
CHCTEMaM, PO3TAIIOBAHUM Yy Oy/Ib-KOMY MiCIli 3eMHOI KyJ1i’.

IMapanokcaiibHO, aje ycrixX y «BiiHi 3 Tepopom», Ha AyMKy I. Beiimana, 3my-
CUTb TEPOPHCTIB 4YacTille 3BEPTATUCS A0 HETPAAMLIMHUX BHIIB 30poi, cepen
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SKUX — KiOepTepopu3M?, siKuil € MpUBaOINBHUM TSl Cy4acHUX TEPOPHUCTIB 3 Gara-
THOX MPUYKH. Y KOJEKTUBHIN MoHOTpadii «CBiToBa riOpHuIHa BiliHA: YKpaTHCHKHUN
¢bpouT», miarorosieHid ¢axiBugmu HauioHanbHOrO iHCTHTYTY CTpaTeriuyHUX
JOCIII/DKeHB, 3BEpPTA€ThCS yBara Ha Te, IO TEPOPHCTHYHI OpraHizamii IIMPOKO
BHUKOPHCTOBYIOTh Cy4acHI 3acO0M 3B’s3KY, [HTEpHET Ta iHIII HOBITHI TEXHOJOTIT
(KpUnTO3B’ 130K, CUCTEMH TNI00ATBHOTO MO3UIIIOHYBAaHHS TOIIO) Ul PEKPYTyBaH-
Hs1, KOHCOJTIAallii, KOOpAUHALT /Tili, 00OMiHY iH(OpMAIIi€r0, HABYAHHS, TIOIINPEHHS
IponaraHUCTChKUX MaTepiaiB, 6€3M0CcepeAHbOr0 BUMHEHHS TEPAKTiB. Y BCHOMY
CBITI 3pocTae KibepTepopu3M, BIIUYTHINIUMH CTAOTh WOTO HACIIIKU JIJIsl HAIiO-
HasibHOI 1 MbkHapoxHoi Oe3neku. [lemanmi uwactimmmu craiots DDoS araku Ha
caiitu ypanis (y T. 9. CIIA, Kanann, Ilisnennoi Kopei, [3painto, EcTonii Ta in.),
nepxaBHuX 1 npuBatHux kommaHiii (NASA, Delta Air, Dell, Yahoo, Amazon,
E- bay, Sony Ta CNN), mixkaapoauux oprasizaiiit (OOH, MOK)>.

3rigHo 3 a63amom 2 m. 3 Crparerii xibepOesnekn YKpaiHH, 3aTBEpIKEHOI
Vkazom IIpesunenta Ykpainu Big 26 cepmus 2021 p., mo 3arpo3 kibepOesmeri
VKpaiHu HalIeXuTh, 30KpeMa, BHKOPUCTAHHS TEPOPUCTHUYHHMH OpraHi3allisiMU
KiOepIpocTopy Ul BUMHEHHS akTiB KiOepTepopu3my, (PiHAHCOBOI Ta 1HIIOI TijI-
TPUMKU TEPOPUCTUYHOI Nisu1bHOCTI. B ab63aui 5 m1. 1 niei Crpaterii BU3HaUEHO, 1110
PO 3anumaeTsCst OJHUM 3 OCHOBHUX JDKEPE 3arp03 HAIIOHAJBHIH 1 MIXXHAPOIHIT
kibepOesreni, aKTMBHO peaiidy€e KOHIEMNLi iH(opMaumiiHOro MmpoTudopcTBa,
0a30BaHy Ha MOEJHAHHI JCCTPYKTUBHHX Jil y Kibeprpoctopi Ta iH(popmalriii-
HO-TICUXOJIOTTYHMX OIepaliil, MeXxaHi3MH SIKO1 aKTUBHO 3aCTOCOBYIOThCS Y IiOpua-
Hilf BiifHi mpotu Ykpainu. Taka JeCTpyKTHBHAa aKTHBHICTH CTBOPIOE pPeallbHY
3arpo3y BUMHEHHS aKTiB KibepTepopu3My Ta KibepIuBepCiii CTOCOBHO HAI[IOHANb-
Hoi iH(opmaniiinoi iHpacTpykTypu. [no6GanbHOro Macmrady HaOyBae BHKO-
pUCTaHHS KiOeprpocTopy TEPOPUCTHYHHMHM OpraHizamisMu. [IpiopuTeTHUMHU
LIAMH KiOepTepopU3My 3aIUIIAIOTECS 00 €KTU aTOMHOT €HEPreTUKH, €JIEKTPO- Ta
BOJIONIOCTAYaHHsI, Cepu eICKTPOHHUX KOMYHiKallii, GpiHaHCOBOI Ta OAHKIBCHKOT
cdepu, aBia- Ta 3aJ1I3HUYHOTO TPAHCIIOPTY, CXOBUIL CTPATEriYHUX BUAIB CUPOBU-
HU, XiMi4Hi # Giosoriuni 06’ ektr Tommo (ab3amm 5 ta 8 m. 1 Crparerii)®.

Cran jpocaizkeHHsi. Pi3HOMaHITHI acmekTw KiOeprepopu3Mmy SK SBHUIIA
JOCTIKYBAINCh YKPATHCHKUMH BYCHUMU-toprcTamu, Takumu sk 1. C. Azapos,
1O. P. Akuypin, P. O. bank, O. B. Bboituenko, C. A. Bysmxku, JI. 10. Becenosa,
C. b. TaBpum, K. C. T'epacumenxo, O. C. TIepamenko, O. O. I'punys,
M. B. I'ynaintok, B. O. T'ony6es, O. 1. [losraus, I. M. Iponin, M. B. KapueBcbkuii,
10. I. Koryr, O. €. Kopucrin, b. B. Ky3emenko, C. €. Kyuepuna, B. A. JlinkaH,
b. /1. Jleonos, C. 4. JIuxosa, /1. O. Oneiinikos, O. O. OnuypoBa, B. A. TpodumeHko,
O. I IllupokoBa-Mypapa ta iH. [IpoTe BueHi He MPUIIISIINA HAJICKHOI yBaru y
CBOIX IpalsX NUTAHHIM KpUMiHali3awil KibepTepopUCTHYHUX MOCATaHb.

IMocranoBka npo6aemu. TepopucTHYHA TiSUTBHICTD Y KiGepmpocTopi B yMo-
Bax moOaiizallii Ta MOMMPEHOT0 BUKOPUCTAHHS 1H(OPMAIiiTHO-KOMYHIKaI[IHHUX
TEXHOJIOTIH CTAaHOBUTH CEPHO3HY 3arpo3y Julsi Oe3IeKu Oynb-sKoi IepxaBH Ta
3YMOBJIIOE€ HEOOXIHICTh TMPOTHJIT 3a3HaYCHOMY SIBHILY. HEMOXIMBO HaJEKHO
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IIPOTUIISATH NPOsiBaM KibepTepopusMy (B HayKOBIi JliTepaTypi iioro iHoai Ha3uBa-
I0Th «EJIEKTPOHHHIY, «IH()OPMAIIHHIID), KOMIT FOTSPHHI» TEPOPU3M) SIK HOBOTO
Ppi3HOBHIY Tepopu3My 0e3 po3yMiHHS HOTO CYTHOCTI, CydyacHUX ()OpM Ta TEHACH-
il pO3BUTKY LIHOTO SIBUIIIA.

MeToro A0CIiDKEHHSI € BU3HAYCHHS OCHOBHUX IIUISAXIB YIOCKOHAJICHHS KPUMIi-
HaJIBHOTO 3aKOHOAABCTBA YKpaiHu y cepi mpoTuii kibeprepopusmy.

Bukiian ocHoBHOro MatepiaJy. Ha chorosiHi BEKTOp IpaBOBOTO PETryIIFOBaH-
Hsl 00pOTHOM 13 KIOEP3IOYMHHICTIO MOB’SA3Y€ThCS 13 MPOTHIIEI0 KibepTepopu3my
SIK HaliHeOe3eyHimoro BusBy Kibepsnounauocti’. Kibeprepopusm — me Tepopric-
TUYHA AisITBHICTB, 110 3IIHCHIOETHCS Y KiOeprpocTopi abo 3 10ro BUKOPUCTAHHIM
(m. 13 cr. 1 3akony Ykpainu «IIpo ocHOBHI 3acagu 3a0e3nedeHHs KibepOesneku
VYkpaiun» Bin 5 xoBtHs 2017 p.).

Bueni 3BepTaioTh yBary Ha Te, IO Ha BiAMiHY BiJ 3BUYaiHOTO TEPOPUCTA,
SIKMI JI7IS1 JOCATHEHHSI CBOIX I[iJIeH BUKOPHCTOBYE BHOYXiBKYy a00 CTpPLUICIBKY
30poro, KiOepTepopHCT BHKOPUCTOBYE JIIsl JOCATHEHHS CBOIX MiJield cydacHi
iH(OpMAIIiFiHI TEXHOJIOTIT, KOMIT' IOTePHI CUCTEMH 1 MEpesKi, CriellialIbHe TPOrpaM-
He 3a0e3medyeHHs, IPHU3HAYEHEe I HECAHKI[IOHOBAHOTO TNPOHUKHEHHS B
KOMIT'IOTepHI cucTeMu W opraizauii nucraHuiiinoi araku Ha iHdopmaniiHi
pecypcu 00’€exTa Hamary®.

Ha nymky ¢axiBuiB, METOO A€pKaBHUX 1 BiliCbKOBHX Kibepomnepalliii, CHoHCo-
poBanux Pociero, € miaTpuMKa cTpaTeriyHux momiTHYHuX miteit Pocii. Le moxe
OyTH BHECCHHS Xa0Cy B AMEPUKAHCHKY TIOJIITHYHY CUCTEMY, IiJIPUB CYBEPEHITETY
VYkpainu, JeMOHCTpalis YKpaiHu B HEraTUBHOMY CBITJI Juls CBITY, Ak y 2017 p.
3 kibeparaxoro NotPetya’.

3a nasiBHOIO iHopManiero CayxOu Oe3nexu YKpaiHH, XakepchbKe yrpyrnoBaH-
Hs «Armagedon» sik crienianbuuit mpoekt ®CH Pocii 3aificHuIO MOHAA 5 THCSY
kibeparak i Hamarauocst «3apa3uTiy MOHA/L MIBTOPH THCAY1 YPSIIOBHX KOMIT IOTEP-
HUX cucteM. OCHOBHUMH IIJISIMU 3JIOBMUCHUKIB OYITH:

— KOHTPOJIb HaJ1 00’ €KTaMH KPUTHYHOT iHQPACTPYKTYpH (EIEKTPOCTAHIIIT, CHC-
TEMH TEIUIO- Ta BOJOIIOCTaYaHH);

— BHKpaJIeHHs Ta 30ip pO3BiAyBaJIbHUX JIAHHX, Y TOMY 4HCIi iH(popmarii 3
00MEeXEHUM J0CTYIIOM (CeKTop Oe3meku Ta 000POHU; IepKaBHI yCTaHOBH);

— IPOBEJICHHS aKIiil iHGOpMaIiHHO-TICHXOJIOTTYHOTO BILIUBY;

— OnokyBaHHs iHMOpMALHEX crcTem'.

3 noBinomiens y 3MI BijoMo po HasiBHY HEOE3MeKy TepOpUCTHYHUX Kibepa-
Tak Ha iH(OpMALIHHI Mepexi JepKaBHUX CTPYKTYp Ta MPUBATHUX KOMIIAHIH,
[I0B’SI3aHUX 13 KepyBaHHAM 00’ €KTaMU aHTHKPH30BOI iHppacTpykTypu. IIpu xBa-
nigikariii HaBeICHUX isHb K TSPOPUCTHUHUX HEOOXiTHO BPAXOBYBATH MOJIOKCH-
HsI paTU(iKoBaHUX YKPaiHOIO MDKHApPOAHUX aHTUTEPOPUCTHUUHMX YTOJ, 3TiTHO 3
SIKUMY TEPOPUCTUYHI 3JI0YMHH — II€ CYCIUTbHO HeOe3MeUH 1 isTHHS, SKi BYNHSIIOTh-
Csl 3 METOIO JIOCSITHEHHSI TEPOPUCTUYHUX I1iieit. [1i1 ocTaHHIMU pO3yMIFOTBCS LIl
3aJISIKyBaHHsI HACEJICHHSI 3 METOIO 3/IFICHEHHSI BILUTMBY HA NPUHHATTS PillieHb Opra-
HaMH JIepKaBHOT BlIaJid 00 MIKHAPOJAHUMH OpTraHi3ailisMu.
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OpnHi€r0 3 HEOOX1THMX YMOB JII€BOCTI BYKUTHX 3aX0/iB y chepi nporuaii kidep-
TEPOPU3MY € KpUMIHAJI3aIls B YCiX JiepKaBax xoua O MiHIMaJIbHOTO HAbOpy Mpo-
THITPABHUX JiSHB, 1110 BAMHSIOTHCS 32 Joromoroto I T-rexHosoriit' . KpumiHastizaris
CyCHiNbHO HeOe3NneuHux AisgHb y cdepi KibepTepopusMy CHOpUSITUME, HA HaIly
JYMKY, OUTBbII e()eKTHBHINA MPOTUAIT IbOMY HEOC3IICUHOMY SIBHIILY.

VY KpUMiHAJIBHO-NIPABOBIN JIiTEpaTypi MEPEBaXKHO HABOAATHCS MABI IpylH
NPHUHIIMIIB — KPUTEPITB KPUMIHAIBHO-TIPABOBOT 3a00poHU isHHA. [lepina:
COIiaJIbHI Ta COLiaJbHO-IICUXONIOTIUHI, IKi BUPA)KaIOTh CyCIUIbHY HEOOXiIHICTb 1
MOJIITUYHY JIOLIJIBHICT BCTAHOBJICHHS i iICHYBaHHS KPUMIHAJIBHOT Bi/IITOBIIa)Ib-
HOCTI 3a T€ 4H iHIIEe mocsiraHHs. [0 HUX BITHOCSATh: CyCIiJIbHY HEOE3MeKy [isTHHS
SIK HeOOXiZIHY YMOBY KpHMiHaji3awii; BiTHOCHY HOro HOIIUPEHICT; CIIBPO3MIp-
HICTh MO3UTHBHUX 1 HETATUBHUX HACIJIKIB KpUMIHAJI3AIliT; HEMOXIIUBICTD MO0~
JIAHHS JAHOTO [IPAaBONOPYLIEHHs 0€3 3aCTOCYBaHHS KPUMiHAJIbHO-IIPABOBUX 3aX0-
niB'2. TTiATBEPIHKYIOUHM MO3HUINIO 3 MPUBOIY HEOOXIMHOCTI 3aKOHOMABYOTO BPETY-
JIFOBAHHS KPUMIHAIBHOT BiINIOBIIAILHOCTI 32 KIOEPTEPOPUCTUUHUIT aKT, 3ayBaXKH-
MO, 1110 3aIIPOIIOHOBAHA i/iesl BIANOBIJA€ MiJcTaBaM Ta KPUTEPisiM KpUMiHami3auii,
SIKI pO3po0JIeH] Y KPUMiHAIBHO-TIPABOBIM HayIIi.

VY noscHioBanbHiM 3anucui 1o NpoekTy 3akoHy Ykpainu «IIpo BHeCEHHs 3MiH
10 KpuminaiabHOTO KOJeKCy YKpalHM IOI0 BCTAHOBJICHHS BiMOBIAaTBHOCTI 3a
1<16epTepop1/13M» (peGCTp Ne 2439a Bin 24 nunas 2015 p.) BKazyeThes, M0 y ChO-
TOJHINIHFOMY CTaHi ITiJBHIIEHOI 30BHIIIHB0I HEOE3MEKH yKe BaKIUBO 3aKOHO-
JIaBYO BU3HAYUTH MOHATTS KiOEPTEpOpH3My i BCTAHOBHTH CypOBY KPHMIiHAIIbHY
BI/INOBIJAJIbHICTh 3@ BUMHEHHS aKTiB KIOepTepOpU3MYy, sIKi MOKYTb OyTH BUMHEHI
3 MOJITHYHUX MOTHBIB, 3 METOK MOPYIICHHS CYCIUIbHOT O€3MeKH, 3alIKyBaHHS
HACEJIEHHs, IPOBOKALlill BiliCbKOBOTO KOH(IIIKTY Ta CIIPSIMOBaHI Ha MiAPUB Hallio-
HaJIBHUX IHTEpeCiB i HaIllOHATbHOI Oe3meKn’?

Bueni B YkpaiHi 10BOAATh HEOOXINHICTh KpUMiHai3aLil [Iiii, TIOB’SI3aHUX 3
BUMHEHHSIM KibeprepopucTiynux arak'®. Ha Hamry aymKy, BiANOBimasbHICTD Y
TaKUX BHIIQ/IKaX MOBMHHA HACTABATH 32 KOHKPETHI aKTH KiOepTepopusMy sK Mpo-
SIBH LIbOTO SIBUIIA. Y 3B’S3KY 3 IIMM HEBJAJIO0 € Ha3Ba cT. 2586 «Kibeprepopuzm»
npoekty 3akoHy Ykpainu «[Ipo BHeceHHs 3MiH 0 KpHUMIHAIBHOTO KOIEKCY
VYkpaiHH 1100 BCTAHOBJICHHS BINOBIAAIBHOCTI 3a Kibeprepopusm» (peectp.
Ne 2439a Bix 24 nmunus 2015 p.), sxoro npornoHyBanock gonoBHuTH KK Yipainn.
YactuHy mepuly Ii€i CTarTi MPOMOHYBAJIOCh BHMKJIACTH Yy TakKiil pemaxiii:
«KibeprepopusM, TOOTO yMHCHa araka Ha iH(pOpMAaILiio, sKa 00poOIseThCs
KOMIT FOTEPOM, KOMIT FOTEPHY CHCTEMY YH KOMII'FOTEpHI MEpeXi, 110 CTBOPIOE
HeOe3neKy sl KUTTS 1 370poB’st Jitofed abo NMPU3BOAUTH JI0 THIIUX TSHKKHX
HACIIIJIKIB, SKIIO TaKi J1ii OyJIi CKOEHI 3 MOJITUYHUX MOTHBIB, 3 METOI MOPYIICHHS
CyCIINBHOI Oe3MeKH, 3asIKyBaHHs HACEICHHs, IPOBOKALI] BilicbKOBOro KOHQIIIK-
Ty, — KapaeThes. .. »'

B iHmomy npoekTti 3akoHy HpO BHECEHHs 3MiH 10 KpuMiHaIBHOTO KOIEKCY
VYkpainu (11040 MOCUIEHHS BIIIOBiAANBHOCTI 3a KibepTepopusM Ta Kibep3nouu-
HH) (peectp. Ne 2328a Bix 10 jumus 2015 p.) 4. 2 ct. 258 KK Ykpainu mpornony-
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BaJIOCh BUKJIACTH y HOBIH penakuii: «Ti cami Aii, BunHeHi noBTOpHO abo 3a more-
PEIHBOIO 3MOBOKO IPYIIOI0 0Ci0 ab0 SKIO BOHU IMOB’s3aHI 3 HECAHKIIIOHOBAHUM
BTPYYaHHSIM y POOOTY eJIeKTPOHHO-OOUMCIIIOBAIBHUX MAalIMH (KOMII IOTEpiB),
aBTOMATH30BAHUX CHCTEM, KOMII'IOTEPHHUX MEPEX UM MEpex €JIEeKTPO3B 3Ky
00’€eKTa MiIBUIIECHOT HeOe3eKr a00 SKIIO BOHU MTPU3BEIIH 10 3aMO/IisTHHS 3HAYHOT
MaifHOBO{ MIKOJIM M iHIIUX TSDKKUX HACHIAKIB, — KaparoThes.. . »'C.

Ha nymky BueHoro-topucrta P. O. Banka, gorineHo gonoBauTH KK Vkpainu
cT. 2586 «IHopmaniiiHuil TepOPUCTUUHUN aKT: iHGOpMaLiHHNI TepOPUCTHUHUI
aKkT, ToOTO nIii 1H(OPMAIIHHO-IICUXONOTIYHOTO Ta iH(POPMALiHHO-TEXHIYHOTO
BIUIMBY, CIIPSIMOBaHI Ha PO3B’SI3aHHSI CYCIIILHO-TIOJIITHYHUX, 1/ICOJOTIYHUX, Halli-
OHAJIbHUX, TEPUTOPiabHUX KOH(IIKTHUX CUTyallill 3 METOI0 MaHIMYJIALIT Ta 30M-
O1FOBaHHS CBIZIOMOCTI 0COOM UM MIMPOKOTO KOJIa OCI0 IUISIXOM peaizallii croco0iB
1 MeTo/1iB iH(OPMAIIIHOTO HACHIILCTBA, 3aCTOCYBaHHS iH(popMaliitHOi 30poi, —
KaparoThes... »!".

J. C. AzapoB 3a3Hauae, 10 MOXIJIMBI CUTYallii, KOJIH 3JI0YMHH Y chepi KoMIT to-
TepHOi iH(popManii HeoOXiTHO KBaNi(hiKyBaTH 3a CYKYIHICTIO 3 IHIITMMH MOCSTaH-
Hamu. Came TaKy KpUMiHaJIbHO-TIPABOBY OIIIHKY, Ha HOT0 JAYMKY, MarOTh JIiCTaTH
BTpy4aHHs B po6oTy EOM (koMIr’toTepiB), CHCTEM Ta KOMII IOTEPHHUX MEPEeX 3
METOK BYMHEHHSI TEPOPUCTHYHOTO aKTy'S. ¥V 1bOMYy KOHTEKCTi, Ha HOTO JyMKY,
BU/IAIOTHCSI HEJIOLIIBHUMH TPOTIO3UIT OKPEMHUX JIOCIHIAHUKIB OO0 CTBOPEHHS
KpPHMIiHAJIBHO-TIPABOBOT HOPMH TIPO BIAMOBIAANBHICTH 32 KiOepHETHYHHUIT Tepo-
pHU3M — «pyHHYBaHHS KOMIT FOTEPHUX CHUCTEM Ta JiecTalini3allisi KiGepHEeTHYHOTO
IPOCTOPY, SKi CHPSIMOBaHI Ha IMiJPUB aTMOC(EpH CHOKOI0, HA 3aIIKYBaHHSA YH
MIPUTHIYEHHS CYCHIJIbCTBA 3 METOIO BIUIMHYTH Ha MPUHHATTS JIep>KaBOI0, Mi>KHA-
POIHOIO OpraHizali€ro, Gi3NYHOI0 YK IOPUIHMYHOI 0C000I0 OyAb-SKOTrO pillleHHs
4K yTpUMaHHs BiJ Hhoro»'”. HaBenmena mediniuis, va xymky Jl. C. Asaposa, mae
MIEBHI BaJM JIOTIYHOTO Ta TEPMIHOJIOTIYHOTO XapakTepy (MisiHHS y BUIVISII «pyi-
HYBaHHS KOMII'IOTEPHUX CHCTEM) 3a 3MICTOM MOBHICTIO OXOILTIOEThCA CT. 258 KK
VYkpainn « TepopuUCTHYHUE aKT»; TEPMIHOJIOTTYHHUI 3BOPOT «JIecTadiizalis kidep-
HETHYHOTO IPOCTOPY» € HAJATO HEKOHKPETHHM; IOHSTTS «TEPOPU3M» IIBHIIIC
XapaKTepHU3y€e 3JI0YUHHICTh 1 TOMY HAJCKHUTh JI0 KPUMIHOJOTIYHHX, & HE JI0 KPHU-
MiHaJIbHO-NIPABOBUX MOHATH). OKpiM TOro, BoHa (h)aKTUUHO BPAXOBYE ilealbHY
CYKYITHICTB 3JI0YMHIB, OCKITBKU OXOTUIIOE JIBA JIISTHHS, KOJKHE 3 SIKUX TPH OKPEMO-
My aHaji3i Mae KBaniikyBaTUCs SK 3JI0YMHHE, 1110, OUYEBUIHO, € OC3MiICTABHUM.
Take BpaxyBaHHs MOKe OyTH JOLIIbHUM JIAIIE Y TOMY pa3i, KOJIU 3a3HadyeHi JisH-
HSL XapaKTepHU3yBaTUMYyTbCSl OPTaHIYHOIO €JHICTIO, L0 3yMOBIIOE CTBOPEHHS
HOPM IIpO Tak 3BaHi ckiazeHi (ckiaani) 3nounHu. Ha nymky 1. C. A3aposa, 310-
YHHU Y cepi KoMIT FoTepHOT iH(opMallii i TEPOPUCTUYHHIN aKT HE NepeOyBarTh y
Ha3BaHOMY 3B 513Ky, @ TOMY iX 00’ €HaHHS OTHUM CKJIaJIOM 3JI0YHHY € IITY4HHM.

B oxpemux nepxaBax (I'pysis, CILIA) octanHiM YyacoM 3’sSIBUBCSI TAKUH CKJIAL
37I04HHY, SIK Kibeprepopusm?'. OcoOmuBy yBary cepei HaBEICHUX JisSHb TPHBEP-
Tae qucnosuiis cr. 324" «Kibeprepopuzm» posainy 11 «3modnHn npotn aepxa-
Bm» KK I'py3ii, sika BukiajieHa y takiii peaakiii: «Kibeprepopusm, To0TO MpoTH-
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MPaBHE 3aBOJIOAIHHS KOMIT FOTEPHOIO iH(POPMAIIEIO, 1110 OXOPOHSETHCS 3aKOHOM, 11
BUKOPHUCTaHHs a00 IOrpo3a BUKOPUCTAHHSM, SIKi CTBOPIOIOTH HEOE3IeKy HacTaH-
HSl TSOKKUX HACIJIKIB, BYMHEHI 3 METOIO 3aJIIKyBaHHS HaceJleHHs 4H (1) BIUIMBY Ha
OpraH BIajd, — KapaeTbes. .. »>,

STk yke 3a3Ha4YaNoch, Ha3Ba cTarTi «kibeprepopusm» y KK BumaeTbcs HeBia-
JIOIO, OCKIJIbKU BiJNOBIIAJIbHICTh Y TAKUX BUIIAJKAX MOBMHHA HACTABAaTH 3a KOH-
KPETHI aKTH KiOepTepOpU3MYy SIK MPOSIBH 1ILOTO SBUIIA.

Ha nanry nymKy, BAMHIOBaHI B Hallii ep:kaBi KiOepTepOpUCTHYHI aKTH HE0O-
XiHO KBami(ikyBaru 3a cT. 258 «Tepopuctimunnii akt» KK Ykpainu. BpaxoByroun
HaBeJIeHe, 3aClyrOBY€ Ha MiATPUMKY minxin M. A. €ppemMoBoi, sika MpONoHye
qucriosunito crarti «Tepopuctnunmii akt» KK Bukimactu y Takiii pemaxuii:
«BumnHeHHs BUOyXy, MijNany, IPOTUIPABHOTO BIUIMBY Ha 1H(OpMAIliifHO-TEIeKO-
MyHIKalliliHI cucTeMH a0o 1HIIMX Jii, M0 3aJIIKyIOTh HACEJICHHS Ta CTBOPIOIOTh
HeOe3MneKy 3aru0eni JHOIMHH, 3a0oIiIHHS 3HAYHOT MaHOBOT IIIKO/IM Y HACTAHHS
IHIIMX TSDKKUX HACNiAKIB 3 METOIO BIUIMBY HA NPUHHATTS PILICHHS OpraHaMH
BJaaM a00 MIKHAPOTHUMHU OpraHi3allisiMH, a TAKOXK 3arp03a BUMHEHHS 3a3HAYSHUX
Tl y 3a3HAYEHUX TIIX»?,

ITinTpuMyBaHui HaMu MiAXix HaOyB IEBHOTO BTUICHHS y MOJOXKEHHSX CT. 237
«AKTH Tepopm3My» po3airy 3 «KpuMmiHaibHI MpaBONOpPYIIEHHS IPOTH Jep:KaBHOT
Biaany KpuminanbHOro konekcy ECTOHII, 3rijHO 3 SKOIO «... BTpYYaHHS B
KOMIT IOTepHI J1aHi, a00 TMepemkoKaHHs QYHKIIIOHYBaHHIO KOMIT FOTEPHHUX CHC-
TEeM, a TAKOX IOrpO3a BUMHEHHS TaKUX JiH, SKIIO BOHU BUMHEHI 3 METOIO IPUMY-
Cy JiepkaBu ab0 MI>KHApOJHOT oprasizauii 10 1ii a00 0e31isIbHOCTI ..., KapalOTh-
csl 1M030aBJICHHSIM BOJII TEPMIHOM BiJ IT'SITH /IO JBAISTH POKIB a00 JOBIYHHUM
nos6asnenHsaM Boii»?*. Io cyTi, mepepaxoBaHi y IUCIO3MIIT HABEACHOI CTATTi
OKpEMIi JIiSIHHSI CTaHOBJISITh aKTH KiOepTepOpH3MY.

Kpuminanizawis ycix 6e3 BUHATKY (OpM TEpOPUCTUYHOI AiSTBHOCTI TA KBaJIi-
¢ikawis IX K TEpOPUCTUUHUX 3JI0YMHIB BUCTYIIA€ HEOOXIIHOO IIEPEAYMOBOLO AL
oprasizanii HaJIe)XHOT POTUAITl Tepopu3My. Ha KOpUCTh TaKOro BUPIIIEHHS MPO-
OJeM CBIUUTH AHAIOTIYHA TEHJICHIIiA, IO MPOCTEXYETHCS OCTAHHIM YacoM B
eBponeiicekux nepikaBax>. IIpoext HoBoro KK Vkpainn (ctanom Ha 24 rpymHs
2021 p.) y Kuusi 5 «3104uHM Ta OPOCTYNKH MIPOTH CYCHIILCTBa» MIiCTUTh PO3-
I 5.2 «37104MHHU TPOTH OE3MEKH CYCIUTLCTBA BiJl TEPOPU3MY», B SIKOMY Iependa-
YeHi TePOPUCTHYHI 3JI0YMHU. 30KpeMa, CT. 5.2.4 « TepopucTHYHE AiSTHHS MPOEKTY
Hosoro KK Vkpainu (y penakuii cranom Ha 24 rpynss 2021 p.) BUkiageHa y Takiit
penaxiii: «ocoba, sika 3 METO 3aJIIKaTH HACEJICeHHsS a0o JecTadilizyBaTH Misiiib-
HiCTb IyOJIiYHOI B YU MIXHAPOIHOI opraHizauii, abo NpUMYCHUTH IX BUMHUTU
SIKy-HeOyIb [0 UM YTPUMATHUCS BiJ i1 BUMHEHHS: 1) 3aXONMIIa JIOAUHY, 2) 3aCTO-
cyBaJsia 30pOI0 Y IHIIMH MPEIMET, IKUM MOXe OyTH CHPUYMHEHA IIKOJA JKUTTIO
Y TsHKKA IIKOJA 30POB’IO0 JIIONUHH, 3) 3aXONWIIa, YTPUMyBala, 3HHIIMIA a0bo
MOLIKO/IMIIA 00’ €KT KPUTUYHOT 1HPPACTPYKTYPH UM HOTO yCTAaTKyBaHHS, HEOOXi/1-
HE JUIsl AisUIBHOCTI LbOro 00’ekTa, a0 BuBea Horo 3 jany, 4) 3axonuia noBiTps-
HE, MOPChKE CYIHO a00 1HIIHMH 3aci0 MacaKMPCHKOTO YK BAHTAKHOTO TPAHCIIOPTY,
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5) BiamTyBaja NEPEeLIKOAY Ul PyXy Ha BYJIHMII, ZOPO3i, IHIIOMY LUIAXY CIIOJY-
YeHHs, 3a0J0KyBaJla TPAHCIIOPTHY KOMYHIKaIil0, poOOTY MOPCBKOTO, PIYKOBOTO
MOPTY YU aepoIopTy, TPYOOIPOBIIHOTO TPAHCIIOPTY, 6) BUTOTOBMIIA, NpUadaa,
nepesesia, MOCTaBUIa, BUKOPHUCTala BOTHENAIbHY 3000, BUOYXOBUH MPUCTPIH,
SIIEPHU#, O10JIOTUHUI YK XIMIYHUE Ooernpumnac abo 3aBOJIO/IIIA TAKOK 30pO€Eto un
TaKUM OOENpHUIacoM, 7) BUBIIBHMIIA Y HABKOJMIIHE CEPEIOBHIINEC HEOC3MCUHY
pedoBuHy abo 37ilicHMNIa HEOEe3MeuHy VIS JKUTTS JIIOfeil MOXKexy, MOBiHb YU
BUOYX, a00 8) MpHUNUHIIA IOCTaYaHHs BOJIU, €IEKTPOCHEPTIi UM 1HIIOTO IPUPOJ-
HOTO PECypCYy, 10 MA€ )KUTTEBO BAKINBE 3HAYCHHS JUTS JIIOAeH, — BANHUIIA 3JI09HH
5 crynensi*.

BucHoBku. BBakaeMo JOIUIBHUM JMCIIO3MIII0 YaCTHHH MEpHIoi CT. 258
«Tepopuctiunuii akt» ynHHOoro KK Vkpainu micns ciiB «TepOpUCTUYHMI aKT,
TOOTO 3aCcTOCYBaHHS 30pOi, BUMHEHHS BUOYXY, IiJIady» JIOINOBHUTH CIIOBAMH
«MPOTHIIPABHOTO BIUIMBY Ha 1HQOPMAIIHO-TEICKOMYHIKAIIHHI CUCTeMn» 1 1ai
3a TekctoM. Y mpoekTi HoBoro KK Vkpainu (y penmakuii cranoM Ha 24 rpynHs
2021 p.) BBaKa€EMO JOIILHUM JIOMOBHUTH CT. 5.2.4 «TepopucTU4HE isTHHSDY
MIOJIOKCHHSIM, SIKE TPHCBAYECHE KiOEPTEPOPHCTHYHOMY aKTy. TakuM YHHOM,
cT. 5.2.4 posrsiyBanoro npoekty KK ciijg nonoBHuTH 1. 9, SIKHii BAPTO BUKIIACTH
B Takiil pefakiiii: «ocoba, sika 3 METOO 3aJIIKAaTH HaceJIeHHs abo JecTabini3yBaru
JUSUTBHICTD MTyONiYHOT BJIa I Y1 MIKHAPOAHOT opraHizaiiii, abo IpUMyCHUTH TX BUH-
HUTU sIKy-HEOyIb Ail0 UM yTPUMATHUCS Bif il BAMHEHHS: ... 9) euununa kpuminais-
He NPasonopyuleHHs 3 6UKOPUCTAHHAM THGOPMAYIIHO-KOMYHIKAYIUHUX MEXHONO0-
2ill y Kibepnpocmopiy. Peanizalis 3a3HaAuYCHHMX IPONO3HUIIIN, HA HAIIy TYMKY,
crpustuMe 611bl edekTUBHIl npoTuaii akTaM KibepTepopusMy, MaTUMe NEBHUI
3an001KHUI ITOTEHIIIAI, @ TAKOXK CBITUYMTUME ITPO HAJIEKHE PO3YMiHHS 3aKOHOAB-
LIEM piBHS CYCHUIbHOT HEOE3MEeKH aHATiI30BaHUX JlisHb.
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Kubalskiy Vladyslav. Problems of criminalization of cyberterrorist
encroachments

This research is aimed at identify the main ways to improve the criminal legislation
of Ukraine in the field of counteracting cyberterrorism. The most precise attention is
Jfocused on considering of scientists’ proposals, as well as bills dealing with the
criminalization of acts of cyberterrorism. The research is based on results of the
analysis of the norms of criminal codes of some foreign states in the field of
counteracting acts of cyberterrorism.

Terrorist activities in cyberspace in the context of globalization and the widespread
use of information and communication technologies pose a serious threat to the
security of any state and necessitate countering this phenomenon. It is impossible to
properly counteract the manifestations of cyberterrorism (in the scientific literature it
is sometimes called «electronicy, «informationy, «computery terrorism) as a new type
of terrorism without understanding its nature, modern forms and trends.

The author consider that confirming the position on the need for legislative
regulation of criminal responsibility for cyberterrorist acts, we note that the proposed
idea meets the grounds and criteria for criminalization, which are developed in the
science of criminal law. The criminalization of all forms of terrorist activity without
exception and their qualification as terrorist crimes is a necessary precondition for the
organization of proper counter-terrorism. A similar recent trend in European countries
is in _favor of such a solution. The cyber-terrorist acts committed in our state must be
qualified under Article 258 «Terrorist acty of the Criminal Code of Ukraine.

The study contains proposals to change the provisions of the current Criminal
Code of Ukraine and its new draft, aimed at improving counteracting acts of
cyberterrorism. The adoption of the rule in the proposed wording will contribute to a
more effective response to acts of cyberterrorism, has a certain preventive potential,
and also demonstrates the correct understanding by the legislator of the level of public
danger of the analyzed acts.

Key words: criminalization, cyberterrorism, act of cyberterrorism, cyberspace.



